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Early in 1992, the Solicitor General of 
Canada tabled in the House of Commons 
the first Public Report of the Canadian 
Security Intelligence Service, with the 
intention of keeping the public informed 
about the Service and its responsibilities 
for public safety and national security. The 
tabling in the House of Commons of the 
1997 Public Report marks the seventh 
consecutive edition of this publication, and 
emphasizes once again the determination 
of the Service to keep the public informed. 


Previous issues of the Public Report 
described the changes taking place in the 
last turbulent decade of the twentieth 
century, and how these changes have 
affected the world of security intelligence. 
As we approach the new millennium, it 
becomes more obvious that the optimistic 
expectations of 1991 were a little 
premature. The new world order, such as 
it is, is marked by greater instability than 
during the dangerous but stable bipolar 
confrontation which prevailed before 1991, 
and by the increased use of violence for 
political purposes. 


Part I of the report describes the global 
security environment from which arise 
many of the threats to public safety and 
national security. Part I] covers Canada’s 
counter-terrorism response. Part I] 
outlines the counter-intelligence program, 
diversified to counter traditional 
intelligence activities, economic espionage, 
proliferation, transnational crime and 
information operations. Part IV describes 
other national security programs. Part V 
explains the resource implications, in terms 
of establishment and budget. 
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The global security environment of the 1990s 
has experienced more change than in any 
decade since the Second World War. The 
overriding characteristics of this change have 
been an increase in instability worldwide, 
and the escalating use of violence for 
political purposes. One measure of 
instability is an upsurge of long-suppressed 
nationalistic and territorial grievances, 
resulting in the creation of some 20 new 
states. Some of these states emerged 
peacefully, but others were accompanied by 
much bloodshed and the dislocation of non- 
combatants from their homes and countries 
of origin. The majority of grievances have 
not been solved, either peacefully or 
violently, and remain as potential excuses for 
the use of violence by one faction or another 
in pursuit of their political objectives. 


In total, more than five million people were 
killed in dozens of wars and other conflicts 
in the first five years of this decade. Millions 
more increased the number of refugees 
worldwide to 38 million, more than the 
entire population of Canada. Another 
characteristic of this decade has been the 
outbreak of the worst atrocities since the 
Second World War. The intertribal conflict 
in Rwanda, for example, caused an estimated 
800,000 to one million deaths, mostly from 
members of one ethnic group attacking 
neighbours of another ethnic group. The 
experience was similar in the former 
Yugoslavia, where Canadians remain to keep 
the warring groups apart. A disturbing 
trend has been the deliberate targeting of aid 
workers. Canadians have been among those 
killed in Chechnya and Rwanda. 


The major significance for Canada is that 
many of our security intelligence threats 
originate overseas in the world described 
above. Given the diversity of the changes in 
the global security environment, a major 
challenge for the Service is to help prevent 
these conflicts from becoming Canadian 
domestic security problems. 


Canada has public safety and national 
security interests in this changing global 
environment, which may be summarized as 
follows: 


* asa country whose prosperity depends to 
a great extent on trade, Canada is 
interested in the freedom of commerce 
and a stable world in which to trade and 
do business; 


e as one of the few remaining countries 
accepting large numbers of refugees, 
Canada is interested in a reduction in the 
level of violence and the expansion of 
human rights; 


* as acountry with freedoms that others can 
exploit relatively easily, Canada is 
interested in curtailing the activities 
against Canada of foreign intelligence 
Services; 


¢ as amember of the G7 and a leading 
industrial country, Canada is interested in 
protecting Canadian government and 
business information from intrusion by 
foreign governments; 


¢ asacountry witha highly-rated quality of 
life, Canada is interested in a reduction of 
transnational criminal activities which 
have a damaging effect on society; 


e asa respected middle power witha 
reputation for peacekeeping, Canada is 
interested in controlling the proliferation 
of nuclear, biological, chemical and 
conventional weapons; 


* asa country dependent upon intelligence- 
sharing relationships with allies, Canada 
is interested in promoting cooperation 
with other intelligence services; 


e asacountry witha large immigration 
program, Canada is interested in 
protecting immigrants from harassment, 
intimidation and coercion by outside 
influences; 


e asa democratic country with a policy of 
racial and religious tolerance, Canada is 
interested in the advance of democracy 
and the rule of law; and 


¢ asacountry with a relatively small 
population ina relatively large land mass, 
Canada is interested in the effectiveness of 
the collective security organizations to 
which it belongs. 


It is evident that these security interests 
contrast quite sharply with the actual global 
security environment described above. The 
reality is that many of the threats to public 
safety and national security with which the 
Service has to deal come from this unstable 
and violent environment. The subsequent 
parts of the report describe these threats and 
the CSIS response. 
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The threat to public safety from international 
terrorism imported into Canada is a major 
concern for the Service. Most of the world’s 
terrorist groups have established themselves 
in Canada, seeking safe haven, setting up 
operational bases, and attempting to gain 
access to the USA. Many of these 
organizations possess the infrastructure to 
carry out acts of terrorism in Canada. 


Once established in Canada, terrorist groups 
tend to follow a familiar pattern of 
behaviour, which may include any or all of 
the following activities: 


e providing logistic support for terrorist 
operations; 
¢ procuring weapons and materiel; 


¢ raising funds openly or covertly in 
support of terrorist activities; 


* engaging in illegal activities to raise 
money; 


e attempting to influence public or political 
opinion in Canada; 


e recruiting new members and supporters; 


e conducting offensive and defensive 
intelligence surveillance; 


® providing safe haven in Canada for 
known or suspected terrorists; 


e aiding the entry of terrorists into Canada 
by legal or illegal means; 


e making fraudulent use of false or valid 
travel documentation; 


° arranging the illegal transit of members to 
the United States and other countries; 


e cooperating with other terrorist groups; 
* countering rival organizations in Canada; 


e influencing or intimidating members of 
their own expatriate community; and 


e planning and participating in domestic 
and foreign terrorist operations; 


While most external organizations try not to industrialized democracies, in part because 
jeopardize their safe haven in Canada, the forewarning helps to ensure the public safety 
potential threat can change without warning. of Canadians. 

The 1985 Air India disaster, in which 329 

lives were lost, is a sobering reminder that 

Canada has no guarantee of immunity. A 

single action by Canada or an individual 

Canadian could trigger the type of 

unexpected retaliatory acts against this 

country, or Canadian interests at home or 

abroad, that we have seen against the USA, 

from the World Trade Centre in New York to 

separate attacks on American facilities at 

Riyadh and Dhahran in Saudi Arabia. The 

sudden indiscriminate attacks on subway 

travellers in Tokyo and Paris, and on 

uninvolved tourists at Luxor, Egypt, can 

implicate unsuspecting victims from any 

country. | 


Domestic terrorism of Canadian origin is _ 
limited for the moment to the potential for 
violence originating from aboriginal 
extremism, white supremacists, right wing 
intolerance, violent extremists on both 
sides of the sovereignty debate, or single 
issue extremism, such as animal rights 
violence. 


To counter terrorist activities in Canada, 
CSIS uses a variety of sources and methods. 
Face-to-face interviews with Canadian 
citizens keep the Service well informed, and 
incidentally help to increase public 
confidence. Inter-agency cooperation with 
allied intelligence services often provides 
CSIS with useful prior information 
concerning individuals and organizations. 
Close cooperation with other government 
departments helps to prevent the admission 
of known terrorists seeking entry to Canada, 
or to assist in their deportation when they 
have gained access. The provision of 
information and analysis to law enforcement 
authorities assists with the prosecution of 
terrorists accused of criminal activities. To 
date, Canada has suffered less from 
international terrorism than some other 
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At the beginning of the decade there were 
expectations that the end of the Cold War 
would lead to a reduction in intelligence 
activities against the Western democracies. 
What has happened instead is a mutation of 
the world’s second oldest profession into a 
combination of traditional intelligence 
activities, economic espionage, information 
warfare, proliferation and transnational 
crime. 


Canada’s former major intelligence 
adversary appears to come to a similar 
conclusion. Vyacheslav Trubnikov, director 
of Russia’s Foreign Intelligence Service, 
stated in December that, “Confrontation 
between intelligence services has never 
ended and, contrary to expectations, even 
intensified after the Cold War.” At the same 
time, he recognized the ambivalence of the 
new relationships by acknowledging that, 
“Special services are looking for ways of 
dealing with transnational threats 
jointly...these contacts seemed impossible 
just a few years ago, but are mutually 
advantageous today.” In other words, where 
security interests are coincident, there will be 
cooperation between intelligence services; 
where interests conflict, traditional 
intelligence activities will continue as before. 


Traditional Intelligence 
Activities 


Unlike terrorists, who often seek publicity 
and are quick to claim responsibility for their 
actions, those who engage in traditional 
intelligence activities take pains to remain 
anonymous and to conceal their activities, 
lest they reveal their sources and methods. 
This difference has two noticeable effects: 
first, exponents of espionage are much more 
difficult to catch; and second, the public 
tends to hear less about their activities in the 
daily news. 


Occasionally, the public is reminded in the 
press that traditional intelligence activities 


continue as before. Last year, for example, 
the case of Dmitriy Olshevsky and Yelena 
Olshevskaya, the Russian illegals living in 
Toronto under the developing legends of Ian 
and Laurie Lambert, hit the headlines for a 
few days. This year, the illicit use of 
Canadian passports by Israeli agents in a 
failed assassination attempt reminded 
Canadians once again that traditional 
intelligence activities have not gone away. 


The persistence of traditional intelligence 
activities in the post-Cold War environment 
should not surprise Canadians. Several 
countries have passed legislation to adjust to 
the new security environment and have 
assigned new tasks to their intelligence 
services. Canadians can expect that 
countries with a perceived security gap, 
reduced or limited research and 
development capabilities, or hegemonic 
ambitions in their own region, will continue 
to seek political, military, scientific and 
technical intelligence. 


Economic Espionage 


Some developed countries eager to maintain 
their standards of living, and some 
developing countries determined to improve 
their standards, will use whatever means 
they have to enhance their productivity and 
economic security. One such means is 
economic espionage, which can be described 
as clandestine, deceptive, coercive or illegal 
activity carried out or facilitated by a foreign 
government aimed at obtaining access to 
Canadian proprietary information and/or 
technology for reasons of economic 
advantage. 


Canada has world-class skills in many areas 
of high technology. A number of Canadian 
companies operating in technology-intensive 
sectors have been targeted by foreign 
governments to obtain economic or 
commercial advantage. The ultimate 
damage to Canadian interests takes the form 
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of lost contracts, jobs and markets, and a 
diminished competitive advantage. The 
concern is to protect information the loss of 
which could undermine Canadian economic 
interests and competitiveness in the 
international marketplace. 


It is part of the CSIS mandate to counter the 
threat of economic espionage. The Service 
does not investigate commercial industrial 
espionage, or instances of one private-sector 
company spying on another, but if these 
activities are of a criminal nature, they may 
be investigated by law enforcement agencies. 


Information Warfare 


The use of computer-based systems linked to 
world-wide networks is necessary if both 
government and the private sector are to 
operate effectively. However, such 
connections and the resultant dependency 
create vulnerabilities that can be exploited if 
the systems and data are not adequately 
protected. Penetration tests in the USA have 
revealed that 65% of the attacks succeeded, 
and most of those were not detected. 


Foreign intelligence services and some 
criminal organizations, terrorist groups, and 
even individual hackers have the capability 
to execute similar penetrations, and thereby 
threaten the security of Canada. CSIS 
cooperates with several government 
departments to counter the threat from 
information operations, and provides 
assessments on Canadian vulnerabilities and 
the capabilities of those who might exploit 
them. 


Proliferation 


On November 19, 1997, members of the 
United Nations Special Commission 
overseeing the destruction of Iraqi weapons 
described for the Security Council the 
elaborate attempts Baghdad undertakes to 
keep information on banned chemical, 
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biological and ballistic weapons from the 
United Nations. These weapons could be 
used against neighbours or sold to terrorists 
to be used against Western targets. The crisis 
that followed demonstrated the heightened 
concern over the undeclared existence of 
nuclear, biological, and chemical weapons of 
mass destruction. It further highlighted the 
need for a counter-proliferation program. 


Canada continues to use nuclear energy only 
for peaceful ends. Canadian nuclear non- 
proliferation policy seeks to ensure that 
Canada’s nuclear exports are used only for 
peaceful, non-explosive purposes and to 
promote the evolution of an effective and 
comprehensive international nuclear non- 
proliferation regime. 


The Canadian government is committed to 
cooperating with other countries to help 
them enjoy the benefits of the peaceful use of 
nuclear energy. Canada participates in 
virtually the entire range of global and 
regional measures, where appropriate, to 
constrain conventional proliferation. These 
include the Missile Technology Control 
Regime, the Organization for Security and 
Cooperation in Europe, Principles Governing 
Conventional Arms Transfers, the G-7, the 
Organization of American States, the UN 
Register of Conventional Arms, UN 
embargoes and various UN disarmament 
forums, non-proliferation discussions in the 
ASEAN regional forum, and the 
Conventional Forces in Europe Treaty. 
Canada also reports annually its military 
goods exports, and submits information on 
military holdings and procurement to the 
UN, ina belief that greater transparency and 
information sharing is a crucial element of 
non-proliferation efforts. 


CSIS continues to contribute to government 
initiatives in the area of counter- 
proliferation. Through its mandated 
investigations in Canada and its international 
liaison network, the Service seeks to identify 


attempts by countries of proliferation 
concern to acquire Canadian technology and 
expertise. The analysis yielded from 
classified and open information is shared 
with other government departments and 
agencies. 


Transnational Criminal 
Activity 


Transnational criminal activity is a 
consequence of the globalization of the world 
economy, with links and activities that 
transcend national borders. An array of 
modern telecommunications, banking, travel 
and financial systems now span the globe. 
These systems have provided the tools 
whereby criminal elements now are able to 
move people, money and goods across 
national borders far more easily than was 
previously the case. As a result, criminal 
activity originating in Eastern Europe, Asia, 
North and South America, and Africa has 
spread to most countries of the world. 


Although transnational criminal activity is 
already a concern for Western economies, 
there is a greater potential threat that its basic 
activities of corruption, extortion, fraud, 
money laundering, tax evasion, price fixing, 
abusing immigration regulations, and other 
criminal activities, could undermine the 
workings of the free market economy. CSIS 
exchanges information with other countries 
and provides analysis to Canadian law 
enforcement agencies to counter this 
growing threat. 


Tl 


1997 Public Report 


\ 


_ i 
—- 


ie 
7 c 


“> cates ooser oatmiil 


| | ee 
1S welt 9 


yer 


uasonUonn ete 
ta pits 2h aa ari 
Leh steetan ehaeme-rraiess 


Part IV 


Other 
National Security 
Programs 


1997 Public Report 


Foreign Influenced Activities 


Among the threats to the security of Canada 
identified in the CS/7S Act are “foreign 
influenced activities within or related to 
Canada that are detrimental to the interests 
of Canada and are clandestine or deceptive 
or involve a threat to any person.” Such 
activities are exacerbated when 
representatives of foreign governments 
attempt to influence, persuade, coerce or 
threaten former citizens now resident in 
Canada, and are made worse when two or 
more countries are competing for the loyalty 
of the same ethnic community in Canada. 
Foreign influenced activities are a violation 
of Canadian sovereignty and a threat to its 
citizens, and the Service works through the 
courts to protect Canadians from such 
activities. 


Intelligence Liaison 


In addition to long-standing liaison 
relationships with its major intelligence 
allies, the Service continues to expand its 
intelligence liaison arrangements with other 
countries. The intention is to persuade even 
former adversaries that they have more to 
gain from cooperating with the Service than 
from spying on Canada or Canadians. The 
program has produced positive results in 
some areas, and will be continued. 


Environmental Scanning 


It is evident from the Service’s experience of 
the unstable and violent security 
environment of the 1990s that there are many 
activities in addition to traditional threat 
activities which cause or have the potential to 
cause threats to the public safety of 
Canadians and the national security of 
Canada. Many of these activities originate 
overseas. Ministerial direction to the Service 
in 1991 required CSIS to conduct 
environmental scanning to detect emerging 
issues with a threat potential. The Service 
continues this role and has developed a 


research agenda for strategic scanning 
studies over a range of issues with the 
potential to cause threats to national security 
or public safety. 


Technological Challenges 


The rapid global improvement, growth and 
availability of technology is challenging the 
Service’s ability to take timely and effective 
covert action to meet operational 
requirements. Increasingly, CSIS is 
encountering gaps in its technical collection 
capabilities. These gaps are a direct 
consequence of rapidly evolving 
technological change. For the Service to 
remain effective, investment is required to 
meet these challenges. 


Security Screening 


The Security Screening Program is a vital 
component of the Canadian government's 
public safety infrastructure. The various 
programs consist of Immigration Screening, 
Government Screening and Foreign 
Screening, and are Canada’s first line of 
defence in preventing persons of security 
concern from entering Canada or gaining 
access to assets vital to the security of 
Canada. 


Immigration and Citizenship 
Screening 


Regional conflicts that have arisen in various 
parts of the world have placed extraordinary 
demands on Canada’s humanitarian 
commitments as large portions of affected 
populations flee their countries and seek 
asylum. As the flow of refugees and 
immigrants increases, so does the likelihood 
that terrorists and individuals who have 
been involved in atrocities may attempt to 
enter Canada to engage in activities in 
support of their causes. 


The Service provides advice to the Minister 
of Citizenship and Immigration on 
prospective immigrants, refugees and 
visitors to Canada. Such advice relates 
directly to the security inadmissibility 
criteria contained in section 19(1) of the 
Inunigration Act. The final decision regarding 
inadmissibility rests with the Minister of 
Citizenship and Immigration. 


The Service also provides Citizenship and 
Immigration Canada with security 
assessments on individuals applying for 
Canadian citizenship who are considered to 
be a threat to the national interest in 
accordance with the provisions of section 19 
of the Citizenship Act. All citizenship 
applications are now referred to the Service 
electronically. The automation of this 
program allows for a large number of 
requests to be processed efficiently, generally 
within a day. 


Government Screening 


The Government Screening program is an 
essential means of protecting government 
assets and classified information. Canada 
continues to face threats from several states 
engaged in intelligence activities to further 
their aims and policies. Such clandestine 
activities by, or on behalf of foreign 
governments, are detrimental to Canada’s 
political, economic, commercial and defence 
interests. Under the Government Security 
Policy, the Service provides a legislated 
service to the various government 
institutions, with the exception of the RCMP, 
to help detect these threats. In early 1998 the 
Service reached an agreement with the 
Department of National Defence to assume 


responsibility for the security screening of all 
DND personnel. 


The Service provides an assessment for client 
departments of an individual’s loyalty to 


Canada and reliability. Security assessments 
are required in all instances where a person’s 
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duties require access to classified 
information, or for persons in the private 
sector under contract to government 
institutions. Security checks are conducted 
on individuals having access to restricted 
areas of airports, parliamentary precincts, 
official residences and special event locations 
where internationally protected persons are 
in attendance, such as the 1997 Asia Pacific 
Economic Cooperation summit conference. 


Foreign Screening 


The Service has reciprocal screening 
agreements with a number of foreign 
governments and agencies, all of which are 
approved by the Solicitor General after 
consultation with the Department of Foreign 
Affairs and International Trade. These 
requests for foreign screening typically fall 
within one of two categories. Requests for 
foreign screening involve enquiries 
conducted on Canadian residents wishing to 
take up residence in another country, as well 
as Canadian residents being considered for 
employment requiring classified access in 
another country. All persons affected by 
these procedures provide their consent in 
advance. 
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Like other departments and agencies, the 
Service has been subject to the Government's 
fiscal restraint program since the early 1990s. 
Between 1993/94 and 1998/99, the budget of 
the Service will have decreased by 37 per 
cent ($91.9 million). Excluding the 
construction capital for the new national 
headquarters building, the reduction is 21 
per cent. This includes the reductions 
associated with Program Review Phases I 
and II, which comprised cuts of five per cent 
in each of the 1995/96 and 1996/97 fiscal 
years, along with an added 3.5 per cent in 
1998/99, amounting to a base reduction of 
$22.7 million. 


The accompanying charts illustrate the 
Service’s human and dollar resource levels. 


Budget reductions inevitably impact on the 
number of employees in the Service. 
Between 1992 and 1997, the Service’s FTEs 
were reduced by 730 or 26 per cent as shown 
in Figure 1. 


The capital construction portion of the 
reduction since 1993/94 in Figure 2, is due to 
the completion of the national headquarters 
building. During 1998/99 and in subsequent 
years, the Service’s budget will be increased 
with the transfer of resources from National 
Defence to CSIS to assume the responsibility 
of DND security screening. 


Priority will continue to be placed on 
maintaining the operational integrity of the 
Service. Although there have been directed 
reductions in some areas, essential positions 
will continue to be staffed by people with the 
qualifications and specialized skills related to 
security intelligence. Therefore, the Service 
will continue to recruit high-calibre 
university graduates to become intelligence 


officers. In support of this, the Service has 


chosen to apply the majority of its latest cuts 
to its operating and maintenance budget 
rather than further reduce its human 
resource establishment. 
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Figure 1 
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Figure 2 - Financial Resources 
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1998 Public Report 


This is the eighth annual edition of the 
Canadian Security Intelligence Service’s 
Public Report. Once again, the Service 
uses this report as a vehicle to provide 
Canadians with an update on the threat 
environment and the implications for 
Canada and Canadian interests. Public 
safety remains the highest priority for the 
Service, while national security threats 
remain a persistent concern. The 15 years 
since the inception of Canada’s security 
and intelligence service have seen both a 
great shift in the global threat and tandem 
shifts in the Service’s approach to 
countering the threat. This past year has 
seen a heightened focus among world 
leaders on the international threat posed 
by terrorism. 


A Special Committee of the Senate was 
appointed in 1998 to review the Canadian 
intelligence community’s preparedness 
and effectiveness in countering threats to 
national security. The Committee 
considered the threats posed by terrorism 
and the counter-terrorism programs of the 
Government of Canada. The Service was 
pleased to participate and assist in the 
evaluation of Canada’s counter terrorism 
preparedness by the Special Senate 
Committee. 


Most of Canada’s security preoccupations 
originate abroad. However, a small 
number of domestic concerns also bear 
watching. In both the areas of public 
safety and national security, there are 
traditional and emergent issues that 
preoccupy the Service. These will be 
described in the segments of this report 
on CSIS’ Counter-Terrorism and Counter- 
Intelligence programs. CSIS has a 
mandate to forewarn and advise 
Government on such activities, provide 
threat assessments and help to ensure 
effective consultation and information 
sharing with appropriate agencies. 


With the new millennium less than a year 
away, one can anticipate that the coming 
year will be as turbulent as the previous 
reporting period. Millennial challenges 
are having a resource and technological 
impact on all public and private 
organizations. The security and 
intelligence community has been 
preparing for this year, from a public 
safety perspective, with consideration for 
the social, economic, and technological 
implications. Aware of the growing 
requirement to work closely to ensure a 
safe and prosperous world, the foreign 
ministers of the G-8 countries and 
representatives of the European 
Commission met in London in May of 
1998. They discussed a number of global 
and regional issues of common concern. 
Some of these issues will be discussed in 
this report. 


Readers seeking further open information 
on public safety and national security 
issues can visit the CSIS Internet Website, 
established in June 1996. The site is a 
cost-effective way to provide the 
Canadian public with relevant 
information about the Service’s mandate, 
programs and activities. It can be 
accessed at www.csis-scrs.gc.ca. © 
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Part I 


Global 
Security 
Environment 


The current threat environment is 
constantly changing and has become 
more difficult to predict. Despite forecasts 
of an eventual settling of the world order, 
the threat environment has continued to 
shift, resulting from a wide range of 
influences such as political and religious 
strife, human rights abuses and mass 
migration. Long-brewing political and 
territorial grievances have resulted in 
greater intra-border conflicts with global 
geopolitical ramifications. 


A variety of traditional and emerging 
issues poses a challenge to the security 
and intelligence community world-wide. 
Conventional allies and former 
adversaries cooperate against the shared 
threat that is terrorism, seeking to prevent 
the occurrence, or origin of a terrorist act, 
on their territory. Although there has been 
a notable reduction in the number of 
terrorist acts in the past decade, those that 
have taken place have been horrifyingly 
large in scale. This past year has again 
seen the drastic measures that extremist 
individuals or groups are ready to take to 
attack a country or system they consider 
contemptible. Added to such atrocities of 
this decade as the Sarin gas attack on the 
Tokyo subway, the bombing in Oklahoma 
city and the explosion at the World Trade 
Center, are the bombings of the American 
embassy buildings in Eastern Africa. The 
impact of the attacks in Dar es Salaam and 
Nairobi was felt worldwide; with a death 
toll of more than 270 people and 5,000 
injuries. 


On a smaller, but no less significant, scale 
there are isolated continental and intra- 
border disputes that have global 
reverberations. Rebel conflicts in Rwanda 
and Uganda, ethnic hostilities in the Horn 
of Africa, and sub-Saharan strife in the 
region of the democratic Republic of 
Congo continue to increase the number of 
deaths that occur when warring factions 
are bent on gaining power or committing 
genocide or both. Somalia remains in 
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conflict, marked by a lack of legal 
authority and the obstruction of 
humanitarian aid and rehabilitation. The 
alarming increase in violence and abuses 
in Kosovo, where contempt for human 
lives and disregard for international 
pressure for peaceful negotiation are the 
norm, has been a major concern for G-8 
countries. As an active partner in NATO, 
and with a seat on the Security Council of 
the United Nations, Canada and 
Canadians are called upon to assist in 
peace-keeping or in supporting offensive 
measures against leaders who are 
committing human rights abuses and 
atrocities. The implications are wide- 
spread in areas such as the Balkans, as 
countries seek to understand the nature of 
a centuries-old conflict and to decide 
what action, if any, is to be taken. Access 
to nuclear weapons technology in the 
Middle-East and Asia trouble world- 
watchers. Canadians wait to see what will 
happen next in such hotbeds of dispute as 
the Middle-East, Africa and South- 
eastern Europe, and wonder how it will 
impact on their country. The Canadian 
intelligence community, in conjunction 
with allied agencies, works hard to 
anticipate and plan for the next challenge. 


A certain degree of upheaval can be 
expected at the turn of the millennium. 
Contemporary advances in scientific, 
communication and defense technology 
are exponential. With constant change 
comes a continuing struggle to adapt. The 
technological and economic gap between 
prosperous nations and struggling 
countries grows daily, and the disparity of 
human existence widens with it. Poverty, 
human rights abuses and political 
instability are behind the growing influx 
of immigrants and refugees to Western 
countries. Canada remains a primary 
recipient of refugees and anticipates an 
inflow of one million legal immigrants 
over the next five years. With this steady 
flow of people from regions of conflict, a 
few will persist in importing their 


homeland conflicts or in using Canada as 
a safe-haven, or as an access point to the 
United States. 


The face of the threat is so different that 
an emerging issue or trend is not always 
recognized as problematic until it has 
escalated. Factors such as 
communications technology, the ease of 
travel, the erosion of borders as well as 
the proliferation of weapons, both simple 
and sophisticated, have had a significant 
while insidious impact on the global 
threat environment. In today’s 
information age, where crime, terrorism 
and espionage transcend national 
boundaries, new threats put Canadian 
sovereignty at risk. The challenge for the 
Canadian intelligence community, and 
primarily for the Service in its role as 
advisor to Government on threats to 
national security, is to monitor and 
attempt to anticipate how the constant 
shifting in the global threat environment 
will impact on Canada, Canadian citizens 
and Canadian interests. The Service 
attempts to be proactive or pre-emptive. 
This is a difficult task. Canada cannot 
afford to be perceived as a soft target, nor 
can the possibility of Canadian citizens 
becoming victims of terrorists acts be 
ignored. The bombing of an Air India 
flight out of Canada, one of the largest 
losses of life from a single terrorist attack, 
is a constant reminder. 


The unsettled and often dangerous global 
situation has important implications for 
Canadian public safety. The Canadian 
intelligence community is working hard 
on both the domestic and international 
fronts to deal with threats to Canada’s 
national security and national interests. 
While the threat has metamorphosed, the 
people and programs in place to counter 
the threat have also evolved. The Special 
Senate Committee on Security and 
Intelligence remarked on the progress of 
the security and intelligence community 
in its approach to countering the threat.0 
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Part Il 


Counter 
Terrorism 


The global terrorist threat is far more 
complex, extreme, sophisticated and 
transnational today than it was in 1984, 
when CSIS was created. The growing 
occurrence of regional and ethnic conflict 
offers greater opportunity for terrorism. 
Communications technology, unhindered 
by distance and boundaries, makes the 
coordination and propagation of an 
ideology simpler and quicker. Discussions 
on closing the international net on 
terrorism took place among G-8 partners 
and foreign ministers in May of 1998, 
prior to the G-8 Birmingham Summit. 
Canada is signatory to the United Nations 
Convention on the Suppression of 
Terrorist Bombings, the most recent of 11 
United Nations counter-terrorism 
conventions. 


Canada and Canadians are not primary 
targets of terrorist groups. However, 
proximity to the United States, a common 
border, large expatriate communities and 
a healthy economy draw representatives 
of virtually every terrorist group in the 
world to this country. The Counter- 
Terrorism Branch of CSIS is currently 
investigating more than 50 organizational 
targets which embody over 350 individual 
terrorist targets. 


A large part of terrorist activity in Canada 
is related to on-going conflict abroad. 
Logistical support for terrorist acts in 
other parts of the world has been 
provided on Canadian soil. Funds are 
raised here to support the purchase and 
delivery of weapons, enhance combat 
training and subsidize travel. Ethnic 
communities are exploited through 
propaganda, advocacy and 
disinformation. Canadians with foreign 
roots are intimidated, coerced and 
manipulated while people are smuggled, 
documents forged and crimes committed, 
all in support of political, geographical 
and religious conflict abroad. Support 
networks in Canada have provided 
terrorists with safe-haven and transit to 
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and from other countries, including the 
United States. 


Recent Incidents 


The bombings of American embassy 
buildings in Nairobi and Dar es Salaam 
are an indication that terrorists will target 
a country or system that is perceived to be 
the least defended. Canada cannot afford 
to be viewed as such a place. Canada’s 
long border and coastlines appeal to 
terrorist organizations. Canada’s 
comparative wealth as a source of 
technology, equipment and funds is 
attractive to terrorist groups. As with 
other democracies, Canada’s openness 
and respect for individual rights and 
freedoms preclude the suppression of 
terrorism by ruthless methods. While 
distance and moderation may make 
Canada a less likely target than other. 
countries, Canada can also be seen as a 
relatively safe haven for the same reasons. 
Finally, the open nature of Canadian 
society makes us particularly vulnerable 
to terrorist influence and activities within 
expatriate communities. Canadians are 
not immune to violent acts driven by 
political or religious extremism. 


The effects of terrorism on Canadians and 
Canadian interests are felt beyond our 
borders. Canadians travelling or working 
abroad risk being mistaken for nationals 
of countries actively targeted by terrorist 
groups. The threat to North Americans 
abroad is exemplified by the February 
1998 fatwa signed by Islamic Terrorist 
group leaders calling for the elimination 
of all American civilian and military 
personnel. Canadian citizens also risk 
being in proximity to an attack aimed at 
another target. In 1996, a Canadian citizen 
was among those killed in a Paris subway 
bombing. Although Americans were the 
target of the bombings of the American 
embassies in Nairobi and Dar es Salaam, 
the majority of the victims were African. 


All foreigners travelling or working 
abroad are also at risk of being brought 
into the middle of regional conflict. In 
early 1998, a British-Canadian national 
was among those killed in the cross-fire 
between Yemeni security forces and 
kidnappers with reported links to Islamic 
extremists. A Canadian conservationist 
barely escaped with his life in the March, 
1999 kidnapping of international tourists 
that saw the brutal death of eight people 
at the hands of rebel Rwandan soldiers in 
Uganda. 


Disturbing Trends 


A new strain of religious or messianic 
extremism is a particularly disturbing 
trend in the contemporary terrorist threat 
environment. Many of these extremists do 
not have a traditional political agenda. In 
such cases, the fear of retaliation that may 
temper the terrorist’s actions is gone, as 
well as the desire for negotiation and the 
demand for change. The World Trade 


Center bombing in February of 1993 was 


designed to cause massive, indiscriminate 
civilian casualties. This new breed seeks 
only to cause as much death and 
destruction as possible to a people or 
system it considers abhorrent. 


The availability of advances in 
technology, armament and travel to those 
seeking to cause harm is disturbing as 
well. The nature of terrorism is shifting, 
becoming more sophisticated. The wide 
variety of available telecommunications 
services, including computer networks 
and the Internet is a new tool and 
potential weapon at the terrorist’s 
disposal. Present use of these services by 
terrorist groups has been restricted to 
rhetoric and propaganda, as well as 
planning and coordination; however, the 
possibility exists for this tool to be used in 
a destructive manner, ranging from 
tampering with information 
infrastructure to a full-fledged attack. 
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The impact of the 1998 ice storm on 
Montreal communities is an indication of 
modern society’s dependence on 
technologically-driven systems. A cyber- 
attack causing a large scale power outage 
for a lengthy duration in a city ill- 
equipped to handle such massive 
disruption could have devastating results. 


The fight against terrorism requires 
international cooperation, based on 
international law, established through 
international agreements. Canada plays a 
role in the international community’s 
development of a legal framework to 
counter terrorism and to bring terrorists 
to justice. The UN Convention on the 
Suppression of Acts of Nuclear Terrorism 
and the UN Convention for the 
Suppression of Terrorist Financing are 
currently in the draft stages and 
undergoing further consideration, in 
addition to the proposed UN Convention 
on the Suppression of Terrorism. In 
support of Canada’s collaborative efforts 
to counter terrorist activity, the Service 
has developed cooperative arrangements 
within the international security and 
intelligence community in pursuit of 
exchanges of intelligence and expertise. 0 
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Part IIl 


Counter- 
Intelligence 


The Service’s counter-intelligence 
resources are deployed against a variety 
of security threats from both traditional 
and unprecedented intelligence activities. 
The end of the Cold War has seen little, if 
any, lessening of espionage activity. 
Armed with new skills and specialized 
knowledge, adversaries have presented 
the Service with new challenges. Threats 
to national security from espionage and 
foreign investigative activity continue to 
be resource-intensive, with new and 
emerging threats developing in the areas 
of economic security, information 
operations, and proliferation. The efforts 
of foreign governments to appropriate 
proprietary information and technology 
covertly is a growing challenge to the 
Service. 


While the threat is changing, traditional 
espionage and foreign interference 
continue to take place in Canada. 
Countries seeking to counter expatriate 
nationals who support homeland conflicts 
abroad continue to use their intelligence 
services to monitor, manipulate and 
threaten new Canadians, despite 
warnings from the Canadian government. 
Traditional intelligence-gathering and the 
monitoring of dissent are subtle in nature 
and require resource-intensive 
investigation. 


It is not often that the Canadian 
government can demonstrate the 
necessity for a counter-intelligence service 
with examples that are in the public 
domain. The Russian illegals case (agents 
living in a foreign country under false 
identity) in Toronto in 1996 offered rare 
public insight into classic espionage in 
Canada. CSIS continues to monitor this 
area of threat, while working towards 
discouraging unacceptable activity by 
foreign governments. 
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Economic Security 


Canada’s economy, as well as its political 
and social infrastructures, are threatened 
by countries engaging in activities to 
enhance their economic competitiveness 
and technological strength. Foreign 
governments, including some of Canada’s 
allies and trading partners, conduct 
economic espionage to acquire valuable, 
and often sensitive, Canadian proprietary 
information. The Service defines 
economic espionage as the clandestine, 
deceptive, coercive or illegal means used 
or facilitated by a foreign government to 
acquire such assets. Canada’s leading- 
edge developments in a wide range of 
technological fora have attracted the 
interest of countries that seek to 
appropriate information and technology 
they are either unwilling or incapable of 
purchasing. In certain instances, their goal 
is to acquire information which would 
provide a competitive edge in contract 
negotiations involving Canadian firms, 
particularly in countries where the state 
and private industry are closely 
associated. 


Economic espionage has a detrimental 
impact on Canada’s ability to compete in 
the international marketplace. Job loss, 
lost investment in research and 
development and an erosion of Canada’s 
economic infrastructure are the result. In a 
world driven by competition for 
economic advantage, an increase in such 
activities is likely. The Service’s role is to 
investigate the economic espionage 
activities of foreign governments. The 
Service also plays a proactive role in 
increasing the awareness of public and 
private industry with respect to the threat 
posed by rival governments. 


Proliferation 


The proliferation of chemical, biological, 
radiological and nuclear weapons of mass 
destruction, as well as their delivery 
systems, has the potential to undermine 
international peace and stability. Reports 
from International Atomic Energy Agency 
inspectors that told of Saddam Hussein’s 
refusal to fully comply with UN Security 
Council resolutions and demands were a 
clear indication that the current global 
threat from offensive countries 
developing nuclear weapons capabilities 
is more prevalent than ever. Nuclear 
weapons-testing in Pakistan and India are 
reminders that the situation in Asia 
remains volatile, and an issue of 
escalating global concern. 


Canada supports the sharing of nuclear 
technology with the objective of assisting 
other countries in the development of 
nuclear energy for peaceful purposes. 
However, although Canada uses nuclear 


energy for purely peaceful purposes, the 


Canadian government is aware of the 
military agenda of certain foreign 
countries. Various countries seeking to 
possess chemical, biological, radiological 
or nuclear weapons of mass destruction 
lack the indigenous capability to produce 
them. So they attempt to acquire the 
critical components and technologies 
abroad by illicit means. Canada’s 
advanced high technology industry 
makes it an attractive target for the 
governments of foreign countries, such as 
Iraq, seeking to acquire the technology 
and expertise necessary to develop or 
expand their weapons programs. 
Procurement of advanced weapons 
technology and expertise has also 
upgraded the arsenal available to terrorist 
groups targeting Western interests. 


Canadian nuclear non-proliferation policy 
seeks to ensure that Canadian exports of 
nuclear products and technology are not 
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used in the production of weapons of 
mass destruction. As a partner in 
international fora for the prevention of the 
proliferation of weapons of mass 
destruction, Canada is committed to the 
peaceful and controlled exchange of 
information and technology. Canada is a 
member of a number of international 
tribunals that strive to limit the 
acquisition of weapons, materials and 
technology with direct or indirect (dual- 
use) military applications. With a seat on 
the UN Security Council and as a member 
of G-8, as well as other coordinated 
coalitions determined to impede 
procurement, Canada supports treaties 
such as the 1997 Chemical Weapons 
Convention. Canada also reports annually 
to the UN on its military goods exports, 
its military holdings and procurement in 
an effort to encourage transparency 
among international partners. 


In its determination to counter the 
domestic and international threat from 
weapons of mass destruction, the Service 
has a broad and in-depth information- 
sharing relationship with other 
government departments. The Service 
also uses its exchange relationships with 
allied government agencies to expand and 
share its knowledge of the threat. 


Information Operations 


Canada’s success in the international 
marketplace depends increasingly on the 
ability of its businesses and of 
government agencies to capitalize on 
global communications. Economic and 
social prosperity require access to new 
technologies, information infrastructure 
and multi-media communication. These 
avenues encourage business growth, job 
creation and development, greater access 
to international markets, and 
relationships within the international 
community. Global communications 
advancements also open the door to those 


seeking to steal economic and political 
advantage. This past year has seen a 
heightened interest from Western 
governments in the use of cryptography 
for the protection of telecommunications 
systems and information. Strong 
encryption is essential for the protection 
of government institutional information. 
However, advanced methods of 
cryptography are also available to 
individuals or groups who pose a threat 
to public safety. This has proven to be a 
challenge for security agencies. 


The vulnerability of Canadian cyber- 
assets is of growing concern. The public 
and private sectors depend on 
telecommunication networks for effective 
and efficient operation. Many of these 
systems, normally taken for granted, are 
virtually defenseless against determined 
hackers. The potential exists that 
individuals looking for the challenge of 
“breaking into” the cyber holdings of 
public institutions, foreign governments 
seeking classified information, 
“hacktivists” seeking to cause havoc in 
protest, or terrorists determined to cause 
widespread damage could have a serious 
impact on Canada’s information 
infrastructure. 


CSIS advises Government on its 
assessment of the potential threat to 
public and private holdings from foreign 
governments or individuals of a security 
concern. 


Transnational Crime 


Governments have had to harness the 
resources of all institutions capable of 
providing an active or supportive role in 
the fight against large scale criminal 
activity. Transnational crime is the 
globalization of criminal activity such as 
drug trafficking, corruption, arms dealing 
and money laundering, to name but a few. 
Technological advancement has made 
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borders irrelevant to telecommunications 
and financial transactions. As a result, 
there are fewer obstacles in the way of 
organized criminal activities. 


The increasing scope and power of groups 
involved in transnational crime has 
unsettled the international community, 
prompting the United Nations to declare 
transnational crime as its highest priority 
and members of the G-8 to affirm that it is 
one of the major challenges facing the 
world on the threshold of the 21* century. 


The Service processes and disseminates 
strategic intelligence on transnational 
organized crime to relevant Canadian 
departments and tactical information to 
Canadian law enforcement authorities. 
Law enforcement agencies have the lead 
role in the fight against transnational 
crime in Canada. For this purpose, they 
collect both strategic and tactical | 
intelligence, leading to arrests and 
prosecutions. The focus of CSIS is on its 
liaison relationships with foreign 
intelligence agencies and the contribution 
they can make to the overall effort. 


Foreign-Influenced Activity 


As part of its Counter-Intelligence 
Program, the Service also investigates 
threats to national security stemming 
from foreign-influenced activity. 
Expatriate communities in wealthy 
countries such as Canada are often large, 
well-organized and well-funded, making 
them attractive to foreign governments 
and dissident groups. Foreign influenced 
activities—the manipulation of and 
attempts to control ethnic communities by 
representatives of foreign governments— 
pose serious concerns for Canada’s 
national interests and are a violation of 
Canadian sovereignty. Certain countries 
use methods that Canadians would find 
abusive of basic human rights. The 
investigation of activities directed at 


émigré communities remains one of the 
Service’s priorities. The Service, in its 
exchanges with the agencies of allied and 
formerly adversarial governments, strives 
to send the message that the targeting of 
Canadian citizens is unacceptable and 
subject to punitive diplomatic measures. 
CSIS attempts to persuade former 
adversaries that they have more to gain 
from cooperating with the Service than 
from spying on Canada and its citizens. 
However, there will always be 
governments that dismiss what they 
consider to be moderate methods and 
continue to monitor and coerce expatriate 
nationals in Canada. © 
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Part IV 


Security 
Screening 
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CSIS’ Security Screening program is an 
integral part of Canada’s front line of 
defense against threats to public safety 
and national security. It is also the 
Service’s most publicly visible function. It 
involves both a Government Screening 
and an Immigration Screening program. 
Thousands of security assessments are 
conducted each year by the Service in its 
Immigration and Citizenship Screening 
and Government Screening programs. 


Immigration and 
Citizenship Screening 


As noted earlier, with political and ethnic 
turmoil rating high on the scale of threats 
to the global security environment, 
security advice is an important first step 
in countering the importation of 
homeland conflict. Since Canada is one of 
the few remaining countries that accept 
significant numbers of refugees and 
immigrants, the Service assists in 
preventing the admission to Canada of 
those who would be detrimental to its 
security interests. CSIS provides advice to 
the Minister of Citizenship and 
Immigration regarding prospective 
visitors, refugees, immigrants and 
citizenship applicants to Canada. 


Government Screening 


The Government Screening program 
assists in countering the potential threat 
from those seeking to acquire Canadian 
assets and proprietary information. Under 
the Government Security Policy, federal 
employees require security clearances in 
order to access classified government 
information in the performance of their 
duties. Though the government 
department or agency is responsible for 
granting such clearances, the Service is 
responsible for screening investigations 
and the resulting security assessments. In 
1998, the Service took over security 
screening for the Department of National 
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Defence with the result that CSIS’ clients 
now include all federal government 
institutions, with the exception of the 
RCMP. 


In addition, the Service provides 
accreditation checks for the RCMP’s 
Special Events Program and provides 
security assessments to Transport Canada 
for its Airport Restricted Area Access 
Clearance Program. The Service also has 
reciprocal screening agreements with 
foreign governments and agencies that 
have been approved by the Solicitor 
General and the Minister of Foreign 
Affairs and International Trade. 
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Part V 


Additional 
Issues 


Environmental Scanning 


In an effort to be proactive and pre- 
emptive in the contemporary threat 
environment, the Service is studying 
trends and their potential global and 
national implications. Resources of the 
Service’s Requirements, Analysis and 
Productions Branch are tasked to study 
open information from various sources 
for issues of potential interest to the 
Counter Terrorism, the Counter 
Intelligence and the Security Screening 
branches of the Service, as well as to 
Government clients. The Service seeks by 
these means to identify emerging issues 
and conflict which may threaten public 
safety or national security. Unclassified 
reports which are produced based on 
information collected in this process are 
published by the Service. 


Technological Challenges 


Each year brings exponential growth in 
technological progress. As noted in the 
section on Information Operations, 
technological advances represent not only 
additional programs and tools for use by 
Government but also greater challenges 
for law-enforcement and national security 
agencies. The Service seeks, through 
sharing with government institutions and 
allied agencies, and through internal 
research and development, to keep pace 
with technological developments. 
Throughout this report, references to 
technology and the challenge it represents 
for the international intelligence 
community are predominant. It is 
imperative that the Service continues to 
expend valuable resources to maintain the 
technological capability to target threats 
to national security. 1 
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Part VI 


Resource 
Implications 


The Service has been subject to the 
Government’s fiscal restraint program 
since the early 1990s. Budget reductions 
have inevitably impacted on both human 
and financial resource levels. The 
accompanying charts illustrate the 
changes to the number of employees in 
the Service and the overall budget. 


Beginning in fiscal year 1998/99, the 
Service’s budget was increased to reflect 
the transfer of resources from the 
Department of National Defence to CSIS, 
to cover the absorption of the DND 
security screening program. 


Construction capital shown in Figure 2 is 
the declining level of funding related to 
the construction of the national 
headquarters building, which was 
completed during fiscal year 1995/96. 


Significant financial and human resources 
have been devoted to ensuring that the 
mission critical application systems of the 
Service are Year 2000 compliant. Projected 
expenditures are slightly higher for the 
fiscal year 1998 / 99, reflecting the 
incremental cost to the service for Y2K 
preparedness. 


The Service is also involved in the 
security-related groundwork in 
preparation for five special events to take 
place in Canada during the fiscal year 
1999/2000. These events include the PAN 
AM Games in Winnipeg during summer 
1999, the Francophonie Summit in 
Moncton as well as the NATO Defence 
Ministers’ Conference in September 1999, 
and a meeting of Western Trade Ministers 
and the General Assembly of the 
Organization of American States in 

June 2000. 
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Figure 1 - Human Resources 
Full time Equivalents (FTE's) 
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Figure 2 - Financial Resources 
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Foreword 


This is the ninth edition of the annual 
Public Report of the Canadian Security 
Intelligence Service. In this report, the 
Service provides a brief overview of the 
current global threat environment, with 
the associated implications for Canada, 
and outlines the programs developed to 
address threats to public safety and 
national security. 


In the year leading up to the new 
millennium, world leaders prepared for 
Y2K-related technological problems and 
anticipated actions by millennial 
opportunists. The international 
intelligence community worked diligently 
and cooperatively to provide intelligence 
and assessments with respect to issues 
related to the new millennium. In the 
months following the smooth transition to 
the year 2000, the world continues to keep 
a watchful eye on residual fallout while 
returning its attention to more 
conventional issues. 


Public safety continues to be the highest 
priority for the Service. While the global 
security environment remains 
unpredictable, the use of violence in 
support of political, religious and 
territorial agendas is a constant. The 
challenge for CSIS and government lies in 
preventing foreign-rooted issues from 
becoming domestic security problems. As 
well, it is imperative that Canada does not 
become the originating country of a 
terrorist incident abroad. Although most 
of Canada’s security preoccupations 
originate outside its borders, a small 
number of domestic concerns also bear 
watching. Threats to national security 
which are public safety issues are 
investigated and assessed by the Counter- 
Terrorism Branch of the Service. 


Threats to national security related to the 
intelligence activities of foreign 
governments, as well as threats to 
Canada’s social, political and economic 
infrastructures, are investigated by the 
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Counter-Intelligence Branch. The 
intelligence activities of foreign 
governments targeting Canadian citizens, 
at home and abroad, threaten Canadian 
sovereignty and the welfare of our 
citizens. CSIS is required to advise 
government about groups, governments, 
individuals and issues that may represent 
a threat to Canada. In order to address the 
needs of government, the Counter- 
Terrorism, Counter-Intelligence and 
Security Screening programs of the 
Service are designed to work in 
conjunction with the Requirements, 
Analysis and Production Branch to 
provide timely and accurate intelligence. 


Demand on the resources dedicated by 
the Service to monitor, analyze and 
address the threat is constant, requiring 
continual reassessment of priorities. 
Resource levels dictate that the Service 
rely on risk management to a greater 
extent than ever before, concentrating 
resources selectively and precisely on the 
major threats, while responding to 
emerging issues. As well, effective 
interdepartmental consultation and 
information-sharing with appropriate 
agencies will continue to be essential tools 
of comprehensive investigation. 


Readers seeking further open information 
on public safety and national security 
issues can visit the CSIS Internet Web site. 
The site can be reached at Www.csis- 
Scrs.gc.ca and is a cost-effective way of 
providing the Canadian public with 
relevant information about the mandate, 
programs and activities of the Service. 1 
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Part | 


Global Security 
Environment 


The transition to the new millennium was 
relatively incident-free, despite forecasts 
of potential Y2K problems and the 
anticipation of destructive activities from 
a variety of sources. The smooth 
technological transition can be attributed, 
in part, to a national and international 
collaboration of institutions in readying 
critical information systems and social 
infrastructures. Nevertheless, the growing 
uncertainty as the year 2000 approached 
was an indication of the challenges facing 
the international security intelligence 
community in the new millennium. The 
near tripling of the number of world 
states since 1945 continues to increase the 
possibility of ethnic, religious, political 
and economic discord. This past year, the 
global environment experienced ongoing 
agitation and some previously unseen 
conflict. When viewed individually, these 
issues seem less formidable, have a lesser 
impact and are less definable as a threat to 
worldwide stability than was the Cold 
War. However, when viewed as a whole, 
such conflicts become a blur of activity 
and strife: hard to define, but no less a 
real threat. This discord has generated 
international resonance. 


Intra-continental power struggles affect 
the global threat environment. For 
example, concerns about Asia now 
include a number of military, as well as 
economic issues. Nuclear and missile 
testing in India and Pakistan, an 
intensification of the dispute over 
Kashmir, and continuing tensions in the 
Korean peninsula are a reminder that 
regional rivalries can threaten the 
universal balance. These considerations, 
as well as China’s ongoing modernization 
of its military forces and its commitment 
to use force to recover Taiwan, if 
necessary, signal to the international 
community that the political stability of 
this region should be watched closely in 
the coming decade. 
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With no resolution in the Balkans and 
ongoing activity in Chechnya, Russia and 
former East Bloc countries, particularly in 
the South Caucasus, will continue to bear 
scrutiny. Russia’s involvement in 
Chechnya has presented the international 
community with yet another conflict 
between global responsibility for the 
protection of human rights and a nation’s 
territorial integrity, as have the situations 
in Pakistan, Indonesia and several African 
countries. 


Long-term security, as well as economic 
and social problems, persist in Africa and 
the Middle East. Africa, the world’s most 
troubled continent with its grim history of 
human rights abuses, has required great 
investment in international peacekeeping 
and global humanitarian intervention. 
Prospects appear more promising for 
improved security conditions in the _ 
Middle East; however, violent opposition 
and internal divisions on all sides will 
continue to engage the international 
community. 


The devolution of power to Northern 
Ireland from Britain in December 1999 
came to an end in February 2000 when 
mainstream Irish republican and loyalist 
terrorists failed to begin decommissioning 
their weaponry. While attempts are being 
made to resolve the issue of 
decommissioning, mainstream and 
dissident terrorists may become impatient 
with the process, which might result in 
incidents of violence. 


Mass migration remains a security 
concern. As inter-state conflicts rise, the 
number of displaced peoples as well as 
political and religious refugees will also 
grow, bringing with it social, economic, 
political and, therefore, security 
challenges. Immigration is the foundation 
of this country and most arrivals to 
Canada are legitimate migrants seeking a 
new life. However, there are a small 
number who seek to use the system for 


other purposes, resulting in national and 
international security implications. 


Enormous profits and corruption 
encourage the smuggling of people, 
causing political, security and health 
problems. Illegal migration continues to 
increase and although the problem has 
always existed, public awareness of it has 
grown. The arrival by boat of hundreds of 
refugees from China has highlighted the 
importance of legislative changes to the 
Immigration Act. The West can anticipate 
increasing numbers of migrants, both 
legal and illegal, from the East in the 
foreseeable future. The illegal movement 
of people, be it small numbers at a time or 
by the boatload, continues to be an 
international concern. 


Canada is not immune to the effects of 
global trends and concerns. This past 
decade has witnessed an increased need 
for peacekeeping missions and other 
types of Canadian involvement 
(humanitarian, diplomatic, non- 
governmental organizations) in many 
foreign conflicts, resulting in broad 
implications for national security. 
Canadians risk falling victim to 
international terrorism, intra-state wars, 
mercenary and politically-motivated 
kidnappings, among other things, as a 
result of Canada’s role within the Western 
Alliance and our economic status as a G-7 
member. Closer to home, Canada’s open 
society, proximity to the US and 
prominence in many technological fields 
make it attractive grounds for 
coordinating terrorist support activities 
and acquiring proprietary information 
and technology. 


This serves as a reminder that the 
geopolitics of the world affect Canadians 
both at home and abroad, increasing the 
need for the security intelligence 
community to focus on the global security 
environment. The ensuing demand on 
resources dedicated to monitor, analyze 
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and address the threat to Canada is 
constant, while the priorities are forever 
shifting. 


CSIS Security Intelligence Interests 


Faced with a complex and changing 
environment, the Service’s public safety 
and national security interests are 
summarized as follows: 


¢ public safety from the effects of 
terrorism at home and abroad; 

e the clandestine activities of foreign 
intelligence services; 

e the inviolability of expatriate 
communities; 

e the proliferation of weapons of mass 
destruction, including nuclear, 
chemical and biological weapons; 

e the security of classified or proprietary 
public or private information; 

e the security of critical information 
systems and of the social 
infrastructure; 
transnational criminal activity; 
maintaining technical capabilities in a 
rapidly changing environment; 

¢ effective security screening. 


In pursuing these interests, the Service 
works cooperatively with the appropriate 
domestic departments and agencies, and 
with the intelligence services of other 
governments, to counter threats to public 
safety and national security. 1 
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Part Il 


Counter- 
Terrorism 


Terrorism Today 


Religious, political and territorial 
imperatives continue to drive 
international terrorist activity. This past 
year has seen an escalation of geopolitical 
conflict abroad, with global implications. 
The Service continues to be challenged by 
emerging issues and maintains its efforts 
to anticipate the threat. Emerging 
technologies and their availability also 
present challenges to public safety and 
national security. New communication 
technology and encryption methods are 
increasingly exploited to facilitate or 
support terrorist activity. Canada 
participates with G-8 partners in bilateral 
and multilateral meetings to promote 
universal conformity with the eleven 
international counter-terrorism 
conventions, including the recent one on 
the suppression of terrorist bombings. 
The Convention on Terrorist Fundraising, 
the goal of which is the reduction of 
terrorist support activity, was approved 
by the United Nations and signed by 
Canada. As well, in March 2000, a new 
convention on nuclear terrorism was in 
the final negotiation stages at the UN 
under a Canadian chairman. 


Public safety is the highest priority of the 
Service. Canada remains one of the world 
leaders in accepting refugees and 
immigrants and, like many wealthy 
countries, it will continue to receive a 
steady flow of immigrants from some 
regions torn by conflict. Canadians mirror 
the population of the globe, therefore 
when conflicts grip these regions, they 
resonate in Canada. Individuals with 
links to international terrorist groups use 
foreign countries, including Canada, as a 
base to plan terrorist acts and provide 
logistical support for terrorist activities in 
their country of origin or against other 
target nations. In Canada, supporters of 
terrorism engage in fundraising, the 
planning of operations and the transfer of 
money and materiel overseas. Others, 
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particularly those associated with state 
sponsors of terrorism, coerce and attempt 
to manipulate members of émigré 
communities in Canada. As noted earlier, 
a primary preoccupation of the Service 
remains preventing a terrorist act in or 
originating from Canada. 


While state-sponsored terrorism 
continues to pose a significant threat, one 
of the prime motivators of terrorism 
today is Islamic religious extremism. In 
the past few years, Sunni Islamic 
extremism, exemplified by terrorist 
financier Osama bin Laden, has emerged 
as the preeminent international terrorist 
threat. At the forefront of this extremism 
is an international ad hoc coalition of 
terrorists, with no specific national 
allegiance, who share a willingness to use 
serious violence to effect political change. 
As countries tighten security against | 
Islamic terrorist movements, radical 
groups are increasingly relying upon their 
international networks to help plan and 
execute attacks. Representatives of these 
networks have expressed the intention of 
causing harm to Americans and their 
allies; arrests made in various parts of the 
world at the approach of the new year 
were frightening reminders of their 
determination. The December 1999 arrest 
of Ahmed Ressam and some of the 
subsequent apprehensions in the US of 
Canadian residents with suspected links 
to Islamic terrorists are indications that 
Sunni extremists have intensified their 
activities in North America. While 
previously limited to support activity, 
efforts by Sunni extremists in Canada and 
the US appear to have escalated to 
coordinating attacks on North American 
soil. Not only do the arrests underline the 
threat from terrorism to Canada’s security 
but also the impact of shared threats on 
Canada-US relations. The Service has 
escalated its already extensive 
investigation of this threat in order to 
meet its commitment to public safety in 
Canada and elsewhere. 


The security and intelligence community 
is increasingly challenged by emerging 
terrorist threats. These include the 
potential use of nuclear, chemical, 
biological or radiological materials by a 
terrorist group, cult or individual. 
Although it is widely believed that a 
mass-casualty attack of this kind is 
unlikely in Canada, the potential 
consequences are so significant that the 
Service must devote resources to the 
investigation of such threats. In light of 
the potential consequences of a mass- 
casualty attack, Canada and its allies 
continue to explore and develop inter- 
agency emergency responses to this 
threat. 


Over the past several years, in carrying 
out its responsibilities under the CSIS Act, 
the Service has targeted key individuals 
within terrorist organizations in order to 
impair their ability to operate here. The 
Service continues to work in partnership 
with Citizenship and Immigration 


Canada, the Department of Justice, the 


RCMP and the Canada Customs and 
Revenue Agency to help prevent terrorists 
from entering Canada and remove those 
residing here. 


Contemporary domestic terrorism of 
Canadian origin is limited to the potential 
for violence stemming from Aboriginal 
extremism, White supremacists, right- 
wing intolerance, violent extremism on 
both sides of the sovereignty debate, and 
single-issue extremism, such as violent 
activity associated with animal rights and 
environmental concerns. 


Disturbing Trends 


The use of communication technology 
and computers to enhance operational 
capabilities and encryption constitutes yet 
another challenge to the defence of 
national security. The increasing 
availability of methods to communicate 
quickly and securely has significantly 
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changed the playing field. As well, 
society's increasing dependence on 
information and technological 
infrastructures has heightened its 
vulnerability. In light of these, terrorist 
activities may become more destructive, 
while being more difficult to detect and 
prevent. 


A particularly disturbing trend affecting 
Canada is the risk borne by Canadians 
working or travelling abroad. A record 
number of Canadian citizens are 
temporary residents of other countries. 
This past year alone, Canadians have 
found themselves at the centre of 
incidents such as a kidnapping in 
Ecuador, the Air India airline hijacking, 
and a hostage-taking incident at the 
Burmese Embassy in Thailand. Incidents 
during the past decade include the death 
of a Canadian woman and the injury of 
her husband in the December 1996 Paris 
Metro bombing; the death of a British- 
Canadian national caught in the crossfire 
between Yemeni security forces and 
kidnappers with reported links to Islamic 
extremists; and finally, a Canadian 
involved in the March 1999 kidnapping of 
international tourists that saw the brutal 
death of eight people at the hands of rebel 
Rwandan soldiers in Uganda. Canada 
belongs to most international institutions 
and bodies, participates in peacekeeping 
missions and hosts major international 
events, all of which are potential targets 
for terrorists. 


Cooperation 


Canada works within international 
forums such as the G8, the Organization 
of American States and the United 
Nations towards erecting a 
comprehensive international framework 
of laws designed to combat terrorism. The 
prevention of terrorist activity depends on 
the collection, analysis and dissemination 
of information and intelligence. Effective 
collection is enhanced by cooperation 


between governments, law enforcement 
agencies and the private sector. Canada’s 
national law enforcement and security 
agencies have processes in place to meet 
both the operational and strategic 
requirements for information-sharing. 
The Service works within this 
environment, and within the international 
security and intelligence community, 
collecting information, encouraging 
exchanges and providing support. The 
Service maintains its aggressive counter- 
terrorism efforts and effective cooperation 
with international partners to ensure that 
Canada does not attract terrorists. 0 
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Counter- 
Intelligence 
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Intelligence Activities 


A significant number of countries 
continue to use their intelligence services 
to collect information they consider to be 
in their national interest. While certain 
national security threats emanating from 
the intelligence activities of foreign 
governments have diminished, some 
serious ones remain. The focus of 
intelligence activities has changed and the 
methods for countering intelligence 
operations are changing with them. Shifts 
in the geopolitical environment over the 
last decade and corresponding emerging 
threats have dictated that the Service 
adjust its methods of investigating threats 
to national security. Although the 
Service’s investigative resources continue 
to be deployed in great part against 
traditional intelligence activities, 
emerging threats to the Canadian 
economy, information infrastructure, as 
well as proprietary information and 
technology, are given increasing attention. 


Despite exchange relationships with CSIS, 
the intelligence services of some countries 
continue to collect classified economic, 
political and military information by 
covert means. Intelligence officers of 
certain foreign governments have been 
directed to target, among other things, 
trade negotiations, military and 
technological development, and classified 
NATO exchanges. 


Technological advances have provided 
the means for advanced weapons 
development and increased their 
availability. Another important challenge 
facing the security and intelligence 
community lies in countering the 
proliferation of weapons of mass 
destruction. This, in addition to the theft 
by foreign governments of proprietary 
information related to defence, is a 
complex and far-reaching threat with 
global ramifications. In addition to the 
above, the Service supports the 


investigation of transnational criminal 
activity. Large-scale organized crime is 
largely driven by foreign organizations 
and can threaten our economic and social 
infrastructure. 


Foreign-Influenced Activity 


As part of the Counter-Intelligence 
Program, the Service investigates foreign- 
influenced activity by foreign nationals 
operating in Canada. Many countries task 
representatives of their intelligence 
services with the monitoring, 
manipulation and coercion of expatriate 
communities in Canada to support their 
political, economic and defence 
requirements. Despite warnings by the 
Canadian government that it is deemed 
unacceptable, certain governments 
consider it in their best interest to monitor 
the activities of political opponents living 
in Canada and coerce expatriate nationals 
in an attempt to influence Canadian 
foreign policy through members of 
émigré communities. The Service will 
continue to investigate the activities of 
representatives of intelligence services 
operating in Canada. 


Proliferation 


The proliferation of chemical, biological 
and nuclear weapons of mass destruction, 
as well as their delivery systems, has the 
potential to undermine international 
peace and stability. Canada has signed a 
number of international treaties 
forbidding the transfer of weapons of 
mass destruction. These include the 1970 
Nuclear Non-Proliferation Treaty, the 1972 
Biological and Toxin Weapons Convention 
and the Chemical Weapons Convention. 
Despite these, certain countries lacking the 
indigenous capability to develop and 
produce nuclear, biological or chemical 
weapons and related delivery systems often 
attempt to procure critical components, 
technology and expertise from other 
countries. 


Canada supports several international 
supplier regimes and cooperation 
agreements designed to control the 
transfer of technology and materials for 
weapons of mass destruction to countries 
of proliferation concern through the 
strengthening of national export control 
measures. Nevertheless, some countries 
will continue to attempt procurement 
activities in Canada because of our open 
trading regime, the availability of dual- 
use items, and the level of technological 
advancement and expertise in Canadian 
post-secondary institutions, government 
and industry. 


Cooperation with both Canadian and 
foreign government agencies is essential 
in order to identify and prevent or 
intercept procurement attempts. The 
Service’s counter-proliferation efforts 
have been enhanced by close cooperation 
with a number of other government 
agencies such as the Canada Customs and 
Revenue Agency, the Department of 
Foreign Affairs and International Trade, 
the Department of National Defence, the 
National Research Council Canada and 
the Atomic Energy Control Board. The 
Service also maintains a national liaison 
and awareness program designed to 
encourage exchanges between public and 
private organizations in order to better 
address this threat. Furthermore, the 
Service uses its exchange relationships 
with allied government agencies to 
expand and share its knowledge of the 
threat. 


Economic Security 


The Service investigates clandestine, 
deceptive and coercive activity carried out 
or facilitated by foreign governments and 
aimed at accessing Canadian proprietary 
information or technology. Nine sectors of 
the Canadian economy which are 
considered sensitive and likely targets of 
foreign interest include: aerospace, 
biotechnology, chemicals, 


10 


1999 Public Report 


communications, information technology, 
mining and metallurgy, nuclear energy, oil 
and gas, and the environment. Canada’s 
economic interests are vulnerable to 
visiting foreign students and scientists, 
exchange personnel, delegations, business 
personnel and members of émigré 
communities in Canada, some of whom 
are used in the clandestine collection of 
economic intelligence. Foreign 
governments, including some of Canada’s 
allies and trading partners, direct their 
departments, state-owned corporations 
and intelligence services to engage in 
economic espionage against Canada. The 
Service works with industry to raise 
awareness of the potential threats to 
private and public interests in order to 
limit transfers of technology detrimental 
to Canada’s foreign policy, defence and 
economic interests. 


Information Operations 


The development of computer technology 
and its astonishingly rapid improvements 
have heralded an Information Age that 
affects almost all aspects of Canadian 
commerce and society. It is imperative 
that Canadians have the tools and 
opportunities to compete and succeed in 
the global information-based economy. 
However, the reliance of modern 
countries upon vast interconnected 
networks of computers and 
telecommunications equipment has 
created vulnerabilities serious enough to 
trigger national security concerns. Our 
increasing dependence on critical 
information infrastructures creates new 
and uncertain vulnerabilities with respect 
to cyberterrorists, foreign intelligence 
services or lone, politically-motivated 
extremists. The Service works with other 
members of Canada’s intelligence 
community, with law enforcement 
agencies and allied intelligence services, 
in order to be able to advise government 
on the potential threat to public and 
private information holdings from foreign 


governments or individuals of a security 
concern. 


Transnational Criminal Activity 


According to declarations by the United 
Nations and the Group of Eight, 
transnational criminal activity has become 
a threat to global security. The breadth 
and scope of organized crime groups 
continue to grow, with activities ranging 
from drug trafficking and money 
laundering to the trafficking of human 
beings. 


Transnational crime emanating from 
Eastern Europe and Asia is of particular 
concern due to the large financial 
resources available to crime groups, as 
well as their access to their respective 
political systems. Several groups have an 
increasing presence in Canada and its 
economy through Canadian nationals and 
companies used to launder hundreds of 
millions of dollars. Another concern is the 
smuggling of illegal migrants, since this 
activity undermines the integrity of 
Canada’s immigration system, and thus 
can be viewed as a threat to national 
security. 


Investigating this threat requires the joint 
efforts of all institutions capable of 
providing an active or supportive role in 
the fight against organized crime. The 
Service continues to collect information in 
order to provide the Government of 
Canada with strategic intelligence about 
the extent and nature of threats to the 
security of Canada, and give tactical 
information to the appropriate law 
enforcement organizations. L] 
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Part IV 


security 
Screening 


The Security Screening Program is the 
Service's first line of defence against 
threats to public safety and threats against 
our national interests. The goals of 
security screening are to prevent 
inadmissible applicants from entering 
Canada and to preclude unwarranted 
access to Canada’s sensitive assets and 
locations. In order to accomplish this, 
cooperation with agencies abroad is 
required. In the prevailing global security 
environment, the security screening 
responsibility assigned to the Service 
becomes even more important and the 
identification of international and 
domestic security trends remains crucial 
to maintain an effective program. 


Immigration and Citizenship Screening 


Canada admits a greater number of 
people, in proportion to its population, 
than any other country in the world. As a 
result, the provision of security advice in 
immigration matters is crucial to 
countering those cases of imported threats 
to the security of Canada. When regional 
conflicts arise in various parts of the 
world, affected populations seek asylum 
in countries such as Canada. This places 
extraordinary demands on Canada’s 
humanitarian efforts. Although most 
applicants to Canada have a legitimate 
desire for citizenship, as the number of 
refugees and immigrants increases, so 
does the possibility that terrorists and 
individuals involved in atrocities will try 
to enter Canada so as to evade 
prosecution or engage in various activities 
to support their causes. As well, 
individuals connected to hostile 
intelligence agencies and organized crime 
can use chaotic situations abroad to 
facilitate their entry into Canada. A 
comprehensive immigration screening 
program is essential to prevent persons 
who could be detrimental to Canada’s 
security and national interests from 
entering Canada or obtaining 
immigration status. 
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Government Screening 


The Government Screening Program 
provides essential protection for 
government assets, including access to 
sensitive sites. In addition to terrorist- 
related threats, Canada continues to face 
threats from several states engaged in 
espionage and intelligence activities to 
further their aims and policies. 
Clandestine activities by or on behalf of 
terrorist groups or foreign governments 
are detrimental to Canada’s public safety, 
as well as its political, economic, 
commercial and defence interests. In the 
current environment, as the federal 
government pursues initiatives to reflect 
the multicultural diversity of Canadian 
society, the Service is faced with the 
difficult task of providing assessments 
about individuals who are relatively 
recent immigrants to Canada and who 
may still have strong ties to their country 
of origin. 


Under the Government Security Policy, 
the Service provides security assessments 
for all government departments and 
institutions, with the exception of the 
RCMP. Security clearances are required in 
all instances where a person’s duties 
require access to classified information or 
assets, whether the employee is a federal 
government employee or a person in the 
private sector under contract to a 
government institution. The originating 
department has exclusive authority to 
grant or deny security clearances; 
however, the Service assists the client 
institution by providing an assessment of 
an individual's loyalty to Canada and 
reliability in that regard. (1 
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Additional 
Issues 


1999 Public Report 


Strategic Scanning 


CSIS stays abreast of geopolitical events 
by reviewing information available 
through open sources. Through the study 
of world events, the Service analyzes 
trends and their potential impact on 
Canada and Canadian interests. In 
conjunction with classified information 
collected through investigation and 
exchanges, open information is used in an 
effort to be better prepared to meet 
challenges in the future. Resources are 
tasked to study open information from 
various sources for issues of potential 
interest to the Counter-Terrorism, the 
Counter-Intelligence and the Security 
Screening branches of the Service, as well 
as to the rest of government. 


Technological Challenges 


Modern technology is a driving factor in 
the way we do business today. While 
benefiting many, advances in 
telecommunications and encryption 
methods have also opened new avenues 
for terrorist and intelligence operations, 
creating new challenges for the security 
and intelligence community seeking to 
monitor threat activities. As well, modern 
telecommunication has brought forth new 
players to the threat environment, 
ranging from hackers to lone, politically- 
motivated extremists. Technological 
advances have provided the means for 
innovative weapons development, which 
has increased the damage potential of the 
tools available to those seeking to cause 
harm. 


The Service seeks, through sharing with 
government institutions and allied 
agencies, and through internal research 
and development, to keep pace with 
technological developments. Conducting 
timely investigations into threats to 
national security requires effective 
collection and analysis. The challenges of 
limited human resources, crucial 
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exchange relationships and shifting threat 
priorities are met with risk management 
and flexibility. These techniques cannot be 
readily applied to technological advance. 
As the rate of technological change 
continues its exponential growth, so does 
the challenge of providing operational 
solutions to emerging technological 
developments. In order to assess and 
address the threat, given the current 
threat environment, the Service will be 
making significant investments in 
technological development to keep pace 
with changes. L] 


16 


ss —(_ wc lw 


1999 Public Report 


Part VI 


Resource 
Summary 


Budget 


The charts on page 19 illustrate the 
number of employees in the Service since 
its inception as well as the overall budget 
during the past seven years. The Service’s 
human resources complement has not 
changed over the past few years. There 
were increases in operating budget 
resources for fiscal year 1999/00, due 
mainly to year 2000 requirements. The 
decrease in construction capital, shown in 
Figure 2, reflects the declining level of 
funding related to the construction of the 
national headquarters building, which 
was completed in 1995/96. 


In 1998, the Service assumed 
responsibility for the security screening of 
employees of the Department of National 
Defence. Since fiscal year 1998/99, the 
Service’s budget has been augmented by 
the transfer of resources from DND. The 
ongoing resource increase covers salary 
and operating costs for the provision of 
security screening services. 


Significant financial and human resources 
were devoted to ensuring that the 
Service’s critical application systems were 
year 2000 compliant. Increased 
expenditures in fiscal years 1998/99 and 
1999/00 reflect the incremental costs 
associated with this initiative. 


Special Events Security 


The Service receives incremental resources 
for its involvement in the security-related 
groundwork for special events taking place 
in Canada. In fiscal year 1999/00, these 
included the Pan Am Games in Winnipeg, 
the Francophonie Summit in Moncton, the 
NATO Defence Ministers’ Conference in 
September 1999, as well as various other 
events related to the Third Summit of the 
Americas. Additional one-time funding was 
received to cover the incremental costs 
related to these special events and the 
Kosovo Crisis. 
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Challenges 


The Service is increasingly challenged by 
emerging threats and technological 
advances and will be making investments 
to deal with such developments. On the 
operational side, the capacity to manage 
demands was stretched during the 
terrorism-related incidents beginning in 
December 1999. CSIS depends on risk 
management to concentrate resources 
selectively and precisely on the major 
issues, while assessing emerging threats. 
The Service has the resources to 
effectively manage the risks. 
Nevertheless, the events of late 1999 
underscored the continuing requirement 
to review their adequacy within the 
context of the existing threat, with 
particular emphasis placed on the 
allocation of human resources. L1 
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Figure 1 - Human Resources 
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. Figure 2 - Financial Resources 
($ Millions) 
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Effective security is often defined by 
constraints of secrecy and the “need-to- 
know” principle. Ten years ago, the 
Government of Canada honoured a 
commitment to provide Parliament and 
the Canadian public with more 
information about the national security 
system. Responding to a statutory review 
of the Canadian Security Intelligence 
Service Act, the first Public Report of the 
Canadian Security Intelligence Service 
(CSIS) was tabled in the House of 
Commons by the Solicitor General of 
Canada. 


The government's commitment recognized 
the need for increased knowledge about 
the mandate of CSIS, in conjunction with 
the domestic and international security 
intelligence environment. It was 
acknowledged that appropriate legislative 
control and accountability, as well as the 
safeguarding of national security with due 
respect for individual rights and freedoms, 
can only be maintained by a better 
understanding of the “purposes and 
processes” of the Service. Further, the 
Report drew attention to the contribution 
made by the Service as a protector of 
Canadian national security. 


The first CSIS Public Report presented an 
overview of the Service’s operating 
environment and an explanation of how 
intelligence is provided for government 
decision-makers. Throughout the 
intervening years, successive Public 
Reports have continued to build on that 
foundation with the several-fold aim of 
improving public awareness of the role of 
CSIS, the changing security environment, 
and the ability of CSIS to respond with 
flexibility to such changes. In 
conjunction, many popular myths have 
been addressed in an endeavour to 
“demystify” the world of security 
intelligence. 


Among the more significant challenges 
continuing to face the Service in this era 
of globalization are the needs to perceive 


evolving threats, and to understand their 
meaning for the security interests of Canada. 
Many of Canada’s security preoccupations 
originate abroad, making it imperative to 
identify and comprehend developments which 
could become “homeland issues” for 
residents or citizens of Canada who belong to 
one of Canada’s ethnic communities. CSIS 
must ensure that Canada does not become 
the originating country for the support or 
direction of an incident abroad. As well, a 
small number of domestic concerns also 
demand the attention of the Service. 


Traditional and emergent issues occupy the 
Service in both the areas of public safety and 
national security. Threats to public safety, 
still considered to be the highest priority of 
the Service, are the responsibility of the 
Counter-Terrorism Branch, while threats to 
national security related to intelligence 
activities of foreign governments, as well as 
threats to Canada’s social, political, and 
economic infrastructures, are investigated by 
the Counter-Intelligence Branch. Economic 
issues and cyber-based threats to the 
infrastructure are among the increasingly 
complex modifications to the security 
intelligence environment with which CSIS 
must contend. 


Within the CSIS mandate is the important 
responsibility to forewarn and advise 
government of threats to the security of 
Canada. Largely the task of the 
Requirements, Analysis and Production 
Branch, a broad range of reports are 
produced in both classified and open-source 
formats. In keeping with the government's 
commitment to transparency, the CSIS 
Internet Web site is a cost-effective and 
increasingly popular means of providing 
relevant open information about the Service's 
mandate, programs and activities. Readers 
seeking further knowledge and data about 
public safety or national security issues may 
consult the Web site at www.csis-scrs.gc.ca. 


Security Screening is also part of the program 
to warn government of individuals that 
present a threat, and to help ensure effective 


consultation sharing with other departments 
and agencies. Both the provision of security 
advice in immigration matters and security 
assessments for protecting government assets 
are crucial to countering threats to the 
security of Canada. 


Timely and accurate intelligence requires the 
Service to constantly monitor, analyze and 
address various threats and to continually 
reassess priorities. The outcome places a 
heavy demand on resource levels, 
necessitating selective and precise 
assignment to major threats and emerging 
issues. CSIS must ensure that it has the 
technical and human capability to respond to 
the challenge with the essential tools of 
comprehensive investigation for effective 
national security. 0 
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International terrorist networks, a primary 
source of terrorism today, continue to present 
important global security implications. The 
advent of modern communications methods, 
combined with the ease of international 
travel, exponentially expands terrorism’s 
scope of operations. One of the prime 
motivators of contemporary terrorism is 
Islamic religious extremism, at the forefront 
of which are Sunni extremists. The 
magnitude of the Sunni extremist threat was 
exemplified by the 1993 World Trade Center 
bombing, intended to cause upwards of 
35,000 casualties. Another example is the 
1998 bombings of US embassy buildings in 
Dar es Salaam and Nairobi, which killed over 
270 people and injured 5,000 others. 


Evidence of politically motivated violence in 
Canada remains largely associated with the 
extension of foreign conflict, making it 
imperative that Canada does not become the 
country of origin of a terrorist incident 
abroad. The challenge for CSIS and 
government lies in preventing homeland 
issues from becoming domestic security 
problems, potentially placing Canada in the 
middle of an incident with international 
repercussions. Consequently, public safety 
remains the highest priority of the Service. 
Developing and maintaining a knowledge 
base of explosive issues and regions requires 
skilled analytical and investigative resources. 
As a direct result of the current threat 
environment, the Service now needs to know 
and understand the significance of 
developments in far-flung regions of the globe 
such as sub-Saharan Africa, Azerbaijan, 
Yemen, and well-established locations such 
as Europe, the Middle East and the United 


States: 


The proliferation of weapons of mass 
destruction, by countries seeking to acquire 
nuclear, biological or chemical weaponry and 
related delivery systems, continues to be a 
leading international concern. Certain 
countries lacking the indigenous capability to 
develop and produce their own arsenal often 
attempt to procure critical components, 
technology, and expertise from the developed 


countries of the West. Despite several 
international supplier regimes and 
cooperative agreements designed to control 
the transfer of technology and materials for 
weapons of mass destruction, some restricted 
countries have been successful in acquiring 
integral components and expertise. In 
addition to the threat related to North Korea’s 
development of weapons of mass destruction, 
and its willingness to distribute such 
weapons, is Iran, Iraq and Libya’s ongoing 
determination to bypass international 
agreements for weapons development 
control. 


The need for Canadian involvement in 
resolving foreign conflict has accelerated over 
the past decade, resulting in broad 
implications for national security. Canada’s 
increasing military and political roles in world 
events, such as peacekeeping missions to 
Bosnia, Somalia, Rwanda, and Kosovo, have 
augmented the country’s visibility, as have 
involvements in military action against Iraq 
and Yugoslavia. International institutions and 
bodies, peacekeeping missions and major 
international events are all potential targets 
for terrorists. Canada’s open society and 
prominence in technological fields make 
attractive grounds for coordinating terrorist 
support activities and acquiring proprietary 
information and technology. Canada remains 
a world leader in accepting refugees and 
immigrants, and will continue to receive a 
steady flow of people from some regions torn 
by conflict. 


Mass migration, combined with the growth of 
transnational criminal activity, remains a 
security concern. As interstate conflicts rise, 
the number of displaced peoples as well as 
political and religious refugees also grows, 
bringing with it social, economic, political 
and, therefore, security challenges. Migrant 
smuggling continues to be a lucrative 
commodity for transnational criminal groups. 
Attempts to manipulate or undermine the 
integrity of affluent countries’ immigration 
systems persist. 


Developments in the Middle East arena 
during the last months of 2000 effectively 


halted the peace process. Spillover from the 
escalation of the Palestinian-Israeli clashes 
was felt within communities around the 
world. Conflict in the West Bank and Gaza 
has returned to the forefront and reached a 
level of danger more substantial than any 
since the 1973 Arab-Israeli war. The risk of 
escalation remains high and a danger exists 
that violence and instability could spread 
beyond Israel and the Palestinian territories. 
Relations between Israel and other countries 
in the region, including its largest Arab 
neighbour, Egypt, have been significantly 
affected by these events. 


The situation in the Federal Republic of 
Yugoslavia will continue to be of particular 
interest as the United States and Europe force 
the new leadership to address future 
prospects for Kosovo and the resolution of 
war crimes issues, particularly those 
associated with former President Milosevic. 
In Bosnia, crime and corruption are affecting 
the prospects of a viable economic system, 
while lingering inter-ethnic problems plague 
southern Serbia. 


China is struggling to become a major world 
power, though most sectors of its society are 
supported by third-world infrastructures. 
High and rising unemployment, crime, 
corruption, and challenges to Beijing’s 
authority, such as the Falun Gong, as well as 
religious and ethnic minorities, represent 
short- to medium-term destabilizing factors. 
A perceived rise in Japanese militarism and 
American support for Taiwan are also 
troubling for Beijing. Northeast Asia is 
expected to become a focal point in the 
escalating tensions over military activity in 
the incremental positioning among leaders in 
Eurasia. South Korea, for instance, has 
announced plans to enhance its military 
capability to defend against threats beyond 
those from North Korea. As well, North 
Korea's continued development of longer 
range ballistic missiles and their sale to other 
countries remain troubling. 


The protracted Indo-Pakistani conflict over 
Kashmir, featuring periodic open warfare and 
Pakistan-backed insurgent activity, continues 
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to be a major concern. Pakistan’s 
endorsement of the Kashmiri militant 
movement ensures the continuance of 
conflict along the Line of Control. As well, 
Pakistan’s long-standing support of the Sikh 
extremist issue is a major factor in its 
endurance. The effects of ongoing support by 
Pakistan's intelligence apparatus of the 
Jammu and Kashmir conflict, with its growing 
linkage to the Taliban, have spilled over into 
east-Asian expatriate communities around the 
world. 


Uncertainty in Northern Ireland continues. 
The devolution of power to Northern Ireland 
from Britain in December 1999 came to an 
end in February 2000, when mainstream Irish 
republican and loyalist terrorists failed to 
begin decommissioning their weaponry. 
While efforts are being made to resolve the 
issue of decommissioning, Irish republican 
dissidents are attempting to commit acts of 
terrorism in the Republic of Northern Ireland 
and in England. 


Prospects for Africa hinge on the continent’s 
severe security problems. Solvent and 
functioning African states are expected to 
intervene militarily to control insurgencies 
that either threaten neighbouring countries or 
harbour dangerous elements, such as terrorist 
groups and radical fundamentalist 
movements. Africa will continue to require 
investment in international peacekeeping and 
global humanitarian or, potentially, military 
intervention. 


Conducting timely investigations into threats 
to national security requires effective 
collection and analysis. CSIS has approached 
the challenges presented by limited human 
resources, crucial exchange relationships, and 
shifting threat priorities by the judicial use of 
risk management and flexibility. The Ahmed 
Ressam arrest and associated events of late 
1999 underscored the continuing requirement 
for the Service to review its efficiency within 
the context of the existing threat 
environment, with particular emphasis placed 
on the allocation of human resources. 


An example of the wide range of security 
issues of concern to the Service, the emerging 
phenomenon of anti-globalization is 
demanding increasing attention. Meetings of 
international monetary, trade and 
environmental organizations, which in the 
past incited little or no protest interest, are 
now the focus of thousands of activists. 
Representing a broad spectrum of groups, 
lobbyists, and overlapping networks, 
including a limited number of violent 
extremists, they share a mutual antipathy for 
multinational corporate power. Large 
corporations with international undertakings 
stand accused of social injustice and unfair 
labour practices, as well as a lack of concern 
for the environment, mismanagement of 
natural resources and ecological damage. 


Protest objectives extend beyond the claimed 
corporate impropriety. Multinational 
economic institutions, such as the World 
Trade Organization (WTO), the World Bank 
(WB), and the International Monetary Fund 
(IMF), are seen as establishing, monitoring, 
and rendering judgments on global trade 
practices, and are viewed as the spearheads 
of economic globalization. These institutions, 
considered to be the servants of corporate 
interests, exercising more power than elected 
governments and interested only in the profit 
motive, have increasingly become principal 
demonstration targets. Underlying the anti- 
globalization theme is criticism of the 
capitalist philosophy, a stance promoted once 
again by left-of-centre activists and militant 
anarchists. 


The global parameters have encouraged 
disparate groups and individuals to 
participate in the demonstrations. 
Circumstances also have promoted the 
involvement of fringe extremists who espouse 
violence, largely represented by Black Bloc 
anarchists and factions of militant animal- 
rights and environmental activists. The 
melding of various elements and establishing 
of strange-bedfellow ties at individual 
demonstrations have contributed both to the 
impact and the unique character of events. 
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Creating the foundation for dramatic change, 
the Internet has had a profound impact and 
will continue to play a large role in the 
success or failure of globalization protests 
and demonstrations. Individuals and groups 
are able to identify and publicize targets, 
solicit and encourage support, establish 
dates, recruit, raise funds, share experiences, 
accept responsibilities, arrange logistics, and 
promote goals in a manner that would have 
been impossible to manage readily and 
rapidly in the past. 


A principal factor currently underlying all 
security issues is the impact of technological 
change. The reliance of modern countries on 
the unimpeded and secure flow of 
information electronically has created 
vulnerabilities within their information 
infrastructures that are serious enough to 
raise international security concerns. The 
already complex investigation of threats 
posed by terrorism and intelligence activity is 
further complicated by the adoption of 
cybertechnology by foreign intelligence 
organizations and terrorist groups. The rapid 
evolution of technology relating to 
computer-based communications and 
encryption is challenging the capacity of 
intelligence services around the world to 
lawfully intercept communications and gather 
intelligence. Government departments, 
intelligence and enforcement organizations, 
military forces, and the private sector in a 
variety of countries worldwide, are trying to 
determine what threats and risks exist 
relating to their dependence on computer- 
based systems and networks. The United 
Nations, the WTO, the Council of Europe and 
the G-8 are among a range of institutions 
concerned with the issue of cybercrime. 


Technology, particularly in the 
telecommunications sector, is advancing at an 
unprecedented pace and shows no sign of 
abating. New technology is readily available, 
affordable and used by Service targets. 

Failure to remain current on leading-edge 
technology hampers the Service's ability to 
monitor and investigate threats to national 
security. Like its allies, CSIS is meeting this 
challenge through early identification of 


operational technology requirements, 
research and development, and through 
collaboration with its domestic and foreign 
allies. 


CSIS Security Intelligence Interests 


The Service's public safety and national 
security interests in the changing global 
environment may be summarized as follows: 


e public safety from the effects of terrorism; 

e the clandestine activities of foreign 
intelligence services; 

¢ the inviolability of expatriate 
communities; 

e the proliferation of weapons of mass 
destruction, including nuclear, chemical 
and biological weapons; 

¢ transnational criminal activity; 

¢ the security of critical information 
systems and of the social infrastructure; 

¢ the vulnerability of Canada’s economic 
interests: 

¢ effective security screening; 


* the security of classified or proprietary 


public or private information; 

¢ relationships with foreign intelligence 
agencies; 

* maintaining technical capabilities in a 
rapidly changing environment. 


In pursuit of these interests, CSIS works 
cooperatively with the appropriate 
government departments and agencies, and 
with the intelligence services of other 
governments, to counter threats to public 
safety and national security. 0 
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Part Il 


Counter- 
Terrorism 
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Terrorism Today 


The primary source of modern politically 
motivated violence, international terrorism, 
carries important security implications for 
Canada and its allies worldwide. Advanced 
communications techniques, combined with 
the ease of international travel, have 
broadened terrorism’s scope of operations, 
while greatly compressing the time frames 
available to security forces to detect and 
neutralize terrorist threats. Individuals with 
links to international terrorist groups use 
foreign countries, including Canada, as a base 
to plan terrorist acts and provide logistical 
support for terrorist activities in their country 
of origin or against other target nations. In 
Canada, supporters of terrorism engage in 
fundraising, planning operations, and 
transferring money and matériel overseas. 
The security and intelligence community is 
increasingly challenged by emerging threats 
which include the potential use of nuclear, 
chemical, biological or radiological materials 
by a terrorist group, cult or individual. In 
light of the potential consequences of a mass- 
casualty attack, Canada and its allies continue 
to explore and develop inter-agency 
emergency responses to this threat. 


Canada belongs to international institutions 
and bodies, participates in peacekeeping 
missions and hosts major international 
events, all of which are potential targets for 
terrorists. Canada remains a world leader in 
accepting refugees and immigrants, and will 
continue to receive a steady flow of people 
from regions of strife. Some will bring the 
politics of conflict with them. For Canada, 
politically motivated violence remains largely 
an extension of overseas discord. Individuals 
with links to international terrorist groups 
use Canada primarily as a base from which to 
orchestrate terrorist activities abroad. The 
intelligence services of certain foreign 
governments continue to be active in Canada, 
targeting dissidents associated with long- 
standing regional or political conflicts and 
residing within Canadian expatriate 
communities. 


While state-sponsored terrorism continues to 
pose a significant threat, one of the prime 
sources of terrorism today is Islamic 
extremism, as exemplified by Osama bin 
Laden. At its forefront is a sophisticated, 
international network made up of terrorists 
who are better trained, more security 
conscious, less predictable than ever and who 
are well financed and highly independent, yet 
willing to operate within temporary alliances 
of convenience when advantageous. They are 
united in their commitment to use serious 
violence to effect political change and are 
willing to attack soft targets anywhere in the 
world. 


In addition to the foreign-based threat, 
Canada is confronted to a much lesser degree 
by domestic militancy related to Aboriginal 
extremism, White supremacists, and 
extremists linked to militia, sovereignty, 
animal-rights, and environmental issues. 


Disturbing Trends 


Terrorism in the years ahead is expected to 
become more violent, indiscriminate, and 
unpredictable than in recent years. The use 
of advanced explosive materials, in 
combination with highly sophisticated timers 
and detonators, will produce increasingly 
higher numbers of casualties. There will 
likely be terrorist attacks whose sole aim 
would be to incite terror itself. A hardening 
attitude and a willingness on the part of 
certain terrorist organizations to directly 
support terrorist operations in North America 
reinforce the belief that Canadians, now more 
than ever, are potential victims and Canada a 
potential venue for terrorist attacks. 


Computers, modems, and the Internet are 
enhancing the operational capabilities of 
terrorist organizations. Terrorists have 
improved their use of advanced technologies 
to protect and expedite lines of 
communication, control, and funding both 
nationally and internationally; this has 
increased the chances that planning for the 
next terrorist attack may not be detected. 
Terrorists also have augmented their security 


through the use of sophisticated encryption 
software to protect sensitive communications. 


Cooperation 


The Service, in partnership with Citizenship 
and Immigration Canada, the Department of 
Justice Canada, the RCMP and the Canada 
Customs and Revenue Agency will continue to 
use inadmissibility provisions in the 
Immigration Act to strategically target and 
deport key members of terrorist organizations 
in order to impede their mobility and to 
impair their ability to operate here. At the 
international level, while Canada’s 
commitment to combatting terrorism 
manifests itself regularly within such forums 
as the G-8, the Organization of American 
States, and the United Nations, the Service’s 
bilateral and multilateral cooperative efforts 
with other security and intelligence agencies 
serve to minimize the number of terrorists 
who take up residence here. 


International Convention for the 
Suppression of the Financing of 
Terrorism 


The curbing of terrorist fundraising is an 
integral component of Canada’s international 
efforts to combat terrorism. The United 
Nations Sixth Committee Working Group, 
under Canadian chairmanship, successfully 
concluded negotiations on the International 
Convention for the Suppression of the 
Financing of Terrorism on October 8, 1999. 
In addition to chairing the negotiating 
committee, Canada was instrumental in 
helping to resolve a number of important 
issues. 


The Convention was adopted by the UN 
General Assembly on December 9, 1999, and 
was opened for signature on January 10, 
2000. The Convention is intended to 
complement existing counterterrorism 
conventions, and aims to curb terrorist acts 
by restricting terrorists’ sources of funding, as 
well as by defining new offences under 
international law to close gaps currently used 
in counterterrorism legal cases. The new 


2000 Public Report 


definitions criminalize the provision or 
collection of funds used, or intended to be 
used, to carry out terrorist acts. 


The Convention also provides for the civil, 
criminal or administrative liability of legal 
entities for offences committed. Finally, the 
Convention allows for the incorporation of 
relevant offences that might be identified in 
subsequent counterterrorism treaties. 


Canada has promoted international co- 
operation to fight terrorist fundraising in 
meetings such as the 1996 G-8 Ministerial 
meeting in Paris, and the 1998 G-8 Summit in 
Birmingham. Canada will continue to 
strongly support measures and obligations 
that fight terrorist fundraising and strengthen 
the international legal regime against 
terrorists and their sources of funding. 


In addition to Canada’s role in creating the 
Convention, Canada has signed all 12, and 
ratified 10, of the existing international 
counterterrorism conventions. Canada 
continues in its efforts together with its allies 
in such organizations as the G-8 and the 
Organization of American States. 0 
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Part Ill 


Counter- 
Intelligence 


Intelligence Activities 


The intelligence services of certain foreign 
governments continue to clandestinely collect 
information considered to be in their national 
interest, and to engage in foreign-influenced 
activities within émigré communities. 
Intelligence officers of these foreign 
governments have been directed to collect 
information injurious to Canadian national 
security with respect to issues such as trade 
negotiations, military and technological 
developments, and other information 
classified in the national interest. CSIS 
anticipates that some of these intelligence 
services will expand their current intelligence 
collection activities; considering their 
aggressive stance, an increased threat to 
Canadian interests is forecast. 


Canada is committed to international 
agreements for the control of weapons of 
mass destruction, and participates in a 
number of multinational forums such as the 
Australia Group, the Nuclear Suppliers’ 
Group, the Missile Technology Control 
Regime, and the Wassenaar Arrangements. 
The Service has a role to collect intelligence 
related to hostile foreign governments’ 
biological, nuclear, and chemical weapons 
development programs and their delivery 
systems, and plays an integral role in 
supporting collective agreements. 


Transnational Criminal Activity 


Transnational criminal activity (TCA) has 
become a global problem. The scope and 
extent of TCA means that no country is 
immune to the threat it poses; most countries 
now consider that some aspects of global TCA 
can threaten their national and economic 
security. TCA organizations can undermine 
the integrity of public and private institutions, 
adversely affect financial markets and the 
banking sector, and threaten key sectors of 
national economies. 


Canada considers that the threat posed by 
TCA is significant both as a public safety and 
as a national security issue, and CSIS 
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contributes to the broader government effort 
in fighting organized crime. 


Economic Security 


The Service investigates clandestine, 
deceptive, and coercive activity carried out or 
facilitated by foreign governments and aimed 
at accessing Canadian proprietary 
information or technology. CSIS has 
identified several sectors of the Canadian 
economy considered to be sensitive and likely 
targets of foreign interest, including: 
aerospace, biotechnology, chemicals, 
communications, information technology, 
mining and metallurgy, nuclear energy, oil 
and gas, and the environment. Investigations 
have determined that Canada’s economic 
interests are vulnerable to the clandestine 
collection of economic intelligence by a small 
number of states using individuals from the 
following groups: visiting foreign students, 
scientists, exchange personnel, delegations, 
business personnel and members of émigré 
communities in Canada. 


A number of foreign governments, including 
some of Canada’s allies and trading partners, 
direct their state-owned corporations and 
intelligence services to engage in economic 
espionage against Canada. The Service's 
Liaison and Awareness Program is directed at 
cautioning industry and government 
departments in an attempt to limit loss of 
technology and proprietary information. 
Such losses are detrimental to Canada’s 
foreign policy, defence, and economic 
interests. The program provides information 
about participants, motives, and the means 
which play a part in a foreign government's 
economic espionage activity. 


Information Operations 


The reliance of modern countries on 
information infrastructures (interconnected 
networks of computers and 
telecommunications equipment) has created 
vulnerabilities serious enough to trigger 
national security concerns. Canada’s 
increasing dependence on these critical 


information infrastructures creates new and 
uncertain vulnerabilities with respect to 
cyberterrorists, foreign intelligence services or 
politically motivated extremists. Recent 
“public” attacks such as the “I Love You” virus 
demonstrate the vulnerability of 
interconnected systems, and the potentially 
devastating impact that such attacks and 
intrusions can have. The Prime Minister's 
announcement of a new agency, the Office of 
Critical Infrastructure Protection and 
Emergency Preparedness, has clearly 
demonstrated Canada’s determination to 
meet the range of growing security 
requirements. 


CSIS recognizes the emerging challenge to 
national security and is monitoring and 
investigating the rapidly evolving threat posed 
by information operations. The Service works 
with other members of the Canadian security 
and intelligence community, while continuing 
to liaise with law enforcement agencies and 
allied intelligence services. 0 
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Reporting Responsibilities 


The primary mandate of CSIS is to collect and 
analyze information, and to report to and 
advise the government on threats to the 
security of Canada. Within those parameters, 
the reporting function of the Requirements, 
Analysis and Production Branch (RAP) plays a 
key role in the intelligence process. Policy- 
makers rely on security intelligence reports, 
such as the Director’s Annual Report to the 
Minister, which are prepared by RAP analysts 
from a broad range of both open-source and 
Classified information. 


RAP analysts use their knowledge of regional, 
national and global trends to assess the 
quality of all types of information gathered, 
and to organize it into useful security 
intelligence products. CSIS Reports, Studies, 
and Current Intelligence Briefs address a 
variety of issues, providing government with 
up-to-date information in keeping with the 
assessment and advice requirements 
contained in section 12 of the CSIS Act. 


In conjunction with classified reporting, the 
Branch is also responsible for the production 
of open-source material. RAP introduced its 
first new unclassified intelligence product, 
Commentary, in 1990. Written by academics 
and members of the intelligence community 
on topics of current security interest both to 
the community and an interested public, the 
Service has produced 79 editions of 
Commentary during the past decade. A 
second, similar publication was initiated in 
2000. Perspectives is designed as a vehicle for 
the Service's analysts to examine specific 
issues with a potential to constitute threats to 
the security of Canada. 


Both the Commentary and the Perspectives 
series take advantage of the vast amount of 
open information on issues of security 
concern and attempt to distill it into a concise 
discussion of value to intelligence 
professionals, clients in other departments, 
and the informed reader in the general public. 
CSIS has a Web site on the Internet which 
posts unclassified products, including the 


CSIS Act, the Public Report, as well as the 
Commentary, Perspectives and the 
Backgrounder series. 


Government Liaison 


As well as representing CSIS at meetings of 
the intelligence community, the Branch 
maintains a government liaison program. 
RAP client liaison officers meet with security 
officials and program officers in other 
departments and agencies to review 
individual intelligence requirements and to 
seek feedback on CSIS products. This 
program has proven an invaluable means to 
increase understanding within the Service 
about changing intelligence requirements, 
particularly those of departments outside the 
core security and intelligence community. 
Conversely, government liaison increases 
awareness of the scope and value of CSIS 
intelligence products. 


Overview 


As an agency with a mandate to report to and 
advise government on threats to the security 
of Canada, and the concomitant responsibility 
to protect confidential sources, CSIS will 


always be constrained in commenting publicly 


on its activities. Nevertheless, the 
requirements, as stated in the CSIS Act, are 
driving a process reflecting what Parliament 
intended when it passed the legislation 
creating the Service. The government and 
public liaison initiatives which CSIS has 
developed, and which not so long ago were 
unthinkable for an intelligence service, are 
now accepted as the norm. 0 
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security Screening is one of the more highly 
visible Service programs. It is a vital 
component of the Canadian government's 
security regime with respect to public safety 
and economic security. Security Screening 
remains the Service's first line of defence for 
preventing persons of security concern from 
entering this country, and for providing 
security assessments for individuals requiring 
access to classified information and assets. 
In order to respond to security screening 
responsibilities, the Service continues to 
foster partnerships with the government 
sector. It also relies on cooperation with 
agencies abroad. In the global security 
environment, where political and ethnic 
turmoil continues to rate high on the scale of 
threats, the Service maintains its leading edge 
in screening expertise through the 
identification of international and domestic 
security trends to ensure the delivery of an 
effective program. 


Three key components of the program are: 
Immigration and Citizenship Screening, 
Government Screening and the Liaison 
Relationships. 


immigration and Citizenship 
Screening 


In the next few years, Canada is committed to 
increasing the number of refugees and 
immigrants that will be allowed entry to our 
country. A comprehensive immigration 
screening program is essential to prevent 
those who would be detrimental to Canada’s 
security and national interests from entering 
Canada and obtaining landed immigrant 
status. The provision of security advice in 
immigration and citizenship matters is 
therefore crucial to counter the proliferation 
of threats to the security of Canada and North 
America as a whole. As we face an 
exponential increase of immigrants and 
visitors, the likelihood is greater that 
terrorists and individuals connected with 
hostile intelligence agencies will attempt to 
capitalize on the unstable environment 
abroad to gain entry into Canada. 


Government Screening 


The task of Government Screening is twofold: 
to protect classified information and assets 
and to prevent unauthorized access to 
sensitive government sites. The Service 
contributes to this program by conducting 
background investigations, and by providing 
security assessments, so that individuals 
involved in terrorist or hostile foreign 
intelligence activities do not have access to 
classified material or sites. 


Liaison Relationships 


An essential tool in the investigation of 
threats from terrorism and foreign 
intelligence activity is the exchange of 
information with foreign agencies. As of 
March 31, 2001, the Service has 223 
arrangements in place with agencies from 130 
countries. This also includes arrangements 
with four international organizations. O 
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Human and Financial Resources 


The charts on page 17 illustrate the changes 
in CSIS human resource levels since the 
inception of the Service, as well as the 
financial resource levels over the past 10 
years. The government'’s restraint program 
and Program Review exercises have 
significantly affected the Service’s resource 
levels. Between 1992 and 1998, the Service’s 
Staff was reduced by 760, or 28%, and the 
Service's operating budget also decreased 
significantly. 


As indicated by the Human Resources chart, 
the impact of Program Reviews and other 
reductions brought the Service’s human 
resource level down to 2000 Full-Time 
Employees (FTEs) in 1997/1998. The decrease 
in construction capital shown on the budget 
chart reflects the declining level of funding 
related to the construction of the national 
headquarters building, which was completed 
in 1995/1996. 


CSIS assumed responsibility for the security 
screening of employees of the Department of 
National Defence (DND) in 1998. As a result, 
since fiscal year 1998/1999, the Service’s 
budget has been augmented by the transfer of 
resources from DND. This ongoing resource 
increase covers salary and operating costs for 
the provision of security screening services. 
The Service also has received additional 
resources for its security screening program 
to cover new responsibilities related to 
immigrant and refugee security assessments. 


Increases occurred in operating budget 
resources in fiscal year 1999/2000, mainly due 
to Year 2000 requirements. Significant 
financial and human resources were devoted 
to ensuring that the Service's critical 
application systems were Year 2000 
compliant. Increased expenditures in fiscal 
years 1998/1999 and 1999/2000 reflect the 
incremental costs associated with this 
initiative. 


In conjunction with certain other government 
institutions, CSIS received in 2000 five-year 


funding to address technological challenges 
facing the security and intelligence 
community. 


Challenges 


CSIS can now make appropriate investments 
in a coordinated research and development 
effort to keep pace with the changing 
technological environment as it relates to 
threat activity, but the Service is increasingly 
challenged by emerging threats. Up to now, 
CSIS has been able to risk-manage the 
challenges. However, the terrorist events of 
late 1999 underscored the continuing 
requirement to review efficiency within the 
context of the existing threat environment, 
with particular emphasis on the allocation of 
human resources. More than ever, the Service 
must rely on risk management, concentrating 
resources selectively and precisely on the 
major issues, while assessing new and 
emerging threats. 0 
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Figure 1 - Human Resources 
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Figure 2 - Financial Resources 


($ Millions) 


250 EI: 


MH savaries OPERATING — [| CONSTRUCTION CAPITAL 


200 
150 
100 ~ 
50 
i” Soh Se Ss Si Sp So SN SS I 
; ‘Actual Expenditures 7 _ - ae Ses 


2000 Public Report 


6l 


Q00Z Ue,| ap DIIGnd uoddey 


sennaid 
SUOISIAGIg sesuedeq se|jee1 sesuedeq 
ae = —— = eae 
5 <5 <b 5 Gv \ &v oY SY Ay 
NY s se gs $s we © S re) 6 
Yt Th Ny Ss Sa A eS ee eS 


Z6L y6l 961 


NOILONYLSNOO a LNAWANNOILONOS 


sauivivs fi 


0s 
GOL 
- OSL 
el eee 
902 ' 
eee ee GC 
vye 


SOJBIDURULJ SADINOSSOY - Z Nea}qeL 


(sue|Jop ep SuOI||IW Ua) 


€00Z 2002 1002 0002 666} 8661 Z66l 9661 S66 661 661 2661 166+ 0661 6861 886+ 2861 9861 S86 
-200Z -100Z -000Z -6661 -8661 -2661 -9661 -S66l -V661 -€661 -Z661 -1661 -066} -6861 -8861 -L86l -986} -S861l -7861 


SOULELUNY SODINOSSOY 


0061 


00b2 


34 


00S2 


0022 


0062 
(dLF) $99LJF 


| Nes\gel 


0002 Ye] sp 3IIQNd woddey 


8! 


O ‘saoeuoul Sa][aanou 

So] JueNyeAg Ua 1no} ‘xnofusa xnediouud 

S93] INS S9dINOSSal Sas JUdWIaSNaTOIpNl 
JaIJU29DUOD 19 SanbsiJ sap uonses 

e] ans JaAndde,s yop ad1AsJas 9] ‘stewre{ anb 
Sn[dq “Ssoureumny sadInossal sas ap uonnsedas 
®] 9p sa Inb 90 Anod ynouns ‘aoeudUI 

e] ap Janjoe 9}x9]U0d 2] SUep adUaIDIJO 

UOS JUSUTWe}SUOD JanyeAgeI ap jueyOdu ys 
I] [f jutod janb e gusi[nos JU 6661 9p UY eI e 
SNUSAINS S}JUIWIUIAI So] ‘JUepuadsad ‘sanbsi 
Sap UOISas eB] e SINODII JUeAL UD Saq[NOUJIp 
SQ] JoJUOWLINS & Issngl e [I ‘lor,nbsn{ ‘saoeuouw 
Sa[[2ANOU op & 99K] aile} JUaANOsS snd ua 

snjd ap yop [I slew ‘saoeuaw sap juajuasaidas 
Inb sovwAnoe xne eI] & Inb 99 ua aIso;ouYoe} 
e] Op UONNIOAY,| 9p 9UIYIAI J] JJAINS INOod 
jusuladdojaaap ap ja dydJayoa1 ap 9UUOPIOO9 
Woyja un suep soudoidde sjuswiassysaaul 

Sop oilejJ JUeUdJUTeW Jnad SYOS 37 


syd 


‘IOAI[II WOP 

JUDWIIUSIOSUaI NP ja 9}LINDVS ke] ap jlosredde,| 
anb sanbisojouyoe} syap xne Janbeye,s 

inod sue buld ins Juawa.ueUY UN OOOT Ua 
ndaI & SYOS J] ‘sayeyUsWIIUAIANOS sSuOTININSUI 
SolINe SOUTEVIIO DdALP JUDWIIUIO[UOD 


‘syneredaid sao 
@ sgIdosse S[aUUONIppe S}NOd xne sjqenquyje 
1S9 000Z-6661 3° 6661-8661 S2DIDJeXxo 


L\ 


000Z Ue,| ap dIIGNd Uuoddey 


sg] Inod sasuedeap sap uonejususne 7] 

‘OO0Z Ue,] dp UOISIAZId US BdIAIaS NP UOISSTU 
eB] & Sfamuassa sonbryewojul soulaishs Sap 
uoneidepe,| 2 saainesuod 9j9 UO SoUTeWINY 
Jo SoIgIOULUYJ SdDINOSSAI ap 91qeJ9PISUOD 
aiquenb oun ‘0007 ue] e osessed 

ne sanp Juawiayedioutd yuos 0007-6661 
901019X9,| IP SINOD Ne JUSWIUUONIUOJ 9p 
jo8pnq 2s] Ssuep Ssagje}SUOD suonejuowsne Sot 


“‘g18nj9i 

op ynjels Np jo UONeISIWIUW,P SOPULWEP 9P 
aSelyy ne saat] sapiqesuodsai sa[jaAnou 9p 
yonmboe,s s10anod nod 9yindes ap asesi{y 
op swiweisoid uos Inod sajjauuonIppe 
SddINOSsal Sap NdaJ Issne & IDIAJIS JT 
‘QLNIIS Op ISeII[Y IP S9DIATOS Op uore\soid 
2] & SAI] JUDWIDUUOT}OUOJ ap sled sa] Jo Sosreyes 
Sd] JUDJANOD sajyusUeULJOd saf[jauUONIppe 
SddINOSSdI SID “NGIN Np sedinossel 

op Wajsuel Np ayins kL] & ‘6661-8661 91910X9,] 
sindap ajuaw8ne e ya8pnq uos ayjenbe] nod 
UOSTeI &[ 189, “*8661 US ofeuONeU asUIJIq 

e] op oJaistutw np sefojduia sap 9yindgs op 
aseiy np aijiqesuodsa e] guinsse & SYDS 97 


‘9661 

-G66| Ua a}a[dwIOd ‘ayTedjUSD UONeISIUIWIPY, | 
ap oxajduiod np JusuTaAeUR,] e ajqenquje 
1s9 ‘Ja8pnq a] Ans onbrydei8 a] suep MOA ynod 
uo,| aonb ‘uoNonsuUOd dp Jospnq np uoNdnpedl 
eT 8661-2661 U9 dLA O00 J & QDIAIIS 

Np sjoayja Say QUaUTeI JUO SUOTSsaIdUIOD 
sore jo soumueisoid sap SudWexe 

sop suoissnojedas say ‘soureumny sadinossal 
sop onbiydeis 3] suep JOA 9] nod uO BUIWIOD 


‘JUDWI[qeJapISuOd 
JONUIWIpP JUsWIaUUOTIDUO] ap Jospnq 

UOS NA & jd ‘JIDIIJO UOS BP %8z HOS ‘(d.L) 
ulajd sdwia} syuayeainba 09/ npijod e ad1AJas 
3] ‘8661 & Z661 9A ‘SDIAJOS Np Sadinossal 

op XNedalu Sz] ANS s[qeJapIsSuOd sdUSpIOUT ouN 
no UO sowUWeIsO1d Sap UIWeXI,P SIdID19X9 
XNop Sa] 19 JUDWIUJIANOS Np UONSL}SaI 

ap swweisoid a] ‘sue QO sindop sor1gioueuy 
SODINOSSAI SIS 9p Ja UOTIeAIO es sIndap 

SYOS Np sourewiny sadInossal sap UOTN[OAY, | 
JUdISNIII 6] aded e] ap xneajqe} soq 


Sd1JIDULULY 39 SQUIBEUINY Sad4NOssay 


sa2unossal 
sap auinsay 


IA S1AEdd 


000Z Ue, 9p IIGNd Yoddey 


9! 


CO ‘aiquiou 99 suep 

SOSNIOUI JUOS SoTeUuOoTeUIAIUI SUOTIeESTUeSIO 
aijenb dae sanjouod sayuaqua soy ‘sked o¢] 
OP SIDIAJOS SOP JOAC UOSTE]] ap sajuajud ¢z7Z 
N[DUOD EAC SDIAIIS J] ‘1OOZ STEW 1¢ 

NY ‘SI9s8UeII9 S]UDWIDUSIISUAI Op SOdIAIOS 
SOP SPATE SI] 19 DWISLO1I9} J] JUd}UdSaIdoI 
anb sadeuaul Sa] Ins sajgnbua sap 

a1ped 9] Suep JatjUuassa [NO UN jsa siasueNa 
SODIAIOS SOP DOAL SUONEULIOJUL,P asueYydE7] 


uosiel] ap suonejay 


"SO9JUDWII[B91 SOUOZ Sap & NO saadTisseyo 
SUOT]EWIOJUI Sop & $909k IIOA,P Sa[NsOy 
S]UDWIDUSBIASUAI IP S9DIAJOS op ayduIOd 

3] Inod sayANoe sap JUeUDW NO JUISTIOIIO} 
ap sajoe sap suep sanbijdul snptarpul so] 
Jaysedwe e uodey ap 9}LINdD9s ap SuOTeNyeAg 
Sap JULSSIUINO] Ud Jd SJUIPEd9IUe Sa] ANS 
ajanbus juestey ua swweis0id 99 e anqiujUOD 
IIAIIS 9] ‘SonbisyesiA9gu soye}UsWdUJIANOS 
suoneljeisul xne uoesioyne 

sues $9008, Jaysgdula Ja saIsseyo 

SUSI Sd] 19 SUONCUWJOJUI Sa] 1989}01d 

> Qyde} B[GnOp uN jUO JUJUIaUIIANOS 

3] nod as8enj[y np sajqesuodsai so7q 


wUsWaUsIANOB aj Anod abes14 


‘epeued ne Jaua Inod 198ue9,| 

e safqe}sul SuOTeNUs op Joyyoid op juatessa 
SOTTSOY SJUIUIIUSIISUAI IP SIDIAJOS Sap e 
SAI] SNPIAIPUL Sap 19 $9}SLIO.19] sap anb anbsi 


S| 


000Z Ue,| ap dIIGnd yoddey 


snd 3s9 [I ‘ajjaquauodxe uodsej ap juejuouisne 
SIND'USIA SIP Jd SJULIBIWIWI Sap dIQUIOU 

3] ‘ajquiasus uos suep PJON np anbiiauy,| 
9p 2 epeued Np sitindas ke] Ans Juasad 

inb sooeusU Sap UOTeasOId eT 1a1UOS Inod 
s}ouUaKO}D ap 19 UONeISIUUWL, P suonsanb 
Sd] ANS S[IaSUOD SAP JOUUOP DUOP HOP IdIAJOS 
9] ‘stwpe jueISUUI,p ynqe}S a] AUa\qo A,p 
19 OI10}LJ9] UOS ANS 191]UI,P $]919IUI Sas ke Jo 
aunoas es e aoipn{ead 1ay10d ap sajqudeosns 
souuosiad sa] 1oudgdwia,p Ue UOTeISTUIUWI,P 
sopueUWap Sap asel}[J ap Jusneyxe 

sue 1301d un,p asodsip [I,nb januassa 

1SO [I ‘soguue soureyooid sap sinod ne 
SJULIBIWIUII,P 19 S9ISNJOI Op JULSSIOIN d1QUIOU 
uN JI][Ianooe & asesud jue}9,S epeued IT 


9}30UUaA0}D ap 33 
uonesbiwuwil,p sapuewap sap abe23J14 


‘UOSTEI] Op 
SUOTEIAI SO] Jo JUdWIDUJaANOS 9g] Inod ase 
9] ‘a}QUUdKO}D ap 39 UOTLISTWUI,P SapueWap 

Sop d8e[Y a] : sajuesodwood sapuess Sion 

ap anjysuod sa aseNTy op swmueisold 97 


‘Q0e0IJo DWUWeISOId 

un JoINsse e Jd[]I9A Inod gyLMdas e] op ueld 

a] INS sayeuOTeU jd SoTeUOTeUJO]U! S9DUePUd} 
SQ] JUeUII9 Ud ddUeAR,p INoNsuO] uN 
IAIOSUOD BdIAIVS 9| ‘SAXVUDU SapANo] ap sJasod 
smno{no} JuoJ senbruyja ja sanbytjod sajqnoy 
Sa] NO ayLAINDas e] Ip [eIDUOW 9}X9]U0D 

oj sueq ‘JasueNd,] e S]JUOWIAUSIOSUSI Op 
SOIAIOS Op UOTJeI9dOOd ¥] Ns Issne 3}dwWOd |] 
‘[EJUSWIIUIIANOS INd}DaS J] DaAe syeLeuayed 
SO] IISLIOAL] OP ONUNUOD DdIAJOS JI ‘9yLINDVS 
op o8eN|y op slanew ua saiyiqesuodsal 

Sds ap Janinboe,s Indd ‘SalIsse[d SUdIq Sap e 
Jo SUOIEUIOJUI Sap e Sade IIOAe,P UIOSAq UO 
inb sauuosiod sa] Ans 91INdas sp suONeNyeag 
Sop Juno] nod ja epeued ne J91U9,p 
aLINd—s e] ap ued a] ns suoMedndd091d 

Sop juayosns inb squuosiad sa] 1ayoedwia 
Inod dd1A1ag a] asodsip JuOp asuajap ap 

Qusl] Jotwoaid e] 91NO Ud 94S9I |] “aTWIOUO0DI,| 
ap jo oI[qnd np ayindas Pe] ANS AIT[IOA 

Inod a0e]d usa stw e UdIPeUed JUJUTOUJdANOS 
3] onb swise1 np ajqesuedsipul ayuesodwos 
UN 9NINSUOd |] “9dIAJaS Np sajqIsiA snqd soy 
souuueisoid Sap uN }Sa 9}LINDIS Op 9BeIIIF IT 


3}1NIasS 
ap abesyis 


A dsl 


000Z Ye! ep dI1GNd woddey 


0 ‘awo0U e] SUTWIOD 

S9I9PISUOD JULUDUTeUI JUOS ‘S]UDWIIUSIOSUAL 
3p ddIAJOS uN nod sdura\8u0y] Is sed e A,u 

[I Sajqesuodum quarejs Inb ja ‘9]0p 189,S SHOS 
3] JUOp dI]qGnd 9g] 39 JUaWIIUIAANOS 9[ DAAL 
UOSTel] 9p sSouUeISOId SOT “SDIAJBS 9] JUeDIO 


vl 


lo] | g3dope e jnbsioy yuowayieg 3] Weae,nb 
uONUS}UL,| & JUepuodsaIOD snssas01d 

UN JUSPINS SYS YJ Ns JOT e] suep sogououd 
SOUISIXA S93] ‘SUIOWIURAN “SdzATIOe sas 

Ans solqnd saifeyuswUod sas JayWI] sino{no} 
eIAIP SUYOS YI ‘SO[JaNUapyuod sadinos 

S92] 1989]01d ap ajyueyUIODUOD azTTIGesuOdsal 
2] ap anb Isure ‘presa ja9 e Ja]]IasuOD 

2] 9p Jo Bpeued np gyUNdgs | Ans uasad 

Inb ssoeuaU say ANS JUdWAUIIANOS ne yodde1 
oufey op Jepuew np Hseaul suistuesi0,p a1) y 


8vIqQUigsua,P SNA 


‘SUOS Np JuawWasuUsIasual ap sjinpoid sap 
Ina[eA e] e Ja 9DuUeVWOdUIL,] e UOTeST]IGIsUaS 
2] SONNE JUIWIUIIANOS 9] DIAe UOSTE]| 

2] ‘Uawanboldis9y ‘sjuaWaUBIasUaI ap 19 
9yIndes ap fleredde,| ap neXou np onsed sed 
UOJ aU IND soJQ\sIUTU Sap sed a] suepP no\Ns 
‘JUDWOUSIOSUaI ap alaeul Ud SUIOS9q Sap 
UONNIOAY,] IP SdIAJaS Np saiquiaul say juO,nb 
UOISUdYPIGWIOD | JdJOaWIe,p s]qeumNsoul 
usXkOU UN 9.19 JJaAVI 1S9,S suUTUTeISOId 

90 “SYOS 9] Jed s}poid syuawNs0p 

Sa] INS UONDeOI9I LP] ap IUd]Ggo Inod 

Jo JUSWIIUBIOSUdI ap oJaTJeUI Ua SJoT;NONIed 
SUIOSaq SINZ] JasIogid nod saustuesi1O 49 
SoJo}SIUIW Satjne,p swuweIso1d ap s}uase so] 
2 9IUINDIS e] 9p Sarqesuodsad sa] 1UdIUODUAI 
SJUSI[D S9] D9Ae UOSTE]] LE] ap SasIeYyoO dVJ,| 

op sjuase SOT “JUIUIDUJOANOS 9] Dae UOSTeT] 
op oulwessoid np ajqesuodsay 3sa uoTDeIIG 
e] ‘SJUdUIOUSTOSUAaI ap [loredde,| ap samuooual 
xne SYOS 9] Jojuasaidai ap snjd ug 


JUIWAUABANOD aj BAL UOSILIT 


‘ndlady ya saanoads.ag ‘alIp]UAUIUTOD 

SOLI9S Sa] 1a DIIGnd j10ddvy 3] ‘SNOS 

JJ ANS IOT &] JOP ‘Saljisse]d uOU s]yUaUINDOp 
Sap & Sad0e JIOAR,p Jue OULJad JousIIU] 

Ins qaM ss uN & SYOS 971 ‘olqnd puess 

3] Suep SIaAe SiInd}da] XNe Jd Sd19]SIUTW 
Sd1jne,p SULP dDIAIVS Np sjual[d xne 
‘WuoWaUSsIaSUaI Np saysifeloads xne sayin ja 
sostouod sasfyeue,p dUIOJ snos JanbrunuIW09 
Sd] IP 1U9]U9} Jd 9ILINDES eB] ap ued 

3] Ins suonednos091d sap jueyosns suonsonb 
Sap INS Sd9JJBANO S9dINOS Op SUOTEULOJUI,P 
ayjuenb swioudg,| Suep Xnap sajnoq Juasind 
- SOANIAdSIAd 12 AIIDJUIUIUIOD SILI9S SIT 


E | 


‘epeued Np dyLIndes Pe] 

inod saseuaw sap Jojuasaidai ap satqudsosns 
sasioaid suonsanb sap IdUTWeX9,P IdIAJOS 

np sajskjeue say snod uakoul un ojuasaida. 
soanooedsiad ‘000% UA ANOf 9] NA & a[qe|quies 
uoneoyqnd owerrxnep aun ‘assosgqut o1jqnd 
un,p anb jiaredde,| ap saiquiaw sop ue} 
uonuaye,| JUQUUaTAI IND 9yNdgs B] & S9l| 
ayyenyoe,p sja{ns sap ins juayiod syuaumMso0p 
sod ‘JUdWIOUBIISUaI ap jleredde,| op 

SOIQUIOW Sap ja SaifeysiaAtun sap Jed sasIpey 
‘sindap 6Z alqnd e ua jo ‘azIDJUaUTUIOD 

gjodde ‘ayissejo uoU JUAWAUsIasuUaL 

9p JuawINoop Jolwaid UOS 0661 

Ud Que] & aA ‘SPyIssefo uoU s}UsWNIOp 

sap Jaljgnd ap sesreyo 3s9 UOTIDaIIG 

e] ‘sayisselo sywoddei sap stusinoy ap snjd ug 


‘SYOS 2] 

INS IOT €] Op ZI aporse,| e sagouous yoddes ap 
19 UOTeNyeag,p S9dUaSIXS xne JUSWIPWIIOJUOD 
Ino{ e suONeULOJUI Sap JUdUIOUJOANOS 

ne JussstuINo] 39 suolsonb ap g[noj 

gun Ins ju9}10d sjuaWaUSIasSUal ap suTayINg 
Sa] 19 SNOS Np sapniy saj ‘SYOS np si1oddvy 
SO] ‘SafIIN 9ILINDES op JUDWIDUSIOSUaI Op 
sjioddes sap aimpoid inod jo sali[iandad yUOS 
nb s9\10S Sajno} ap suOTeEULIOJUI Sap oyTenb 
e] Janjeasg inod sayeipuow jo sefeuoneu 
‘So[eEUOIB91 SADULPUa] Sap BdUeSSTeUUOD 

IMJ] VP JAAIIS 9S dV, 9p saisAjeue So] 


‘sgayissejo aonb 

SOJIOANO 1UL} S9DINOS JP SddIT} SUONCWOJULP 
[reJudA9 a8se] UN,p ned e quaredaid dvd 

ap saysAyeue sa] anb ‘anstuly ne im9yde11G 

np jonuue yOdde 3] sUTWIOD ‘9}1INDIS ap 
JUdWIUBIISUaI ap syodde sa] Ins Jua}duI0d 
sonbiyjod suonejualio sap sajqesuodsal 

Sd] ‘JUIUIIUSIISUaI ap snssad01d 

3] Suep 9]9 gJOI uN onof (dyq) UuoNONpoid 

¥] ap jo asATeue,] ap ‘SaduasIxa sap UONNDeLIG 
e] ‘samourered sad ap nua} ajdwiog ‘pips 199 
D Jd]JIQSUOD JJ ap 12 JUaWIAUTAANOS nv j.10ddp1 
apf ua,p ‘epeued np 9ylandgs ke] SIaAUa 
SOOCUDUI SI] ANS SUOTJEWIOJUI Sa] JasATeue,p 3a 
Ii[flondad ap isa SYOS np jediourd yepuew aT 


yuodde. 
ap s13eWI Ud SayjIqesuodsay 


000Z ue, ap dIIGnd yoddey 


uon3npoid 
Jo asAjeuy 


Al 9A 


000Z Ue! 8p IIGnd uoddey 


1 


1 s9l[[@ sJUsWAUSTasUAaI dp SadIAJAS Soy 19 

10] B| 9p uoNeordde,p sadtasas say daae uOsTeT 
2] JoNsse,p INUIJUOD Jo s}UdUWOUBI9SUAI ap 

19 9yND9S ap uarIpeued jloredde,| ap soiquiow 
Sa1NL,P I9AK aJOqe|[OD |] “JUswWapldes onjoag 
Inb soeUaUt 93199 IMs aj}gnbuo ye] [I Jo said ap 
uonenys e] ys [I ‘Qfeuoneu aynoas e] Inod 
juajuesaido1 UONeULIOJUL,p suonesedo soy 
enb Yap neaanou np juatdsuod Jsd syDs 37 


‘QULINIYS Op dJaTeU 

Ud SJUeSSIOID SINO[NO} SUIOSaq Xne aipuOoda: 
@ epeued Np uONeuUIWJo}9p e] a1JUOWAp 
jUdWITe[D & ‘aduasIN,p UONeoyIued 

| Op ja a]JaNuasso oinjonNseJul,| 

ap uo!D9}01d e] ap neaing 9] ‘ourstuesi0 
[PANOU UN,P UOT}e9I19 &] Op SISTUTW JOTUIOIg 
9] ted a.uoUUe7] ‘IOAe JUaANdd suoIsnjUI 
y2 sonbeye sa]jo} ap anb saorsye}seaap 
JUsWa][aMUSN}0d suoIssnoJadal so] 

}9 S9JD9UUOIJ91UI SAWE}SAs Sap daiT]Iqesau[NA 
eB] USIg JUSTJUOW « NOX 9AOT] » SNIIA 

3] sWWOD « sanbifgnd » sanbeye sajuael 
eq ‘onbniod uoneanouw e sa\stwiasxo 

Sap NO SI9BULIID SJUIUIDUSIISUSI OP SODIAIOS 
S9P ‘SdjSLO1I9}19gA9 sap Jayojdxa yuare1imnod 
anb souteiJaoul 3a Sayjaanou sayiqerauyna 
Sap ajuasaid epeued 9] ‘SaT[amuassa 
SaINJONIISeAJUI SID SIDAUD 9ULSSIOIO 
2.uepuadap es 9uuop juejy ‘ofeuoneu 
9LINDIS op aJaeW Ua SuOTedndd0<a1d 

Sap Joyosns mod sajqeigu[NA JUsWIUTeSJNsS 
puas saj Inb 9d ‘(suonestuNWIWIOD9I9} 

op Juswadinb9,p 9 Ssina}euIpso,p 
S9JDIUUODIOIUI XNCISAI) UOTCUWIOJUI,P 
SoInjonAsSeIJUI SINI] ap sate ynquy 

snjd ua snjd ap juos sausapou shed say 


UOHeULIOJULP suo}e1adO 


‘yuaIo|dula 

sal[a,nb suaXow sa] ans anb Isure uoNeANOUL 
Ing] Ins ‘asuenes JUIW9UIBANOS UN,p 
31dwW09 3] 1nod asnbruiouos9 aseuuoldsa,p 
SaJANOe Sap uUgUaU Inb souUOssed 

S93] INS SUONLWOJUI SAP ITUINOJ dP IDIAIIS 
ne jowod outweis0l1d a] + ‘“atWIOU0d9,p 


19 9SUIJ9P ap ‘o1gdueN9 onbiyyod ap azaneur 
Us epeued np sjg19}UI xne safqeiorpn{oid 
jUe}9 Sajiod Sad ‘saaIsnfoxa SUOT]EULIOJUI,p 

19 SaISO[OUYdI} ap saylod say JOU] 

9P 19]U9] 9p Inq J] suep xneyUsWIOUIaANOS 
SOWSIULBIO 19 SIQJSTUTUI Sd] 39 OL}SNpUuL, | 
MuUsAgId & ASIA BIAS Np uoTesiigisuas ap 
J9 UOSTE]] OP SWUWILISOIg 9] “epeued 2] aNUOD 
anbiwouoss JuawauBIasual ap SdTIATOe 

Sop JOUSU 9p SJUIWOUSIASUdI BP SOdIAIVS 
SINZ] 39 1€1J,P S9}9IOS sing] JuasIeYo ‘epeued 
Np XNeIOJOWUOD saieusjsred ja sare surey199 
JUOP ‘slosueNs syUsWAUIAANOS sinaisnyd 


‘epeued ne so18Iwa,p 

SgINeUNUWIWOD ap SaIqWIoUI Ja SuONesalap 

op Saiquiou ‘asueyods,p saumue1301d 

sep e sjuedionsed ‘asessed ap sia8uene 
solleye,p suas ya sanbynuaos ‘sjueipme 

: SjueAIns sadnoJs sap saiquioul sap e 

jedde yuo} nb sye]q,P a1quiou nod un jJusuaU 
aonb sanbiwouos9 sjuswausiesual ap 3399 ][09 
op SOUTISAPUL]D SaIAOe Xne sa;qesou[NA 

JUOS epeued np sanbiuou0d9 sj919] UI say anb 
JUSIJUOWEp Sajgnbus say ‘UaUIaUUOLIAUA,| 
Jo 28 9] 19 BJonad 9] ‘asteajonu 

9] ‘SISIN][eISW e] 19 SOUIU Say ‘UONEWOJUL,| 
op s1s0ouYda} | ‘suOTNedTUNUTWIOD 

Sg] ‘sanbrutyo syinpoud say ‘at8ojouysejo1g 

e] ‘afenedsoige,| JUOp siasuea 

SJgi9}UI Sap red sayqio anod sid a.9,p 
sa[qndaosns SWIUOD 39 SaTqISUdS OUTUIOD 
aiapisuod [I,nb suustIpeued dstwi0U0d?9, | 

ap sinayoes sinaisnid sAaal & SYOS 97 
“SOAISN[OXO SOUUDIPEULD S9IBO[OUYIE} Sap & NO 
SUOT]CWAIOJUI Sap & Sgdde IIOAC,P Ue JUdIT[IOe] 
nO JUDUBWI SJasueIIA SJUDWIDUIAANOS Sap 

anb saanio1909 no sasnadwio. ‘saunsapueyo 
SOMATIC Sa] ANS aJgnbus We] VdIAIJVS 97 


anbiwiouos2 3}11NIaS 


‘9SIUCBIO WILD 9] 91}UOD 19}]N] 

Inod juswauJaAnos np sasie] snjd s}1ojja xne 
INIMUOD SUHOS J] 19 ‘afeuoneu 9yindes e] ap 
anb anbijgnd ayundeas e] ap jue} and ap julod 

np a[qeJapIsuod 1S9 LOW Sa] JUajUasaidal 

onb adeudu Be] anb dailapisuod epeued 97] 


‘Soyeuoneu 
SOIWIOUOII SAP Sa]D SiNaDas Sap J9.eUdUI 
19 oITeDUeG INa1DasS Ne jd siaIoUeUY SaydeU 


0002 ue, ap dI1IGNd uoddey 


xne oimu ‘saagaud ja sanbijqnd suonniysul 
Sop 9]891UL,| Jour JUaAned safeuoTeusue} 
SO[JOUTWLID SuotyestuesIO Say “anbruoUu0[9 
19 afeuoneu andes Ing] JgdeusU 

judAnod sfeuONeUIIIUI {[9YI9,] € S9QUIU 
LDv sop sjoodse sureyia9 aonb JueuajuTew 
juausa sked sap yednid e] uojussgidol 
sajja,nb sooeuaul sap lige,| & 3S9,u sked unone 
TOV sop souewoduil,| 19 Inojdure,| gUUOP 
jueyq ‘[eIpuow sulg;qoid un sanusdgp 1UOS 
(1Dy) sefeuoneusued sayfoulWiIo sayAnoe SOT 


SIJCUOIILUSULA}) SOPJIUIWILD SOPAIDY 


‘S9]}U9]U $90 Op UaTINOs 9] suep Jono 

e ueld Jatuaid ap a[od un Issne e ddIAIaS 

9] ‘SIN9}99A sing] Ins onb tsure ‘sayMsoy 
slo8uel]9 SJUIWIIUIBANOS sap senbrw1tyo 

10 somegjonu ‘sanbisojoig sowse,p uoNonpoid 
op sowumessoid sa] Ins sjusWIOUSIOSUaI 

Sop JI[[landal ap asreyD “eeuasse\ op 
9]U9Uq,| 19 SayIssiw Xne sANeIaI dISO;OUYII} 
2] IP JJOMUOD ap sUIIdOyY 9] ‘SosrespONu 
sinayeyiodxa sap adnoiy 9 ‘orensny,| 

ap adnoliy 3] swiwod ‘soyeuoneunfnw 
SOUNGLI] Op JIqUIOU UTeVI99 UN,p xneAed] xne 
Jodionsed ap ja aalsseul uOTONA\Sep op SAUTE 
S9P I[OIUOD J] JULSIA SOTEUONLUIIIUI S9}U9]Ua 
Sa] Ja}0adsSai ap MOASP UN je} as epeued IT 


‘SUIIPEULD S19I9IUI Sd] INS onjJN9e deus 
oun Jasad ostey ap quanbsii s]I ‘UOMeUruIo}9p 
Ina] QUUOP jJUeI9 ‘S}UDWIIUSIOSUdI 

IP a}Da][OO ap Sayjanjoe sayAoe sind] 
JUSTJISUDJUI SJUIUIIUSIISUDI IP SODIAIVS S9d Op 
suleyioo anb a9 & puane,s SHOS 91 “‘feuoneu 
J919UL,] SUP SIDYISSE[D SUOTEWOJUL SamjNe,p 
anb isure ‘sanbisojouyda) Ja sasleyyiw seisoid 
Sd] NO SaTeloJOUIWIOD SUOTIeIDOBaU Sa] aNb 
Sa|[a] SuONsanb sap ins epeued np sjeuoneu 
andes ke] & satqe1oipnfsid suoteWOJUl 

Sap II][Ignd01 op aIpJO,| N5ai JUO siJasueNS 
S]JUDWIUIOANOS $dd ap S]JUIWIUSIISUdI 

IP SIDIOYJO Sd] ‘SaISIWd,Pp S9yNeuNWIWOD sap 
UI9S NE IDUIIIBUL,P SaIATIO SAP JOUSWI ap 1a 
XneuoeuU $}919}UI SINZ] e say yuasnf syi,nb 
SUONCULIOJUI SOP JUDWIUTSAPUR]O JI[[IONddI 
ap JUMNUIUOD SlasueIa SJUIWIBUIIANOS 
SUILIIO IP SJUIUIUSIISUAI IP SIDIAIOS SIT 


JuawaUuBiasuas ap SOUAIDIY 


abeuuoidssa 
-3941}U05 


Hl 94d 


0002 ue, ap dIIGNnd uoddey 


4 surestiguie sye1g Sap uolestuesio,] 
19 8-D 9] sWIUWIOD sUOTeSTUeSsIO,p 
QIPed I] SUeP SaT][e SAS JdAe WIDUOD ap S}IOJJo 
sas yinsinod |] “xIp ayes e ua jo SaTfenjoe 
So]SUOMOIUe SoTeEUOTeUIOIUL SUOTUSAUOD 
OZNOP Sd] QUBIS e Epeued JJ ‘UOMUSAUOD PX] ap 
uoeesd e] Suep a[OI uN 9nof IOAe,p snjd ug_ 


‘JUDUIBDUeUY] ap Sad1nOs 

SINJ] 19 S9ISLIOII9}] SI] 91JUOD [EUOT]eUIOUI 
[esa] DUIISAI J] JIDIOJUSI & 19 SI]STIOII} 
SOP SPUO] IP 9}99][09 Op SOIANIL So] 
Jowtidal e JURSIA SUOTIeSI[GO Sa] 19 SAINsoU 
SO] JUJWIIULIIJ ITUaNOS op eJonuUOD 

Il “8661 Ua WeYysUIWIg e nus} g-D np 
JOWUIWIOS J] NO 966] Ua Seg e onus} 8-H Np 
SONSIUIU SAP UOTUNSI &] SUIWIOD Sat]UODUAI 
ap oped a] SUeP JWISO1I9] np JUsWIIDUeU 
3] a1]UOD JayN] Inod seuoNeusoqul 
uoneslogey[oo eB] astuodeid epeued oT 


“QUISLIOII9] 9] 91]UOD a}IN] Bp s}uanbesqns 
sgylel] Sap suep saluyap a9 JusTeInod 
mnb sajuduTJod SuONDeYUL,pP UOTSNOUL,| 

ano ua yoAaid ay[q ‘aAMeNSTuTWpe 

NO I|JOUTWILIO ‘JTIAIO 1S9 ayIqesuodsal 

91199 “SOSIUIWUOD SUOTIDeIJUI Sap sayqesuodsoal 
sojei1owl SauUOsiad Sa] JUIT] UOMUSAUOD LT 


‘JQUTWLID 939e UN,p a[qednoo 

JSO DWSLIOLI9] ap Sajoe Sap d1}JAUIWIOD 

mod ‘sasian aij9 Sa9suad no ‘sasi[qn spuol 
Sop d][lenodai no yWusInoy anbuosinb ‘suontuysp 
SO|[9ANOU S99 dP NWA UA *S99}U9JUT JUOS 
soynsinod sap onbsio] yuaWaT[anyoe Jua}yold 
SO]SLIOIIO] SI] JUOP SAUND] Sd] JUOIBTGUIOD 
Inb ‘feEuUONeUIIIUI WOIp a] suep SUOTIOeJJUI 
SO|JOANOU OP UOISNIOUL,] 2 IdeIS SISO] 
Sop JUIWD.ULUY IP S9dINOS So] JUeWUT| 

Ud JUISLOLI9] 9p $a}oe Sa] JoWLAdaI e OSIA 

J2 DWSLIOLII] J] 91JUOD $d}UL}SIXO SUOTJUSAUOD 
xne JUdIUWIa|duIOD ap IIAJOS & BoUTISOp 

189 OIJa “O0OT JatAuel OI np Jo}dwWI09 

e Sje1g Sep oinjeusIs Be] & 9J9ANO j1e}9 

19 6661 BIqUIZDap 6 2] NNO, ep ayesgues 
da|quiassy,| red sajdope 9129 € UOMUSAUOD eT 


‘sajyueyiodut suonsanb simorsnyd 
aipnosal & apre & epeued J] ‘UONeINO39U ap 


0002 Ye,| 9p JIGnd uoddey 


8 


PUD 9] Japisaid ap snjd u_ “6661 21G0}00 g 
9] SWISLOLIA} Np JUsWedUeUY np uorssosdas 

e] Inod afeuoneusayul UONUaAUOD Fe] ap 
SUONeIDOS9U Sa] AIN[OUOD k IssnaJ e ‘epeued 2] 
ted sgpisgid ‘satu suoneN sap uolsstuWwo0D 
QUIVIXIS BE] Op [eae] ap odnoiy 34 

nes] 9D 91JUOD 91)N] es suep afeuoNeUsUI 
a][2y99,| e a10jdap epeued a] aonb 

SUOJJa Sap ojueIsojul onsed yey soyst0 119} 
Sap JUIWIIDUeUY ap S9dINOS Sap UOTIOINISOI CF 


SUISLIOLI9} 
np }uawasueUy Np uoissaidas 
eB] Anod ajeuonjeusa}U! UOMUaAUOD 


‘sked ne juay[eysul,s nb sa}suo1a) sap orquiou 
9] WINUWITUTU Ne dIIMpel e JUASIA JUDWOUSIOSUdI 
Op 19 SILINDES OP SAdIAJAS SaINe,P DBA DDIAIOS 
np xnesgye[n[nuw Jo xnesayeyiq uonesadoos 

IP SUOIJa So] 39 ‘SLUM SUOTIEN So] 19 SUTeDTIaWTe 
syeyq Sop uoNesluesIO,| ‘8-5 a] AUIWIOD 
SOUNL] op UIaS Ne IWISHOU} J] 91UOD Jan] e 
JUDWSIOTINSII adesua,s epeued 9] ‘TeuoNeujuI 
neosalu ny “epeued ne SayANOe Sap JoUDUI Ip 
Isure JueYydEdUWd Sa] ‘Sd1SLIOII9] SUOTeESTUeSIO,D 
S9[D SOIQUIOU Sa] JUaWIaNbIsaleNs Jas;ndxo 

J2 Ja[qio nod aiyIqisstupe-uou ap dsorew 

Ud UONDISIWUIL] INS IOT €| ap SuOIsodsip 

SQ] Jasl]qN,p PIONUNUOD DdIAIVS a] ‘epeued 

np nuddAdi np ja Souenop sap aduasV,] 19 OUD 

e] ‘oonsn{ e] op UsIpeued o19}SIUTWI 9] ‘epeued 
UONeISIUW] 19 9J9UUDAOID DAP 1190U09 9d 


uonei1adoo5 


‘ayeol[ap oinyeu ap suoMedtuNWIWOD 

sing] 1a89}01d mod saguuondajiod JUDWIAAJIYO 
OP SJSIDIBO] ap JURAIAS 9S Ua SUOTIeJEdO Sind] ap 
DILINDIS ET SJOT[aUTe Issne ywUO S|] ‘aa}D9]9p sed 
HOS ou JeJUaNNe uTeydoid Anz] ap UONeOyIUeT e] 
anb sanbsu say yto199e mb a0 ‘feuoneusojut,nb 
jeuoneu jue} neaaru ne ‘JUoWe.UeUT op 
SOdINOS SAINI] 19 BJOIJUOD Op SOWISTULIIUW SINI] 
‘SUONEOIUNWIWOD SINo| Ja1g[g00e 39 1089}01d 
Inod ajulod ap saisojouyde} sa] XneTw JuasI[yn 
SO]SUOLIO] SOT “SO}SUOLA} suoMestues1O 

Sap Sajauuoneiado sayioeded sa] Juassioin0e 
JOUIO}U] 19 SWAPOU Soy ‘SINI}eUIPIO SIT 


"SO]SUIOLI9] syeyuye,P a[qI9 
e] a9 enod epeued 9] anb 3a sayjonusjod 
SOUWINIA Sap sreurel anb snjd yUOS SUsIPeUeD So] 


aonb UONDIAUOD P| JUIDIOJUdI PION np onbuswy 
Ud SWISHUOL9} J] JUSUI9]OOIP IUanNos op 
S9SHOL9} SUOTESTUCBIO SOUTELIO SP dJUOJOA P| 
Jo Sopnyye Sap JUSWASSIOINp 9] “SUI9U INDO} 
2] JoIPUasUa,P BIOS Inq [Nas 9] JUOP Sd]SUOLII) 
sjejuaye Sap JusWelqe|quiastesa eine K I] 
‘SOWINSIA ap snjd ua snd ap e1ay sguuONoay1od 
JUsWjNeYy SsIndyeuojgp Sap jo SaLayNUIWI sop 

@ Jo SOQOURAR SAAISO[AXS SaIgMeUI Sap & SINODaI 
9] ‘SoguUe SaJgIUJep soo onb sqisisidut 

snjd uodej ap 3a JUDWIAUIEDSIp op SUIOU 
‘QOUIIOIA ap osejueAep dare Jaddey ap yuonbsu 
S9]SHOLI9} Sa] ‘Soguue soureydoijd sap sinoo ny 


sajuedn330a1d saauepuay 


‘SayeJUsWOUUOIIAUS suOoNsenb xne ja xneutue 
Sap SHOIP Sop dsuajep k] & ‘a]ouTeJaANOS 

eB] Ins yegop ne ‘soortw xne ‘ayoue]g s0e1 L] ap 
ameulsidns e] Inod yuawaanoul ne ‘au0}YyDOyNe 
OUISIWII.NX9,| & aI] Teuoneu swIsNue NW ne 
ainsow aIpulow dnooneag oun suep ade] 712] 
epeued JJ ‘o1gdueN9 QUISIIO,P dDeUDUI &] BNO 


‘9puOU 9] Suep Inowed sayIoKy 

Sa[qIoO Sap Jonbeye e sjaid quos 3a sanbnijod 
sjusWasueyp sap Jay10dde snod oaes8 
QOUIIOIA E] JOSI[IIN,P UOTNOSa1 Ina] suep stun 
JUOS Sd}SIIO1I9] S9D.- “XnasejUeA JUaSNI J] 

S| Nbs1o] Sairesodula} soouelye sap ainjouod 
e sed juallsau,U S|! stew ‘sjuepuadapul sa.q 
uOs sjI ‘stewef aonb sajqistagid Suloul suoToe 
SOP © ULIAI] 9S “SQOULCUTJ UDI Jd dJLINDES b| 
ap xnaionos asejyuenep ‘sgutedjua XndIU JUOS 
SIQUIDUI Sd] JUOP dUuUOTSaJJad JUaWIAINeY 
[euoleusajul neasal uN aanod) as onbrweys! 
UISIWaXxa,| op uetd Jatweid ny ‘a[duraxe 
JUa][2OX9 UN aNIWsUOod UapeT Udq eWessNnoO,pP 
seo oT ‘sinof sou ap dUISLIOII9] ne syUudIOYUL 
sinoyoej xnediouud sap un,] 1s9 onbrweys! 
WISTUWI9I}X9,] sew ‘aJUeVIOdUII sdeuSU oUN 
asad olle} 9p sNUIJUOD 7e}J,P SWISLO2} 97 


‘souyedxa,p SoINeUNWIWOD 9p UIAS Ne JUSAIA 
inb 39 ayep ansuoy ap sonbyyod no xneuolsal 
SI]JUOD Sap ke Sal| JUOS INb sjUapIssIp 

Sap JURIIO ‘epeued ne soyAIOe Sap JousW 
ap JUanuNUOD sia8ueI9 SJUSWIIUIIANOS 
SUIE]I9O IP SJUIWIIUBIOSUAL IP SADIA1IS 

SOT ‘SANOT]Ie STUUIOD Sa}SLOLI9} syejUa}}e Sap 
Jansayo1o Inod aseq awiwos jusweyediound 
epeued Np JUdAIAS 9s XNeUOTeUIIIU! 


000Z Ue,| ap DIIGnd uoddey 


S9}SLIO119] Sodnois sap d9Ae Sud] 

sop jueke SnpIAIpUul Saq ‘siasuel9 S}I]JUod 
ap JuaWIapIOgap ne sgIDOsse JNOVINS 3Sa 
onbiyijod o1ajoered & 9dUdIOIA e| ‘epeued ny 
“UIIPLULD JOS 9] ANS IYJUOS J] JUOJAIMSINOd 
souuosiod sad ap sauleyiad “W[Juod 

UN }IAVS NO SUOIS91 ap JUeUDA SoUUOSIod 

Sop Il]flonooe,p eJanuNUODd [I J ‘SJUeISTUIWI,P 
19 sa1Snjai ap snjd aj 93da00e nb sKed sap un,] 
QINIULIP |] “S9}SIIO1191 Sa] Inod sajjanjusag 
So[qIo ap queine juOsS Inb ‘ayeuoNeusojul 
dINBIIAUS,P S]UIWAUPAP S]Ue}IOdUII,p 
asTuesio ja xred &] Op UdTJUIeEU Op SUOITSSIW 
sap e adionsed ‘xneuoneusajul sowstuesso,p 
J SUONNINSUI,P JIqUIDW JSO EpeUued IT 


‘SODIAJOSIIJUI UONUDAIOIUL,P SdINSOU SAP 
Ja1Oge]9,p Ja JasATeue,p JUaNUT]UOD sare sas 
Jo epeues 2] ‘SoAISSeU Soyod sap jueUTeMUS 
anbeyje oun joAe yWeismnod aonb saduanbgsuod 

Sd] NA ‘NPIAIPUI UN NO 919aS OUN ‘d}STIOII9} 
odnois un sed sanbisojoripes no sanbisojoiq 
‘sonbiulyo ‘samegjonu saignew op ajjanuajod 
uonestin,]| asjuasaidas anb a[jao yUuOp 
‘SQOCUIUI SI|JIANOU Jp JUeSSIOID dIquIOU UN 
Jamuoo e sajadde juos sjusuausIasual op 39 
DLINDIS IP SIDIAIIS SOT asUeID,| e [BL9}eW! 
Np ja JUdSIe,] 9p JUSIOAUS Ja SUOTIeJadO Sap 
juayiueld ‘spuoj ap 919a][09 ap saqIArjOe sap 
JUDUSW JUISIIOII9] Np suesnsed say ‘epeued 
ny ‘sajqio sked saijne,p a1UOd NO dUISIIO,p 
sked Ina] Suep dWISIIOII9] 9p sa}0e sap 
dINaWIWOS Inod airessad9u anbnsiso] uanos 
J] IIUINO] 19 DUISTIOII9] ap Saye sap Joyrueyd 
Inod ‘epeues 9] JuOp ‘siasuens sed sap 
SUPP JUDI[EISUL,S XNEUOEUIIIUI S91SIIOI9} 
SodnoJs Sap JdAe SUdT] Sap JUO Inb snpIAIpul 
Sdd_ ‘Sd}SIIO1I9] S9DCUDU SI] JasI[eI Nau 49 
Jayoalap Inod 911INd9s ap SadJ1OJ Sa] JUasOdsIp 
JUOP SIejap So] JUaWAapUeIS JUe NODE 

Ud INO} $d}SI10119] Sap uOTIOe,p dureyd 

3] 131e[9 JUO ‘xNeUOTIeEUIIIUI SA8eAOA So] 
mMy,pino{ne Juanyoayja,s atjanbe] sane aqTIOey 
e] © SODUIQWUIOD ‘SoUJapOW UOTedTUNWIWIOD 

ap sanbiuyde} say] ‘“apuou 3] suep 

jnoyled safe sas Ja epeued 9] nod anes 
e] op ueld 3] Ins suoissndiadai sapino] ap e& 
[EUONEUIDJUL SWISLIOII9} 9] ‘anbryijod arayoe71e9 
© JOUDOIA Op $a}0e,p adInos syediouLd 


iny,psnofne auisii0113} 37 


aJWISHO3a UY 
H anaed 


Q00z Ue,| ap DIGnd uoddey 


DO ‘ayeuoneu 
ayunoses e] Ja anbiqnd 9yanses eB] Ans yuasad 
Inb sooeusUI Sa] J91]UOD e& s}UdWOUIAANOS 
SOIINEL,P SJUIWIUSIISUDI OP SIDIAIVS So] 
dane,nb sure sjuajadwioo xneyUsUIdUIOANOS 
SOUISTULBIO 19 SOIIISIUIW SO] DAL 
UONLIOGE][OO Ud aT[IeACI] SHOS 2] ‘UY 9199 V 


‘yuowepider anjoag nb 9}x9]U09 uN 

suep sanbruyoea} sayoeded sa] Jtuajureul se 
‘SIOBURI]A SJUDWIUSIOSUAI Op 

SODIAIOS SAP DIAL SUONLIII SOP ITUdJIIJUI_—e 
‘QALId 1Nd}99S Np ja 
JUDUDUTOANOS Np SdaAISNOXxd NO SadVIsse[o 

SUOT]CULIOJUI SAP 9INIES e] JoNsse 
‘QWINIIS 

OP IBLII[J IP SADLOYJO SODIAJOS SOP IWJJO 
‘epeued 

np sanbiwouod? $}919]Ul S3[ IPUIJ9P =e 
‘g7eIoos ainjonseJUL,| 19 S[aUassa 

UOT]EULIOJUL,P SAWIaISAS Sd] 1939}01d « 

‘gqreuoneusuel dU[EUIWILO e] 91JUOD Jayne 
‘Sonbisojoi1q 
19 sonbiwiyp ‘soiresjonu sowie 
So] JUsWUIUTeIJOU ‘aAISSeEW UOT}ONASap 

op sowie sap uoTesasfoid e] IPUIAISA1 oe 
‘Soliyedxo,p SoyneuNUIUWIOD 

SOP J[GeIOIAUI a19}OeIeD 3] 1939}01de 
‘SIOBULIIA SJUDWIUSIOSUDI OP SODIAIOS 

IP SOUNSIPUL]O SdANOE SO] JOIJUOD e 
‘QUISUOII9} 

Np sjaJJo Sa] asquod oI[qnd 2] Jas8aj01d e 


> JINS DUIUIOD SaUINSdI 
9139 JUaANed UOTNIOAS Ud [eIPUOU 3}X9]U0D 
3] suep ofeuoTeu 91UNdes ap jo anbijqnd 
JLINDIS 9p IIIeW Ud IOIAIVS Np S}g19IUl SIT 


awinzas ap juawauBbliasuas 
ap a4a}eU Ud SYS Np s}9419}U] 


‘Josuel9,| 

e Ja epeued ne saljyje sap dane JUeIOGe][OD 
ud Ja UaWaddoO|aAap ap 19 dUdIBYIII 

ap xneaed) Sap jueNDaIJa ua ‘aIsojOUYIe} 

ap alanew ua sjauuonesedo sulosaq so] 
jusWapIidel JUeUIIO Ud apdeISGO 199 DIDUTeA & 


000Z Ue,| ap DIGNd uoddey 


v 


dYDIBYD SYOS YJ ‘saiyye sas outuIoD ‘ayenbape 
uodej ap ajgnbua alley ap jo afeuoneu 9yLinoas 
| Ins Juased Inb sadeusu S92] JOT[IOAINS 

8P IdIAIVS 9] aydgdwia ajuIod ap a1sojouude} 
e] 9p UONNOAY,| aJAINS ap 9IIDedeouI7T 
‘QDIAIBS Np safqio sa] red sasstnn 

J9 SaTqIssao0e JUSWIINe] ‘sa;qepsoqe juOoS 
SaISO[OUYIE} SaT[2BANOU SoT “JUdWAaTJJNOsso,p 
dUSIS UNONe d1}UOW aU Ja JUapedeid sues 
suyJAI un e ddueAe ‘SUOTedTUNUIUIOD99} 

Sap In91Das a] SUep NoUNs ‘aIsojouyoe} eF 


“ouLIDIagAD ay red 

saagdnoo091d suolninsul sap saun-sanbyanb 
anb 1UOs 9U 8-5 2] 19 adosng,] ap [lasuoD 

9] ‘ADIIWIWIOD Np sfelpuoW UOTeSTULSIO, | 
‘SaIUM SUONEN SoT ‘sanbryeuoyurl xneasal 
Sap Ja Sawia}sAs Sap piese,| 2 dDUepUadap 
Ina] 9140dwI09 anb sanbsts sa] 19 sooeudW 
Sa] Jasiogid ap Juaressa aatid inaqoes 9] 

J9 SOITEYI[IW S9d1OJ sap ‘IO] e] ap uONeoI{dde,p 
SOUSIULSIO Sap ‘SJUDUIIUSIOSUAI 

QP SODIAIOS Sap ‘SdIdISIUIW Sap ‘apuoW 

3] suep noyed nod un ‘sjuaWIaUSIOSUaI 
Sop Il]]Ilande1 op Ja SuoNeoTuUNUTWOD 

Sd] JUDWETes9g] Jajd90191UI,p JaNUa spuow 
NP SJUIUIOUSIOSUdI IP SIDIAJAS Sap ay1IDeded 
e] Sap JUSWIAIJIUD ne Jo SsoasMeULIOJUI 
SUOTIESIUNUIWIOD xne ddI] SISOJOUYIA} 

e] Op apidei uoMnyjoag;] ‘atsojouysa11aqAD 
e] aidope juO sajsto119] sodnois 

SOP }9 SlosuUeIIA SJUDUIDUSIISUAI BP SADIAJOS 
sop onb ej a] red a109ua sanbiydusiod jsa 
JUSWIUSIISUAI IP S9YAIOL S2] 19 DWISTIOIIO} 
3] Jasad juoj anb sadeuaw sz] Ans ajenbua,| 
‘axotduioo efaq ‘ayeuoleusojUul 9}LInNd9s 

op slanew ua suonednodo0e1d sap J9}1I9SnNs 
Inod saneis JUDWIWesIns sayyiqerupna 
Sop onbneulsoyul ainjonsedjul Ind] 9p ules 
ne d9J19 ‘aAeIUS sues Ja aiNs ‘anbruodde]9 
UONEWIOJUL,] IP UOTE[NOIIO e] op 

pies9,] & SAUJOPpOW s}e1q Sop aduepuadgp eT 
‘91UINDEs ap suoNsanb sa] sayno} JUsWET[anj}oe 
juapuai-snos Inb sinayoey xnedioutid sop un 
S92 JISO[OUYII} | 9p UOTMNTOAY,| ap yoOedwI7] 


‘yueae JudWopIdel 

Issne 19 JUQWIATIOR] Issne asrey nd srewef 
quareme,u spi,nb a9 ‘sjoaf{qo sap oANOwOd 
39 onbnsis0] e] Ja[8e1 ‘sayiqesuodsal 

sap Jajdao0e ‘saouatiadxe sino] 

Jaseyied ‘spuoj sap I]fiande1 ‘yusW9yNIO—1 Np 


alley ‘soyep sap Joxy ‘sindde sap 1aSeimosua 
}9 J9}OIJOs ‘sa[qio sina] yuowenbrygnd 
J9DUOUUL jo JOUSISSp Isure yUaAnad sadnoi3 
S93] Jo SNPIAIPUI So] ‘uONesTTerpuouMue 
suonejsajluew no suonejsajoid sap 

99YI9,[ NO SYddNs 93] SUeP I]O1 381e] UN Jono! 
op elonuluod jd Jueyodut yoeduit un na e 
JoUJOJU] ‘SJUaUTasUeY spuojold sad ap yudSy 


‘yoedull Ana] 19 s}UOWIOANOW 

S90 ap anbiun 919}0e1e9 a] Juanbiydxo 
Sonpus}eul SUIOW 93] Inod saduerye,p 
‘uonejsajiuew oun,p sduia} a] ‘UOMeUWIO] 

e] 19 SIOAIP S}USWIZI9,p JUsWIadNOIBa1 

9] ‘JUNWOUUOIIAUS,| Ip UOTDE}OId 

ap Jo xneullue Sap S}IOIP Sap asuajap op 
safnosndnois sa] Ja 207g YovI_ np saystyoreue 
sa] red yuaanos snjd a] sayuasasdos 

QOUDIOIA ET & SATGeIOAL] XNeUIs1eW 
SOJSIWI9IIXO S]UDUIY]Ja Sa] Issne JUDIE sseU 
Op SJUDWIANOW SpueIs SdDd_ ‘sayeredsip 
SNPIAIPUL,p 39 Sodnois ap uonedionsed ey] 
aseINOIUS SUONeIOUOUSP Sap dUIQUI [1e]UIAI7] 


‘SJUeIIIU SaystyoTeue xne Jo JYONeS 91]UdD ap 
SoJSIAOe xne SIaYyD SOpaio sap ‘auustyeydes 
np onbniud oun,p sjqnop as uonestjeipuow 

-Que,| ‘ugjuq “‘suonejsajiueul sapuess 

ap aIqGIO e] JUaANOsS snjd ua snjd ap jUOS 
‘syyoid soy Jastwixew e,nb Jayoiayo ou ap ja 
Sni[9 SJUIUIaUIIANOS Sa] anb sajyuessind sny{d 
9119,p ‘SOFEUOeUN|NU SOP S$}919}UI Sd] ILAIOS 
ap sagsnooe ‘SUOTININSUI SAD “daIWIOUODY, | 

ap uoTeslTeIpuoUl L] 9p due] Ap Jd] 9] QUOD 

Issne sIeul ‘Sasnl] Sa] JUaMIqse Jo UONeddde,| 

JU|[IOAINS Ud ‘Sa]Sa1 Sa] JUaSSTUap Ud 
sajja,nb sored ‘safeuoleusojul sayelosJouwod 
sonbneid sap sowsepuas sa] SUIUIOD 
jusWa[NEs UOU SaNA JUOS ‘(TW4) [euOeUsIIUI 
a11eJQUOU JUOLJ 9] 9 (ING) ayeIpuowW 

onbueg eB] ‘(OIWO) 9019WIWIOD Np syeIpuoW 
uonesiuesioO,] IUIWOD safeuoeuUsojUl 
sonbiwouosg suonesluesio say ‘sastidamue 
sopuels Sap sajqisuaysidei sanbyeid 

Sa] JgoUOUEP ep Inq nod yuswenbrun sed 
SIOJO]NO} 1U0,U UOT}e}Sa}01d ap SAAD SIT 


‘sonbiso[oo9 

soudosseyeo sap Janboao.d ap ja sajjeinjeu 
SODINOSSAI SI] JoJ9S [EW Ip ‘JUIWIIUUOLIAUS, | 
ap Ja1onos as sed ou ap ‘sayeAojap [reAes) op 
sonbneid sap JIOAe,p ‘SaTeIDOS SaiI[eSauI So] 


000Z Ue, ap dIIGNd uoddey 


ja8eimooua,p saagsnooe JUOS XnNeuOoTeuUsoyUl 
sjugua8e8ua sap quo Inb saig1IN0s sepueis 
so] ‘sojeuoMeunfnu sa] Inod uolsiaae sWQU 
gun juaseyred sjI ‘SJUSJOIA SO]STW9I]X9,P 9ITWIT] 
giquiou uN yop ‘JUayINeAsyS as Inb xneasoJ 
9p 32 uolssaid ap sadnois ap ‘suonestuesio,p 
sues a1seA uN JueJUaSeIdoYy “Sa}SIAI9e,p 
Sol [IW op uoTUa}e,| Iny,panofne jusIe 
‘gssed 9] red a8niw Sadj Jg19}UI UN xno 

ne jugreyosns nb ‘anbisojoog ja ayelo1aWUWOd 
‘QIgIDUeUT] UOTIEOOA & SayeuoneUIIU! 
SuOT}esIUeSIO Sap SUOTUNEI SaT “a}UeSSIOID 
uojuaye oun asixa nb ‘uonesifeipUuoWnUe | 
ap ouawiouayd neaanou 9] SUO}ID ‘aSsa19qUL,S 
Qd1A1aS a] Sayjanbxne aynogs ap suonsanb 
sop owes aise &] Op o]dWexa,p a1 ¥ 


‘souTeuny SddINOSsal 
sas op uonNredad e] Ins JUdWOJET_NONIed 
snid juaooe,| JueyoW Us ‘JUQUIOU 

Np ddeudUI L] Vp s1ped a] Suep VdUaTIDYJo UOS 
TOAD SSO SULS OP ddIA19S 9] anb gu 
JUO SOXOUUOD SJUIWIUDAD SI] 19 6661 PP UY 
e] e wessoy powlyy,p uoNesaley ‘9sso]dnos 
e] ap jo sanbsii sap uonsas e] ap asnalorpn{ 
uonestgn,| ans aJdwi0d SYOS 9g] ‘soeusU 

op olamew ua saqwoid sap uonnjoag,| 

19 Soyetonso UOSTel] 9p SUOTLIAI Sa] ‘SAQTTUI| 
souleuUNY SadINOssal Sap juajuaseides aonb 
Sap Sa] JaAs[a1 ap UY ‘sodeoyye osATeue,p 
19 91/99]]09 ap sapoujaw sap Jonbidde yneyj 

[I ‘Qfeuoteu 9ILINIaS ke] SIOAUD S9DeUDU S2| 
ins soyanbua sap swwou julod e Joust INOd 


‘Qe YW IIIOA ‘asrewuewnNy sprle,| 

ap ued 9] INS SAAISSEU SUONUDAIOIUL,P 9 
xted ey op UsUIeU op SoTeEUONeUIIIUI SIdJOJ 
sojueVoduwil,p ulosag MOAe,p e1onUTUOd 
onbujyi7] “XnedIpel Sd}Sl1s9]UL SJUDWIOANOUW 
Sop 19 So}SUO1I9] sadnoss sap ajduiexa sed 
‘xnolosuep S]UdW9]9,D JIANIO,] JUOS INnb no 
SUISIOA SKed sa] JUaDeUDW IND SsuOT}DaAINSUI 
So] Jowtideas Mod JUusUIITeU [IW ITUSAIOYUI,P 
juonbsil sayqeajos JUOS Ja JUQUUOTIOUO}J 

Inb sureouye syeyy SO] “JUIUNUOD 9d ap 
alas ap Ssautatqoid saves sap yuspusdap 
anbiyy,| op 1uaAe,p saatoadsied saq 


‘91191 0[3Uy 

Ud 19 PION Np apue] A] Ud $d}SUO1I9} 

So}0e SOP dIJOWIWIOD ap JUaIUI) SUTedT|qndal 
S]JUAPISSIP Sap ‘WUaWOUTesap Np uoNsonb Ke] 


19891 op 19]UA] ANod sjreJ yUOS sOJJa sap aonb 
juepudg ‘Soule sina] aipual e gouaUIWIOD sed 
smo{no} Justeae,uU saystfeAo] 39 Suredt|qndgs 
sa1stio1a} sodnoss xnedioutd say anb sioye 
0007 JOLIAgJ ua UY Sud JUO 6661 aIqua59p Ue 
DION Np opueliL,| & Sansajap weae ousejaig 
-9puel5 ey anb sloanod so7 “p1JON np spue|s] 
ud ourey1a0ur snjd ua snjd op jsa UONenIIs eT 


‘QpuOU 9] SUeP jnoVWed 1Sq,| IP SISV,I 

op saujedxa,p sayneuNWWOD sa] suep AT]UIS 
my,pinof{ne JU] as ‘suedI[eL Sa] D9Ae SUAT] 

ap snjd ua snjd ap ajuaseaid tnb ‘aimuayoed 

19 nuwel Np WYyUos sv] suep sajueJIsII[Oq 
sanied sap oun] & sreueystyed JusulousIasual 
np jlesedde,| ap NuNUOD UeTINOS Np sjayjo SOT 
‘quigjqoid 99 ap aouejsisiod e] suep queyodull 
Inoe] UN Sd YAIS PWIS|WaNXa,] e sep onsuo| 
9p UdTINOS UOs ‘AUIgUI ad ‘9[91IUOD ap dUs]| 
e] ap Buc] a] asuorold as yWYUOd aj anb 9110s 
Ud We] sITWIIYeD Np Jwuej|[IwW JUaWANOU Ne 
ginsse ueystyed a] anb inddeq ‘sopnieinbul 
SOAIA Op JoyOSNs op snuUOD ‘Ue shed 

9] red sanuaynos UOT}DELINSUL,P S9WANIE,P Jo 
9110ANO ai1on8 ap soJel[n8a1 sapolied sop sed 
asuajoeres ‘aimuayoed np jefns ne uej\shyed 
ne opuy,| asoddo nb gsuojoid quod 97 


‘sked saijne,p 

@ dIPUDA Sa] ap Ja vaqod ansucj e sanbysiyeq 
SojIssIu Sap qulod ne 91]}9W ap 9NUUOD PION 
Np 99109 Ke] anb yey np sino{no} ajgrnbut,s 

uo ‘omno uq ‘sked sasne,p Issne stew ‘PION 
Np 9d10D ke] op JUaWAlNas UOU JUeUAaAOId 
SOdCUDU SO] 91]UOD oIPUaJap as Inod 

oireyyiu ayoedes es oij10100e,p UOT]USIUT,| 
TIOAe Up & pNs np vaio x] ‘Isury ‘onbrrod 
Jamnbryo9,| Ins adeyd oun sate] as e JUBYIOYO 
Inb suaiseina sJUedSLIp Sap Sae} IU 
SoIANQOUeUI So] Jed sagaId SajyUessIpUeIS 
SUOISUD] SOP 9DUIBIAAUOD op JulOd 9] JTUaAIpP 
ap onbsii 1S4-PJON np sisy7] ‘UeMIeL & 
stuj-sye1g sap indde,| ja sreuodef owiseyyiw 
Np 99}JUOU L] SUIWIOD aJapIsuod a{[e,nb 29 9p 
a]9Inbul,s suTyD eT ‘aul1o] udoW e NO 1INOD 
e UOTeSI[IGeIsap op Sina}de] sap JUdjUaSaId9I 
sonbiuyja Jd Sasndisilja1 SayIOUTW 

so] anb isure ‘8u05 unyej 93098 e] red a[dwioxe 
red ‘Sulllag ap aysoyne,| e SQdUR] SYP Se] 
‘uoNdns09 e] ‘SWI J] ‘JUeSSIPULIS 19 9AIIP 
ISCWIOYD I] “SdSIPUOU-SI9T] SoINJONASeAJUI 
Sap Ins JUuasOdal 9191I90s eS ap SIN9}DeS Sap 


000Z Ue,| ap DIIGNd uoddey 


C 


yednyd e] onb uaig ‘ued satwaid ap oyeipuow 
souessind oun JIUdAap & aYydJaYD oUTUD eT 


‘sjuessaoul sonbiuyjajojul saura;qoid 

Sap dae sasiid xne jso dIqJaS PI ap pns 9] 
anb sipue} ‘a[qeiA onbiwouod9s auraysAs un,p 
sg00ns ap sadueyd xne Juasmnu uoNdnsu09 

B®] 19 SUILIO 9] ‘QIUSOg UJ “SIASSOTIW JUSpIseid 
uatoue,| & Sal[ juOs Inb xnad Jat~nonsed ua 
‘Q119N8 9p SAWLID Sap UONsanb xy Ja[8a1 e 49 
OAOSOY Np MUaAe,p saatdedsiad say] 1a8estvua 
e sked np sjueasiip xneaanou s9J 1Ud0I0] 
adoingq,| 19 stun-syery soy ‘JayJo u_ ‘Jatpnonsed 
1QI9JUI UN INQADI Op eJONUNUOD JIAKTSOBNO, 
ap ajelopay onbiqndeay e] suep uonenis e7 


‘SJUDUIDU9AP $99 9p Jayjnos dnooneag uO 
‘queyiodut snjd a] aqese ulsioa uos ‘a\d43q,] 
JUOp ‘UOISaI eB] ap sked samne say daAe 
[9eIS],p SUOTe[a1 SOT ‘“SuaTUTSaTed SaJIO}LIIO} 
Sop 19 [QeIS],P P[ap-ne d1pudy—s,s JUaTeLInod 
PUIIGeISUL,| 19 DDUIIOIA FT 19 VAIT9 BINJWIOp 
apeyeosa,p onbsil a9] “¢/61 ap oqeie-ojaeis! 
WYUOd 3] sIndap syesaul JaWIWOS UN JUII}e 

e 39 xneuinol sap oun e] neaAnou ap We] ezeyH 
op spueg &] suep ja atuepsolsiD ua yWyUOd 

¥] ‘apuow 9s] suep nowed saineunwwWo0d 
SoaSndIqUuIOU ap SUP INUAS Ie} JUOS JS 
SUdT[9eIS] Jo SUDTUTNSATed aud sJUSWIIUOIe 
Sap apeTedsa,| IP S99qUIOJAI SIT 

‘xted ap snssadoid 3] Jajg11e Wey JUDWIaDeOY Ja 
© 0O0Z BP SIOUI S1dIUJap Sap sInood ne 
JUSUO-udho| Ne SsJUIWIIUDAY Sap BYydIeW eT 


‘JuaAINSINOd 9S 9}1139]UI,| JOUTU Ud 

e no sayou shed sap uoneIsIWUI,p aua}sAs 
3] Jojndiueus & JUeSIA SaAT}e]U9} So] ‘UUA 
‘soTeuoleusued] So][OUIWIID SuONesIues1O 

Sg] Inod sanesON] a4139,p ed es nod snuNuos 
QUNSIPUL]D UONCISIWUWI] “9}LINDgs e] ANS 
suolssnojadas sap juautgo10j yueke onbiyod 
J anbiwouods ‘[e1I90s a1p1O,p sowietqoid op 
BLI9S 9UN 94NO} NO,p ‘s}e}J 91]Ua s}IUOD sap 
dIquioU 9] onb swiyyAI oWgUI Ne dJUSUISNe 
XnaIsIjol 39 Sonbniyjod sarsnjai1 sap 2 
sogoe|dap sauuosiad sap aiquiou oT “9}LINdgs 
2] op ueyd a] Ans sauatqoid sap 19sod 

ap JUsNUNUOD sfeuONeUSsUeI) dITTCUTULID 

2] OP DDULSSIOIO LT 19 DAISSEW UOTLISIW CT 


‘S}IJUOD Sap JUISSIAYS NO SUOISEI op JURUDA 
souuosiod sap JUIUIIIOI[NBII AT[[Jand9e,p 


BJONUTUOD II Jo ‘s}UeISIWUWI,P Ja saI8nyoL 

ep snjd a] a3da00e nb sKed sap un,] oInswiap 
BPeULD 97 ‘“SAAISNJOXS sdISojOUYIe} ap jo 
SUONeWAIOJUL,P UOTIsINboe,| airey 39 DWISTIOLI} 
ne USIINOS 9p SayIAIDe sap JasTuesI0 NO 
JULSSII9}UI JOIPUS UN UOJ Ud sanbi8ojouyIe} 
SINd}9es sure}iad suep uoneyndal 

eS Jo QUUDIPeULD 919190S &] ap ainjy1OANO7] 
"S9}SUO1I9} Sap Satfanuajod satqio ap jueyne 
UOS dINSJOAUS OpueIs ap xneuoNeUIOIUI 
SJUIUIIUDA S92] 19 xIed ey ap uaNUTeUT 

OP SUOISSIW So] ‘SoTeUOMeUIIUI SUOT}ESTUeBIO 
yo SUOTININSUI Say ‘sed np dITIGISIA P| 

nia0e quo ‘ajdwioxe Jed ataejsosno, x] 19 bed] 
91]UOD ‘saie| [Iw suoloe sap e uoNedionszed 
ap no ‘OAOSOYF ne jd Epuemy ne ‘dIPeEUloS 

ua ‘aIUSOg Ud Sed JJ INJ 99 aWIWIOD ‘xred 

e] 9p USTJUTeEW Op SUOISSIW ap assise,s [I,nb 
‘Q[eEIPUOW JUgdS e| INS epeued np sajuanbay 
snid ua snjd ap sanbnijod ja sasrey yw 
SUONUDAIOJUI SOT ‘aTeUOTIeU 9ILINDVS es INS 
suolssnoJodai sajsea ap & Inb 99 ‘Ia8uensa,] & 
S}I[JJUOD Sop oIpNosal e Jopte e gjadde yuaAnos 
snjd ua snjd ap isa epeues 9g] ‘sue xIp sindaq 


‘SOULIe SIP 9[OIUOD 

IP 3aNeul Ud SdTeEUOTeUIIIUI $9]U9}US Sd] 
JOUINOUOD 9p JanuNUOD e sauTUJalap ‘aAqrT 
e] 19 bed],| ‘ues],| JUajUasaidas aonb sdeuaU 

ey e A It ‘shed samne,p & dIPUdA Sd] Ap 19-a]]99 
QP JUOJOA EJ 19 PION Np 99IOD ke] Jed oAIssew 
uolonsap ap sauze,p Julod ne osTwi Pe] 
Jasad quoy anb adeuau e] a1INO ‘oITeJ-IOAeS 
np 19 sajajduiod sayuesoduiod sap Jaimoold 

9S B JUDSSISSN9I SAANIINSAI SoINsoW sop Jed 
sasia Sked surejyiao ‘aAISSeW UOTON.YSap ap 
soumre xne Sal] XNLI9}eU SAP Jo SdISO;OUYIE} 
SOP S]aJSUeI] Sd] JO[OIJUOD & SQUTSap 
uonNeladood ap $9}Ud1UA Jd SINASSTUINOJ ap 
Sowisal sinaisnid ap ‘afeuoneusaqUul a][ayo9,| 
e ‘gouasaud e] a18[eW “Iseno,| ap seddojaagp 
sked sap saidne sairessao9u oJTeJ-IIOARS 9] 9 
sal8ojouyse} Sa] ‘Sayuesoduiod say Jamnd01d as 
ap JUAANOS JUajUd} [eUuasIe aidoid Ina] saWgUI 
-xnd olinpoid ap 3a IOAQDUOD ap saqedesul 
sked sureyiad ‘afeuoteUusojyUI gyNeUNWIWIOS 

2] op a]quiasua,| anod ueyd salad 

ap owaqoid un juUa}saJ $1n9}99A Sins] ap Je 
sonbrwiys no sanbisojorg ‘sairegjonu soulse,p 
uontsinboe,| aitey e yuaydsayo Inb sKed so} 
JUDIAT] 9S Satjanbxne aAIsseul UOT]|ONA}SEP 9p 
soulie sop uonelasoid Be] & Sagi] SAYA SOT 


‘stun-sield 

So] NO JUdUO-uUahoW 9] ‘edoing,| PUIWOS 
‘soliqei1a uaig SUOISaI Sap Suep anb Isure 
‘uawa,A ne no uelpreqiezy ua ‘ouualreyesqns 
anbiyy ua ojdwexe zed ‘aqo[s np sagusio[9 
SUOISAI Sap SUBP JUIUUDIAINS Inb syuaWaUgA?g 
sop souewoduit,| aIpusIdWOD Ja a1]JEUUOD 
Iny,pino{ne WOp dd1A1ag a] ‘Q2eusUW P| 

ap 21x9]U09 Jan}oe,| ap UOsTel UY “SaATsoydxa 
SUOISaI Sa| 12 SUOTSaND sa] Ins sadUeSSTeUUOD 
op oseq oun AlUdJUTeW Ja Ja10ge]9 

mnod sjuajadwios sinayenbua sap je saiskyeue 
Sop NkJ [| “@1AJ9S np un oJguINu 9qoOLId 

2] aInawiap sIgnd np gyNd¢gs e] Jonbinod 
4SO,D ‘afeIpuOW aI[IUD9,| @ SJUBWSsUSIoI 
sop jueke JUapIOUl UN,p InvoOd ne 

epeued 9| Jaduojd wesmod nb 99 ‘afeuoneu 
dudes Re] Jaoeuau Sed yUSUUBIA dU o1QsdUeII9 
QUIBIIO,p Sautajqoid sa] anb 9310s ua sJlej 

@ dJSISUOD JUBWIDUIOANOS 9] 19 SUOS a] Inod 
Yap 9] Jasue4s,| @ SIWIWIOD SUISIIO119} Op 
9}0e uN,p auisii0,p sKed a] ouUaTADp epeued 
3] onb soydeduia,p xnateduut so [I ‘ssasuene 
S}IJUOD ap JUBUIAapIOGEp ne sgID0sse 

gnied opuess ua juaysai epeued ne onbrtjod 
a19}9eIe9 & IDUD[OIA Op Sed Sa] IUTWIOD 


‘sassa[q 000 $19 SMOW OLZ 

ap snjd e aaata 1Sa,S Ue[Iq 9] JUOP ‘TGOIIeN B j9 
ureeyes-sa Jeq & Sluf-s}eyy sap sapessequie 
SO[ 91]UOD 8661 US SaNediod aquiog 

e] e sjeqUae Sa] ajdwioxe one dWIWIOD 
SUOND ‘SaUUNS sSaj\SIWI9IX9 Sa] JUdJUaS9IdaI 
aonb ooeusW e] ap inajdwe,| ap susIOWd} 
‘SWIOW 000 SE e,nbsnf aurey e WestA Inb 
‘I9JUID IPEAL PLIOM 9] 91UOD E661 US STWIUWIOD 
aquiog e] & yeJUaNe7] ‘saluUNS Soj\SIWIIx9 
So] JUdANO] as Janbnp ueyd Jatwoid 

ne ‘onbiwiey]st IWISTWI9I)x9,| 1S9 UTeIOdUIa]UOD 
QUISLOLI9] Ne syuaIIYUI SiInajoe} xnedioutd 
sop uN ‘a]jaMuaUOdxa UOdeJ ap 9}IANNe,p 
dureud Ina] aipusj9,p Sa}sWO119] xne stwod 
JUO xneuoNeuUsajul saseAOA sa] Iny,panofne 
juan{oajJa,S ajjanbe] sane aq[Ioey e] 19 
SOUIBPOU SUONSIIUNUIWIOD 9p SapoyyaUW SIT 
‘QDUOU J] SUP d}LINDVS kB] ANS SuOTssNd1adaI 
sojueVoduil,p JOAe,P JUSNUTUOD ‘aTjanjoe 
diay] & IWSLO1I9] np siaAoj xnedioutid 

Sap uN ‘XneuOoNeUsaUl Sd]SUO119} xneasal SIT 


000Z Ue,| ap dIIGNd uoddey 


ayUNI—as P| 
ap a/eIDUOW 
31X3}U0) JT 


| died 


UI 


LL PTT eT TT so2sdANnOSsodi sop ouinssy 


IA 214ed 
Gus eae UOSTeT] ap suolelod 
es ere JUSWOUIAANOS 9{ Inod osed]I5 
C| elalsioletele.siatare(elelaie aauUaho}9 op 2) UOTeISTUIUI,p 


sapueulap sap o8eJI[I4 


SL saseaeceesecsssececerors OJUINIOS op abesls 


A ened 
val ois winloveraielareieis/eiierbi8/ etal sie ieletele/srelere atainin ere o/eUslere’e 3]|quIasua,p ona 
Pe ee JUDUIDUIOANOS J] DIAC UOSILTT 


e1- woddes ap o1aneul ua saitiqesuodsoy 


El aoe oeeeoeoeeeee uo snpoid jo asAjeuy 


Al aed 
Tae ee UOTeCWIOJUL, Pp suoneiado 
val ais (etelart’=falolareerelavolelelets evetatalerstniosocoseieisie onbiwiou0s9 JWINDIS 
ioe SoyeuOeusUeL)] STOUT Sa IANOV 
Ve Wo tues  Nersi jUusWOUSIOSUaI op SITATDYV 


L L SOU SU eRe eee eee abeuuoidsa-31}U05 
Hil S1ZAe 


gg corr eeeeeneeneneeeeneeneeccnneeneeeten suISUOLa} np 
juowooueuy np uorssaidas ey] anod 
gJeuoleusajUul UOMUDAUOD 


g eG aiainiviolaleiaisieleie steisintei0(eisieye ees sleisp ne: Sisal) ole recaiets le)elp oieie.8) uoneiadood 
ne i cece nas sajuednos0a1d soouepuaL 
L Miaiarelo/ahietstuieta/s ctnlet ofatain atalatele tera my,panof{ne JUISTIOM9) a | 


L PTET TCT ITT) JWISLOsAIIVIVUY 
HT ose” 


ee 9]UINdas op jugWaUSTasUaI ap 
oJoeul US SHYOS NP Sjosg uy] 


| “"9}21INIaS BE] ap JeIPUOW 3}X3}U0) 37 
| 9140 


I PTTTITITITTLirrieeeetee eee LLL sodoid-jueay 


000Z Ue,| ap dIIGnd woddey 


Said}eW 
sop 9s/GeEL 


0002 Ue,| ap IIIGnd Yoddey 


O ‘sJueInod Sap Sa] JaAVTAI IsuTe 1a afeuoneu 
9LINDYs e] JUDUTSDeDYJa Jas9}01d JIoAnod snod 
Soja[duiod sajanbua,p anus} e] e sajjanuassa 
soureumny ja sanbruysea) saioeded sap 
asodsip [I,nb Jainsse,s WOp SYDS 97 ‘xnalus 
xnedANOU Sz] Jo SadeUdW SayediouLid so] 

Ins yuawasnoatoipn{ sa9ijUadUOd 9119 WUdAIOP 
mnb ‘ad1A1ag np sadinossai sap dnooneaq 
a3IxXd 9Yyde] N9D  ‘sayoLd sas Janyeadeal 
JUDUITJONUNUOD Ja SdDeUDUW SISJOAIP 

Jaquoo ja JasAyTeue ‘Ja][IaAins yuUdWIUWe}SUOD 
WOP IdIAIaS JJ ‘s}OeXd S]UIWIIUSIOSUdI 

sop unyoddo sduwia} ua INUINO] & JISssndi INOd 


“epeueo 

np 931INd9gs e] Ins jUased Inb sadeuaU Sd] 
Jasyyernou inod gyetonid jsa yUaWIOUJOANOS 
Np sudlq so] 1a89}01d & JUeSIA d}LINDVS 

op suonenjeag,p 19 UONCISIWIUWII,P SIOISSOp 
Sap suep a}INd—s ap STIasuOd ap UOTE \so1d 
e] ‘SOUISTULSIO 19 SaId}STUTW Soijne,p 

DOAe DOEdTJa 9SueYI,p }9 UOT}e][NSUOD 

ap snssadoid un Jainsse e Japre e 9 sDeUDU 
aun juajuasaidai snpiArpul sap onbsio| 
JUDWOUIOANOS J] IUdAaId e JUeSIA DUIWTeISO1d 
np oised issne We] ayLIndas op 98eI}[IF IT 


"@9'03'SIDS-SISD MMM 9SSOIPR, | 

© IIAIIS NP aM IIS J] JONUSIA JUQANId 
gfeuoneu 9yndgs e] e no anbiyqnd 9yindes 
e] & Saal] SuONsanb soa] Ans aseyueAep IIOAeS 
Ud,P XNdIISap SINd}99] SAT “SOATIE Sas ja 
soumueisoid sas ‘yepuew uos Ins sayUdUTIOd 
S9JJOANO SIDINOS BP SUONECWAOJUI SOP IUINOJ 
ap osretndod snjd ua snjd ap jo a]qejual 


uaAOW ‘Gam aS UN,p 9}0p 3$9,S adIAIa¢ =) 
‘UAWIUJAANOS np sduaredsuen op assauoid 
eB] Re USWIPUIOJUOD “UOU NO saljisse]D 
syioddes ap owes ajsea aun yinpoid nb 
‘uonjonpoid e] ap ja asxyeue,| ap ‘saouaSixe 
Sop UONDdaIIq ke] e s9yUod ated apueis ua isa 
Piqesuodsal 9919 ‘presa 199 ke Ja]I[IasUOD 

3] Op 19 epeued np 93LINd9s E] sIOAUd SoDeUdUI 
SOP JUSWIIUIIANOS 9] ItUdAId ap ajueyodut 
S[Iqesuodsai e] WoAsid SYOS np yepuew 97 


‘sasud xne 3S9 SYDS 93] Sayjanbsoy 

DIAC JILINDIS Op JUIWIOUSIaSUaI Np 9}x9]U09 
np saxe[dwios snjd sinof{no} suonesyipouw sap 
aIQuUIOU Ne }UOS dIN}ONSeUL,| Ins jUased mb 
SadeUSULIOGAD Sa] 3a SanbrwIOUOd9 suOTsanb 
SoT ‘aseuuoldsd-aU0D np uOTDaLIG 

e] op JUdAg|al ‘epeued np anbrurou0se 

yo onbnyod ‘ajeioos sammyonjsesyul 

SQ] Ins Juased nb sadeudUI Sa] Ans aonb sure 
‘slosueI}9 SJUSWIUIBANOS ap JUdWIUSIISUAI 
ap Ssaqanoe xne ye1) WuUO Inb ja ‘ajeuoneu 
91Ndgs Ee] Ins Juasad Inb sadeuaU So] 

Ins sajgnbua say] anb sipue) ‘awWSt101191Ue, | 
IP UONDIIIIC &] Ip JUDAVIAI ‘IDIAIIS 

np un oJauINnu 9i10LId e] DUIWIOD Sd9JaPISUOD 
smofno, ‘anbijqnd synods ke] Ans Juasad 

Inb sadeuaul Sa] INs sajgnbua say ‘ayeuonmeu 
d1Ndgs P| ap ja anbyyqnd 9yLndes e| 

ap sind}Das XNap Sa] SUepP ddIAJaS a] JUadnd90 
Sa]JaAnou Ja Say[jauUuONIped suolsanb soq 


‘gjeuoneu ues 

e] Ins uonednad0¢91d ap sjo{ns op o1quiou 
jnod un & Issne assai9qUL,S IIAIaS 97 “asUIp 
no nudynos js9 JasueIj9,] 2 STUTUIOD }e]U97}e 
un no,p sKed a] sed juatAep ou epeued 

a] aonb Jamnsse,s Op SUDS 91 ‘anbruyja 
9yneunuIUIOD oun e yusuUaTyedde nb 
epeued np suafkojd sap no sjuapisas sap inod 
« oyed ey e sagl] suonsonb » sap JluaAap 
yuarermod nb xneaanou sjrej sa] aspuatdutos 
ap 19 Jasadas ap xnotiaduul jso | Jasuel9,| 
 SOUISIIO SINa] UO 9ILINDS e| ap uel 2] Ins 
epeued np suonednoso0gid sap aiquiou uoq 
JUIWIOD “epeued Np syLINd—s k] & Sal] S}g19Ul 
sg] Inod uonedylusis ne] e1pus1dw0o 

9p ja SadeUDWI Sap UOTINIOAY,| OJAINS 

9p sulosaq S2] JUsINSY UONesI[eIPUOW ap 212 
91199 Ud IOAgIaI & gjodde V109Ud }S9 BDIAIIS 

3g] onb sjueyioduul snjd sa] sy9p Se] Hued 


000Z Ue! ap DIIGNd uoddey 


‘QyUNDdaS op JUdWOUSIOSUaL 

np spuoul 2] « JayNsAWwep » 

Inod yo]jo un suep sapsoge ajo JUSWETes9 
quo sosrejndod sayyAw xnoiquiou 

oq ‘SsjugWasuUeY) Sad ke dITTIqIxoy 

dane 1a\depe,s ap dd1AJas np goede 

2] 19 YLINDaS BL] Vp 9}X9]UOD Np UOTNIOAY,| 
‘SYOS Np Jo 9] DYGnd ne aiPeuuod 

oi1ey XNIIWI ap Jnoalqo,| DaAe aseq 

9199 INS JaJOge]a,P sNUUOD JUO gpgoons 
yuos 9s inb sorqnd syodde. soy ‘Ams UO 
inb soquue sap sinod ny ‘jWUsUIIUJeANOS 
np sinaploap xne sanbrunutwo0o 

JUOS S]UIUIDUSIOSUdI S39] JUOP UOdEJ ke] IP 
uoneoydxe oun 39 9d1AJas np jauuoryesodo 
3}X9]U09 Np s{quIasuUd,p ana aun jeUasaId 
SNOS np oiqnd yodder s9twiaid oT 


‘epeued np ajeuoneu 
d1LIND9S P| ap 1n93}99}01d onb jue} ua 
QdIAJOS NP UOTINGINUOD e| Ins uOT]UA}Ie,| 
o1no usa yresnye woddes a] ‘S[ONprAIpul 
sa laql] 19 SWorp sap yedsa1 np 

o] suep seuoneu 9yLIND—as e] op uoT}90}0I1d 
e] onb aswiau ap ‘satidoidde synejsis9| 
S3]OIUOD Sa] 19 UOTIeESTIIGesuOdsal 


e] Jomsse,p wWesyouliod sdIAJaS np 


« snssao0id Ja sing » sap uoIsuaYysiIdWOd 
gina|{lIaw oun aynas aonb ressreuuodel 

Il ‘aqLINndas ap JUdWIIUSIOSUI 

np [euoneuAaiul Ja FeuOTVeU 9}X9]UOD 

3] anb awaUW ap ‘SYOS np yepueul 

J] IIYEUUOD ITE] XNSIW SP 9ISSOD9U P| 
ap JUaIDSUOD e392 [I,Nb sored yUaWasesUS 
oo sud Weare JUSWIUIOANOS 97 


‘SOUNUWIUWIOD 
Sap siquieyD ke] & (SHOS) andes 

dp JUDWIUSIISUdI NP USIPeUeD JDIAIAS 

np oygnd yodded szstwieid a] asodap 

e Epeued Np [e19Uas INIUOI[JOS 9] ‘ayLNIas 
OP JUIUIIUSIISUAT NP UIIPYUDI IDIAIIS 

J] ANS IOT &] ap [esa] uswWeXS uN,p syns 

eB] y ‘yeuoeu 9ILINdas ap aulasAs 9a] INS 
SUONCULIOJUL,pP Snjd usIpeued dI|qnd ne ja 
judW]1eg Ne JUNO] ap JUDWIasesusa UOS 
ap aninboe 3sa,s epeued np JUdWdUJIANOS 
3] ‘JUepusdad sue xIp e A] ‘a0edTJo 
9UNdas 9uN,p UONTUYap e] Suep sanboaul 
JUDANOS JUOS « JIOAPS AP UIOSAq » 

np odiouiid 3] 19 Jo199s Np sajyureUOD saT 


sodoid-}ueAYy 


/eJUAaWaUUOI/AUA aLaWwdW,p a4ua,| ap 


Janke aWwLdW) JSa JuawNIOp ag Arelgry] poyulig Jo} Jadeg jo SOUSUPULID -- SAOUBIDG UOTPULIOJUT 
JOS plepuris [eUOHeN UBOLIOUTY SUJOU eB] SUep sonuajUOD soTeUTUTUT 
SQOUDSIXS xNv JeJsHes uoNRognd aya0 snod aston raided rq 


AY) 


18/IAIAI B ZASUAd 


0-6€7S9-299-0 NASI 
L002/c-LZSP ¥e9 8p sN 
0002 VAVNV9 SSOIAYAS 13 SLNSWANNOISIAOUddY SAG AYAISININ © 


29°03" SIOS-SISO MMM | JOUIOJUT 


(suolesTUNUIUIOD) YOLO-LETZ (€T9) 


pOP OI 
(Ol1eJUO) PMEHO 

| L ayesanoons 
tenor a) 

SUOTJeOTUNUIUIOD Sap anos] 

9}LINDas ap JUIWISUSIaSUaI NP UsTPeUPD BIIATES 


:Jaae sanbrunumuo zaypinaa ‘sjuaurausiasual seydure sn yd ap nog 


sju9WaUbIasSUdas ANOd Bf 


Canadian 
Security 
Intelligence 
Service 


Canada 


SONSEERSSBEEESseeeseeeen 


saan e HOM a 


@ Public Contact 


For more information, please contact: 
Canadian Security Intelligence Service 
Communications Branch 

P.O. Box.9752 

Postal Station T 

Ottawa, Ontario 

K1G 4G4 


(613) 231-0100 (Communications) 


Internet: www.csis-SCrs.gc.ca 


© MINISTRY OF SUPPLY AND SERVICES CANADA 2002 
Cat No. JS71-2/2002 
ISBN 0-662-66301-2 


Think recycling 


The paper used in this publication meets the minimum requirements of = 


American National Standard for Information Sciences -- Permanence This document is printed with 
of Paper for Printed Library Materials, ANSI Z39.48-1984 environmentally friendly ink 


Foreword 


2001 Public Report 


Government 


Pubtications 


The first Public Report of the Canadian 
Security Intelligence Service (CSIS) was tabled 
by the Solicitor General in the House of 
Commons in 1991. This constituted a 
response to a commitment made by the 
Government of Canada to Parliament and the 
Canadian public to provide more information 
regarding national security processes. The 
Public Report allows the Service to give 
Canadians an overview of the global threat 
environment and the implications for Canada 
and Canadian interests. It introduces readers 
to the programs in place which address 
threats to public safety and national security. 


The events of September 11", 2001 
precipitated not only a significant shift in the 
global threat level, but also in the ensuing 
response by the Service. Public safety and 
safeguarding against the possibility of a 
terrorist attack occurring in, or originating 
from, Canada were already the highest 
priorities of the Service, with Sunni Islamic 
extremism being the lead investigation within 
the Counter Terrorism program. Following the 
attacks, the Service adopted a heightened 
operational stance in order to assess the 
threat posed by Sunni Islamic extremists in 
Canada, to closely monitor the potential for 
any retaliatory attacks against the US, and to 
assist US agencies in their investigations. 
Substantial resources were diverted from 
other programs to address the increased level 
of threat and intensify existing investigations 
on Islamic extremist activity in Canada. The 
Service also initiated enhanced information- 
sharing and cooperation to address concerns 
from domestic, US and international 
intelligence and law enforcement agencies. 


The Canadian government also took action to 
counter the threat posed by terrorism and to 
enhance security both domestically and 
abroad. Through legislative amendments, 
Canada has acted in support of United 
Nations (UN) Security Council Resolution 
1373 to freeze the assets of those who commit 
or facilitate terrorist acts, and to prohibit the 
provision and collection of funds for terrorist 
activities. Other legislative measures adopted 
by the Canadian government are intended to 
deter and disable terrorist organizations, and 


provide additional tools for the prevention, 
detection, investigation, and prosecution of 
terrorist activity in Canada. The federal 
budget for December 2001 allocated 
additional funding to the Service over a five- 
year period. This will be of additional 
assistance to the Service in implementing a 
long-term plan to address resource 
requirements not only for the current threat 
environment, but also to better equip the 
Service so it can respond to such sustained 
emergencies in the future. 


In addition to the threat posed by the terrorist 
network which undertook the attacks, other 
traditional and emergent issues also occupy 
the Service in the areas of public safety and 
national security. The global security 
environment remains unstable given the 
continued willingness of groups, individuals 
and states to use serious violence in support 
of political, religious or ideological agendas. 
Many of Canada’s security preoccupations 
originate abroad, making it imperative to 
identify and understand developments which 
could become ‘homeland issues’ for residents 
or citizens of this country. To a lesser degree, 
there are several domestic security concerns 
that also require assessment and 
investigation. Threats to public safety are 
investigated within the Counter Terrorism 
program. 


Along with addressing priority threats to 
public safety, the Service is also committed to 
investigating threats to national security 
related to the intelligence activities of foreign 
governments, as well as threats to Canada’s 
social, political and economic interests. 
Economic security and cyberthreats to critical 
infrastructures are evolving issues which the 
Service must address in the security 
intelligence environment. These threats are 
managed through the Counter Intelligence 
program. 


In fulfilling its mandate, the primary 
responsibility of the Service is to provide the 
Canadian government with relevant and 
timely information on threats to the security 
of Canada. The Research, Analysis and 
Production Branch produces a broad range of 


reports in both classified and open-source 
formats. Working in tandem, all the Service’s 
programs provide information to meet the 
intelligence requirements of the government 
and to provide advice on emerging or 
potential threats to the security of Canada. 
Information on security threats is also shared 
with domestic and foreign agencies. 


The Service relies on risk management to 
concentrate resources selectively and 
precisely on the major threats, while 
responding to emerging issues. The threat of 
another terrorist attack by Sunni Islamic 
extremists or other like-minded groups has 
not diminished and investigating this threat 
will continue to require a significant resource 
commitment. The Service received additional 
funds, allocated over a five-year period, to 
address the requirements of the heightened 
threat environment, and enhance 
technological and operational mechanisms. 
Through resource adjustments, CSIS is better 
positioned to meet the challenges of the 
increased threat environment and contribute 
to the government's initiatives in the fight 
against international terrorism and threats to 
national security. 


Readers seeking further information on public 
safety and national security issues can visit 
the CSIS Internet Web site at www.csis- 
scrs.gc.ca for relevant information regarding 
the mandate, programs and activities of the 
Service sas 
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Canada’s participation in international 
institutions, its contribution to multinational 
military deployments and peacekeeping 
missions, and its hosting of world events such 
as the G8 Summit in June 2002 provide 
Opportunities and potential targets for 
terrorists, affecting the safety of Canadians at 
home and abroad. Not only do global 
geopolitics have a destabilizing effect on their 
respective regions and impact upon their 
émigré communities, they also affect 
Canadians whether domestically or overseas, 
increasing the need for the security and 
intelligence community to focus on the global 
security environment. 


The Service's first priority is public safety and 
preventing a terrorist act occurring in or 
originating from Canada. Religious, political, 
ideological and territorial agendas continue 
to drive terrorist activity, and remain largely 
associated with the extension of foreign 
conflict. The challenge for the Service and 
the government lies in preventing homeland 
security issues from becoming domestic 
security problems. Within the current threat 
environment, the Service must be aware of 
and understand the significance of 
developments in all regions of the world. 


The magnitude of the September 2001 attacks 
changed the nature of the threat environment 
in North America, demonstrating the ability of 
a terrorist network to strike, with deadly 
force, anywhere within its shores. 
International terrorist networks, including the 
pre-eminent threat of Sunni Islamic 
extremism, present complex global security 
implications. Terrorist operations conducted 
by these extremists, exemplified by Osama 
Binladen and the Al Qaida network, continue 
to demonstrate their willingness to use lethal 
force, inflicting mass casualties with no 
distinction between civilian or military 
personnel. 


Over the past decade, Sunni Islamic 
extremism has become one of the primary 
motivators of contemporary terrorism and 
this phenomenon has expanded to become 
truly global in scope. Advocates and 
supporters of an extreme form of Islam are 


now active in a number of regions including 
North America, Europe, the Middle East, 
North Africa, Central Asia and, to a lesser 
extent, Latin America. International 
initiatives in the fight against terrorism could 
have wide-ranging implications for some of 
these regions as the focus moves from 
Afghanistan. 


The proliferation of weapons of mass 
destruction by countries seeking to acquire 
nuclear, biological or chemical weaponry and 
related delivery systems continues to be a 
leading international concern. The potential 
use of nuclear, chemical, biological or 
radiological materials by a terrorist group 
poses an emerging threat and increasingly 
challenges the security and intelligence 
communities. Of concern is the desire by 
some groups to use lethal techniques which 
could cause large-scale damage to 
governments or systems they consider as 
opposed to or offending their beliefs. 


Africa will continue to require great 
investment in international peacekeeping and 
global humanitarian assistance as African 
states intervene militarily to control 
insurgencies that threaten neighbouring 
countries or harbour dangerous elements, 
such as terrorist groups and radical 
fundamentalist movements. Developments in 
the Middle East continue to spiral 
downwards, with conflict in the West Bank 
and Gaza reaching critical and unpredictable 
levels. Other concerns include the long- 
standing Indian-Pakistani feud over Kashmir, 
which remains contentious and fractious. 
Pakistan’s continued support to militants in 
Kashmir ensures the continuance of conflict 
along the line-of-control, and conflict 
between India and Pakistan in this region will 
keep military tensions heightened. The 
results of efforts to decommission weapons in 
Northern Ireland remain uncertain, with 
recurrent acts of terrorism occurring in the 
region. 


Transnational criminal activity transcends 
national borders and threatens Canada’s 
national and economic security. 
Organizations involved in this activity can 
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detrimentally affect the integrity of Canadian 
financial institutions, key sectors of the 
Canadian economy and other public 
institutions. Migrant smuggling is a lucrative 
activity for transnational criminal 
organizations. The covert avenues utilized to 
smuggle illegal migrants may also become a 
conduit to facilitate the entry of terrorists into 
countries, as scrutiny is placed on legitimate 
entry mechanisms. 


The growth and complexity of the anti- 
globalization movement, combined with 
Canada’s role in the international community 
and as a host of world events, are an ongoing 
concern. Meetings held by multinational 
organizations such as the Organization of the 
American States (OAS), the World Trade 
Organization (WTO) or the International 
Monetary Fund (IMF)/World Bank are viewed 
by anti-globalization protestors as a means of 
promoting economic and social policies 
benefiting the rich and powerful at the 
expense of the world’s people and the 
environment. The protestors represent a wide 
variety of groups, whose goal is to raise 
awareness of global issues such as poverty, 
human-rights violations, free trade, and 
environmental practices. The majority of 
protesters stage non-violent demonstrations; 
however, these demonstrations also attract 
individuals who support the use of serious 
violence to achieve their aims, moving beyond 
legitimate dissent and lawful advocacy. 


Technological changes touch upon many 
security issues and increase the complexity of 
effective investigations. Advances in 
computer-based communications and 
encryption continue to challenge the capacity 
of intelligence services to lawfully intercept 
communications and gather intelligence. 
Investigations of threats posed by terrorism 
and intelligence activity are further 
complicated by the use of cybertechnology by 
foreign intelligence agencies and terrorist 
groups. The reliance of modern countries on 
critical infrastructures has created 
vulnerabilities that impact upon national 
security concerns. The Service must remain 
abreast of leading-edge technology and it 
endeavours to meet this challenge through 
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early identification of operational 
technological requirements, research and 
development, and by collaborating with 
domestic and foreign allies. 


Liaison Arrangements 


CSIS works in cooperation with the 
appropriate domestic departments and 
agencies, and with the intelligence services of 
other governments, to counter threats to 
public safety and national security. A vital 
component in the investigation of threats 
emanating from terrorist activity or foreign 
intelligence activity is the exchange of 
information. As of January 31, 2002, the 
Service has 230 arrangements in place with 
agencies from 130 countries. 0 
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Terrorism Today 


Terrorism today is more complex, more 
extreme, more sophisticated and more 
transnational than ever before. The capacity 
of the modern terrorist has been enhanced by 
advanced communications technology and 
the speed and ease of international travel. 
Geographic constraints on the spread of 
terrorism have become almost non-existent. 
Today's terrorists are often well-educated, 
more operationally adept and technically 
sophisticated, taking advantage of encryption 
devices and other communications 
technology such as cell phones and satellite 
communications. They are less predictable, 
willing to forge alliances of convenience and 
to use extreme violence, with large- 

scale destruction, to achieve their aims. 


Canada continues to receive an influx of 
people from regions torn by conflict, some of 
whom will bring the politics of homeland 
conflict with them. Others, particularly those 
associated with state sponsors of terrorism, 
coerce and attempt to manipulate émigré 
communities in Canada. The intelligence 
services of certain foreign governments also 
continue to be active in Canada, targeting 
dissidents residing within Canadian expatriate 
communities. Almost all of the world’s 
terrorist groups have a presence in Canada. 
To a lesser degree, Canada is confronted by 
domestic terrorism issues related to 
aboriginal rights, white supremacists, 
sovereignty, animal-rights and anti- 
globalization issues. 


Al Qaida 


Al Qaida, which functions as an umbrella 
group, is the central component of a network 
of Sunni Islamic extremist groups associated 
with Osama Binladen. The aim of Al Qaida is 
to unite all Muslims and establish 
governments which follow their interpretation 
of Islamic law. To this end, Al Qaida is 
committed to overthrowing governments in 
Islamic countries which Binladen considers to 
be corrupt and to eliminating all Western 
influences from these countries. Binladen 


believes that the use of violence is justified to 
achieve political ends, with the result that 
terrorism is a key component of Al Qaida’s 
strategy. Binladen has repeatedly vowed to 
use his international terrorist network to 
strike against US civilians and military 
interests and their allies. Investigating and 
penetrating this network, which can operate 
in cell-like structures and use sleeper tactics, 


is a labour-intensive and difficult undertaking. 


Individuals sympathetic to Binladen’s cause 
or adhering to his ideology are present 
worldwide, including Canada. 


Al Qaida’s global links make its activities 
unpredictable and challenging for the security 
and intelligence community. Adding to this 
challenge are the significant numbers of 
individuals having passed through Al Qaida 
training camps, who are now dispersed 
throughout the world and can undertake a 
terrorist action. While the military campaign in 
Afghanistan has degraded the ability of the Al 
Qaida network, it is premature to state that it 
no longer exists. Many of those in leadership 
positions remain at large and alternative 
leadership structures are in place, working to 
reconstitute the organizations and resume its 
terrorist operations. Key elements of the 
networks remain capable of operating, keeping 
a low profile until the security level diminishes. 
The Service has broadened the investigation of 
this threat and will remain in a state of 
heightened alert for the foreseeable future. 


Anti-terrorism Act 


Individuals linked to international terrorist 
groups seek to use foreign countries, 
including Canada, as bases to plan or stage 
terrorist acts, and provide logistical support 
for terrorist activities in their countries of 
origin or against other target nations. In past 
years, supporters of terrorism based in 
Canada engaged in fundraising, recruiting of 
members or supporters, planning operations 
and transferring money and material 
overseas. With the enactment of the Anti- 
terrorism Act, the Government of Canada has 
implemented measures which criminalize the 
logistical and financial support of terrorist 
activity here or abroad, and provide recourse 
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for freezing or seizing assets belonging to 
supporters or members of terrorist 
organizations. 


Monies to support terrorist groups have 
frequently been raised through community 
solicitations and fundraisers, often in the 
name of organizations with charitable status. 
Supporters of terrorist organizations who 
occupy key positions, such as president or 
treasurer, can divert funds to terrorist causes, 
unbeknownst to the donor. Under the new 
Charities Registration (Security Information) 
Act, the charitable status of organizations 
suspected of providing support for terrorism 
can now be denied, or revoked. 


These measures will ensure that financial and 
other support mechanisms used by terrorist 
organizations are less available and better 
scrutinized by law enforcement, intelligence 
agencies and other regulatory bodies. As 
avenues of financial support or other 
logistical support are disrupted, terrorist 
organizations will adopt more covert and 
unregulated methods which may be harder to 
detect. Canada will continue to support 
measures and international obligations which 
disrupt terrorist financing as a step towards 
eliminating terrorism. 


Disturbing Trends 


Terrorism will remain highly unpredictable, 
indiscriminate and more violent than in past 
years. While the international campaign 
against terrorism and related military action 
may have diminished the immediate 
capabilities of Al Qaida, the threat posed by 
the terrorist network remains high. There is 
particular concern regarding the potential use 
of weapons of mass destruction - nuclear, 
chemical, biological - by individuals or groups 
seeking to produce increasingly higher 
numbers of casualties. The use of encryption, 
computers, the Internet and communications 
technology to expedite lines of 
communications and funding, both nationally 
and internationally, has enhanced the 
operational capabilities of terrorist 
organizations and increased the risk that a 
terrorist attack may not be detected or 
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prevented. Canada has moved beyond being 
used strictly for logistical or support activities 
by terrorist organizations and there is now a 
demonstrated willingness by certain groups to 
use this country as a staging ground for 
terrorist attacks. Canada’s active and visible 
participation in the international fight against 
terrorism, as well as its proximity to and 
relationship with the US, put Canada at risk of 
being targeted directly or indirectly by a 
terrorist network. 


Cooperation 


The successful prevention of terrorist activity 
relies on the timely collection, analysis and 
dissemination of information and intelligence 
to domestic and international agencies. 
Canada’s national law enforcement and 
security agencies have processes in place 
which meet both the operational and strategic 
requirements for information-sharing. 
Continued cooperation between governments, 
law enforcement agencies and the private 
sector ensures that Canada does not offer 
avenues which can be exploited by terrorists 
and that Canada continues to meet its 
international obligations in the struggle 
against terrorism. 


Recent cases, such as the 1999 arrest of Anmed 
Ressam, have underscored the threat from 
terrorism to Canada’s security, as well as the 
impact of shared threats on Canada-US 
relations. In the months following the 
September 2001 attacks in the US, requests for 
operational assistance from US intelligence 
authorities alone increased by more than 

300 %. In the first six months, more than a 
thousand such requests were processed. 


The Service, in partnership with Citizenship 
and Immigration Canada (CIC), the 
Department of Justice, the Royal Canadian 
Mounted Police (RCMP) and the Canada 
Customs and Revenue Agency (CCRA), 
amongst others, will continue to strategically 
target and work towards disrupting support 
of terrorist financing networks in Canada, and 
denying safe haven in this country to 
members of terrorist organizations, whether 
through refusing their entry into, deportation 
from or prosecution in Canada. 0 
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Intelligence Activities 


Canada remains an attractive target for 
countries that have dedicated significant 
resources to the covert collection of 
information needed to meet their military, 
political and economic requirements. The 
intelligence services of certain foreign 
governments continue to covertly collect 
information considered to be in their national 
interest and to engage in foreign-influenced 
activities within émigré communities. 
Intelligence officers of certain foreign 
governments continue to clandestinely collect 
information injurious to Canadian national 
security, such as military, scientific and 
technological developments, and other 
Classified information. The Service 
anticipates that some of these intelligence 
services will expand their current intelligence- 
collection activities. The Service continues to 
adjust its method of investigating threats to 
national security in response to the changing 
geopolitical environment and the emergence 
of threats against the Canadian economy, 
information infrastructure, proprietary 
information and technology. 


Proliferation 


Technological advances have provided the 
means for advanced weapons development 
and availability. A significant challenge for 
the security and intelligence community lies 
in countering the proliferation of weapons of 
mass destruction. Countries seeking to 
develop nuclear, biological or chemical 
weapons and related delivery systems often 
lack the indigenous capability to develop and 
produce them. These countries attempt to 
procure, from abroad, the critical 
components, technology and expertise 
required for their programs. Canada is an 
attractive target due to our open trading 
regime, the availability of dual-use items, and 
the level of technological advancement and 
expertise in Canadian post-secondary 
institutions, government and industry. 


Canada is committed to international 
agreements for the control of weapons of 
mass destruction and participates in a 


number of multinational forums, such as the 
Australia Group, the Nuclear Suppliers’ 
Group, the Missile Technology Regime, and 
the Wassenaar Arrangements. Canada has 
signed a number of international treaties 
forbidding the development and transfer of 
weapons of mass destruction, including the 
1970 Nuclear Non-Proliferation Treaty, the 
1975 Biological and Toxin Weapons 
Convention and the 1997 Chemical Weapons 
Convention. 


The complexity of the networks involved in 
this threat area requires a high level of 
interdepartmental cooperation in order to 
identify and intercept procurement attempts 
that violate export control laws. The Service 
maintains close cooperation with a number of 
government agencies such as the CCRA, the 
Department of Foreign Affairs and 
International Trade (DFAIT), the Department 
of National Defence (DND), the National 
Research Council Canada (NRC) and the 
Canadian Nuclear Safety Commission (CNSC). 
The Service plays a role in collecting 
information related to the biological, nuclear 
and chemical weapons development 
programs undertaken by foreign governments 
or terrorist organizations and cooperates with 
some foreign governments in identifying, 
preventing and intercepting procurement 
attempts. Through exchange relationships 
with foreign governments and with domestic 
agencies, the Service is able to expand upon 
and share its knowledge about threats and 
emerging trends. 


Economic Security 


Foreign governments conduct economic 
espionage against Canadian interests to 
enhance their economic competitiveness. In 
this regard, the Service investigates 
clandestine, deceptive and coercive activity 
carried out or facilitated by foreign 
governments and aimed at accessing 
Canadian proprietary information or 
technology. Several sectors of the Canadian 
economy considered to be sensitive and likely 
targets of foreign interest include: aerospace, 
biotechnology, chemicals, communications, 


information technology, mining and 
metallurgy, nuclear energy, oil and gas, and 
the environment. 


The Service's Liaison Awareness Program is 
intended to raise awareness within industry 
and government departments so as to limit 
the loss of technology and proprietary 
information. Certain foreign governments 
direct their departments, state-owned 
corporations and intelligence services to 
engage in economic espionage against 
Canada. Visiting foreign students and 
scientists, exchange personnel, delegations, 
business persons and members of émigré 
communities in Canada can be used to 
clandestinely collect economic intelligence. 
Canadians travelling or residing outside of 
Canada due to business or research purposes 
may also become targets for economic 
espionage activities. These losses are 
detrimental to Canada’s foreign policy, 
defence and economic interests. 


Information Operations 


The reliance of the modern world upon 
information infrastructures - the vast 
interconnected networks of computers and 
telecommunications equipment - has created 
vulnerabilities that are of significant national 
security concern. Canada’s increasing 
reliance and dependency on critical 
information infrastructures create new and 
ambiguous vulnerabilities from 
cyberterrorists, foreign intelligence services or 
extremists motivated by political, religious or 
ideological grounds. The Service recently 
established an Information Operations Centre 
to more efficiently and effectively investigate 
this threat and assist other government 
departments. The Service remains vigilant to 
the potential of cyberattacks against 
Canadian interests and the use of Canada as a 
transit point for cyberattacks against third 
parties, and works with other departments 
and allied intelligence services to advise 
government about the potential threat posed 
by information operations. 
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Transnational Criminal Activity (TCA) 


The impact of transnational criminal activity 
is a global concern, and one that is growing 
stronger and becoming more pervasive. 
Acting from bases around the world, TCA 
organizations have the power and wealth to 
project their influence globally, regardless of 
borders or sovereignty. These powerful 
criminal syndicates and the illicit funds 
generated from their illegal activities pose a 
significant threat to Canada’s national and 
economic security. TCA organizations can 
undermine the integrity of public and private 


institutions, adversely affect financial markets 


and the banking sector, and threaten key 
sectors of national economies. 


The Service contributes to the broader 
governmental effort in fighting the threat 
posed by organized crime by providing the 
Government of Canada with strategic 
intelligence about the extent and nature of 
threats to the security of Canada, and with 
the provision of tactical information to 
appropriate law enforcement agencies. 0 
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The Security Screening program is a vital 
component of the Canadian government's 
priorities with respect to public safety and is 
the first line of defence in preventing persons 
of security concern from entering the country 
or gaining access to sensitive assets or 
locations vital to the security of Canada. It is 
one of the more highly visible Service 
programs, consisting of a Government 
Screening program, through which the 
Service provides security assessments, and an 
Immigration and Citizenship program, within 
which the Service provides security advice 
respecting immigration and citizenship 
applications to CIC. The Service also 
continues to foster reciprocal screening 
arrangements and cooperation with foreign 
agencies to ensure its responsibilities within 
the Security Screening program are met. 


The Security Screening program, in 
cooperation with other departments, 
continues to be one of the most effective 
means of thwarting the entry into Canada of 
inadmissible persons and preventing 
unauthorized access to sensitive government 
assets. The new legislation contained in the 
Anti-terrorism Act and the Immigration and 
Refugee Protection Act enhances the 
government’s means of more effectively 
preventing individuals who are threats to the 
security of Canada from entering or remaining 
in our country. 


Immigration and Citizenship Screening 


The provision of security advice in 
immigration and citizenship matters is crucial 
to countering imported threats to the security 
of Canada and North America as a whole. The 
Immigration Screening Program is founded 
on security-related criteria contained in the 
Immigration and Refugee Protection Act and 
the Citizenship Act. As the number of 
refugees and immigrants increases, often due 
to regional conflicts in various parts of the 
world, so does the likelihood that persons of 
security concern will try to enter Canada so 
as to evade prosecution or engage in activities 
to support their cause. Individuals associated 
with hostile intelligence agencies, terrorist 
organizations, or organized crime 
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organizations may use chaotic situations 
abroad to veil their entry into Canada. In 
response to the attacks in the US, CIC 
requested that the Service not only screen all 
new refugee applicants at the beginning of 
the determination process, a process known 
as Front End Screening, but also those 
refugee claimants currently in the refugee 
process. Additional resources were provided 
to the Service to cover the new 
responsibilities related to immigrant and 
refugee screening assessments. 


Although most applicants have a legitimate 
desire for resident status or citizenship, a 
comprehensive immigration screening 
program is essential to prevent persons who 
could be detrimental to the country’s national 
and security interests from entering Canada 
or obtaining immigration status. 


Government Screening 


The Government Screening program provides 
security assessments for all government 
departments and institutions, with the 
exception of the RCMP. The Service also 
provides security assessments in relation to 
sensitive sites such as nuclear power stations. 
This program assists in countering the 
potential threat from those seeking to acquire 
access to sensitive Canadian assets and 
proprietary information. Clandestine 
activities by or on behalf of terrorist groups or 
foreign governments are detrimental to 
Canada’s public safety and national security. 
Under the Government Security Policy (GSP) , 
federal employees, or persons under contract 
to a government institution, require security 
clearances in order to access classified 
government information in the performance 
of their duties. While the Service assists the 
originating department by providing an 
assessment of the individual’s reliability and 
loyalty to Canada, under the GSP all 
departments have exclusive authority to grant 
or deny security clearances. 0 
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Reporting Responsibilities 


The primary mandate of CSIS is to collect and 
analyze information, and to report to and 
advise the government on threats to the 
security of Canada. The Research, Analysis 
and Production (RAP) Branch represents the 
Service's analytical function, providing 
expertise in areas of interest to the security 
intelligence community. RAP plays an 
essential role by producing several types of 
reports, based upon a broad range of both 
Open-source and classified information, 
which provide the government with 
assessments of threats posed by individuals 
and/or organizations involved in activities 
prejudicial to the security of Canada. RAP 
analysts use their knowledge of regional, 
national and global trends to assess the 
quality of all-source information and produce 
insightful security intelligence products. 


The Branch produces classified policy-neutral 
security intelligence reports on issues of 
relevance to provide government with up-to- 
date information on threats to the security of 
Canada. The Branch is also responsible for 
producing open-source material such as the 
Commentary, Perspectives and Backgrounder 
series, which is posted on the CSIS Web site. 
These products use existing open information 
on security issues and distill it into a concise 
discussion of value to intelligence 
professionals, clients in other departments and 
to the general public. The Service also seeks 
out expertise available in academia and from 
other members of the Canadian intelligence 
community in producing these documents. 


Government Liaison 


The Branch also maintains a government 
liaison program. RAP client liaison officers 
meet with security officials and program 
officers in other departments or agencies to 
ensure individual security intelligence 
requirements are met and to maintain an 
ongoing exchange of information between the 
Service and its major departmental clients. 
This program is vital to ensure that changing 
or specific intelligence requirements are 
identified, and to seek feedback on the 
Service's products. 
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Security intelligence is a risk-management 
enterprise. There is no realistic number of 
personnel or financial resources that could 
ensure all possible scenarios involving threats 
to national security are covered. The task of 
addressing the spectrum of potential threats 
involves ongoing threat and risk analysis, 
priority-setting and the flexible application of 
available resources. For example, before the 
end of the Cold War, the ratio of CSIS’ 
operational resources was weighted 80/20 in 
favour of counter-espionage initiatives. This 
ratio was reversed, during the 1990s, to 60/40 
in favour of counter-terrorism. As previously 
noted, resources were shifted from areas of 
lesser threat to intensify the existing Sunni 
Islamic investigation and to pursue 
investigative leads regarding the network 
which supported the terrorists. This shifting 
of resources and the reallocation of priorities 
are a continual exercise within all programs 
to maximize the potential of all available 
resources. 


In 1998, CSIS assumed responsibility for the 
security screening of employees working at 
DND. As a result, the Service’s budget has 
been augmented by the transfer of DND 
expenditure levels for the provision of security 
screening services. 


On October 19, 2001, the Government of 
Canada announced an interim allocation of 
$10-million to help cover the immediate costs 
of the intensified war on terrorism. In making 
the announcement, Solicitor General 
Lawrence MacAulay said CSIS had already 
made an important contribution to the 
government's understanding of the nature of 
the threat posed by Sunni extremists. The 
Minister further stated that “their 
investigative successes as well as their unique 
relationships with similar organizations 
around the world are, and will continue to be, 
a vital link in Canada’s future efforts to 
counter terrorism.” 


The federal budget of December, 2001 
provided CSIS with a 30% increase to its 
overall budget. Resources were approved to 
augment existing operational capabilities, as 
the Service is being asked to do more within 


tLe 


existing programs. The security screening 
program will be enlarged to cover new 
responsibilities related to in-Canada and 
overseas immigrant and refugee security 
assessments. There is also an anticipated 
increase in the volume of security clearances 
attributable to increased hiring by the Public 
Service and new Government Security Policy 
Regulations. Funds were also received to 
upgrade and replace technical equipment and 
information systems. The additional 
resources, both human and financial, will 
allow the Service to broaden its daily 
activities and inject more flexibility into its 
choices of intelligence operations. Priority 
investigations will be maintained, and areas 
reduced to address the priority threat will 
return to a full investigative posture. 


Management flexibility, however, is limited by 
the pace at which new resources can be 
brought on board. It takes time for new 
personnel to be recruited and fully trained. 
For example, a new intelligence officer 
follows a five-year training and development 
program. Once the new employees are fully 
trained and functioning, the Service will be 
better positioned to return to the equilibrium 
it maintained among the forces that impinge 
upon risk management of the global threat 
environment. Meanwhile, the Service will 
remain flexible in order to efficiently and 
effectively investigate threats to the security 
of Canada. 


Human and Financial Resources 


The charts on page 19 illustrate the changes 
in human resource levels, as well as changes 
to the overall resource base. Projected levels 
for the next five years include resources 
approved in the December 2001 federal 
budget. The increase in 2001/2002 is due to 
the incremental funding provided to meet 
immediate operational requirements. The 
second chart outlines human resource levels 
since 1992/93 and also reflects projected 
establishment increases. 0 
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Figure 1 - Financial Resources 
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For more information, please contact: 
Canadian Security Intelligence Service 
Communications Branch 

P.O. Box 9732 

Postal Station T 

Ottawa, Ontario 

K1G 4G4 


(613) 231-0100 (Communications) 


Internet: www.csis-scrs.gc.ca 
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The primary investigative mandate of (SIS 
is defined in Section 12 of the Canadian 
Security Intelligence Service Act, which states: 


investigation or otherwise, to the 
extent that it is strictly necessary, 
and analyse and retain information 
and intelligence respecting activities 
that may on reasonable grounds be 
suspected of constituting threats 

to the security of Canada and, in 
relation thereto, shall report to and 
advise the Government of Canada,” 


“The Service shall collect, by | 
| 
| 


his twelfth annual Public Report of the Canadian Security Intelligence 
Service reviews the global security environment in which CSIS 
operates, with particular attention to the way the Islamic extremist 

threat has altered CSIS’s response to terrorism. The report discusses 
the operational programs which CSIS undertakes and examines CSIS‘s 
internal management approach. 


CSIS operates in a continuously evolving global environment and must 
remain vigilant and adaptable to the challenges that it faces. Advances 
in communications and transportation, increased trade and expanded 
migration have made the world seem like a much smaller place. 
Corporations have operations and market products around the world. 
People move between countries with great ease. Many Canadians have 
family or friends in other parts of the world and can communicate 
with them easily. The 2001 Canadian census reported that 18.4% of 
Canada’s population was born outside the country, the second - highest 
proportion of any nation in the world. In this environment, it is not 
surprising that terrorists have attempted to exploit the global movement 
of people, trade goods and communications. 
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Thus, it is as important to understand what is going 
on half-way around the world as it is to understand 
what is happening in Canada. This means that threat 
assessment has to be coordinated with international 
allies. This coordination already exists and is 
particularly applicable to the relationships CSIS has 
with agencies of the United States. At a March 2002 
conference in Whistler, BC, Louis Freeh, former 
director of the US Federal Bureau of Investigation, 
noted, “with respect to the Canadian and US 
partnership...in the areas of terrorism, cross-border 
crime, espionage, there is actually no stronger 
relationship that exists in the world, at least in my 
experience, than between the law enforcement (and) 
intelligence services of both countries, and I know 
from a first-hand position.” 


Rapid technological advances also remain a Challenge. 


Technological change has made it easier for those 
who would threaten Canada’s national security, 

to do so. The emergence of technologies such as 
encrypted electronic communications and satellite 
telephones has enhanced the ability of terrorist 
groups to plan and coordinate attacks. Technological 
progress has also made people more vulnerable, 
because computer networks that help manage the 
daily lives of Canadians are themselves potential 
targets of attack. The Service must understand how 
technology can be used by its targets and how it can 
apply new technologies to combat the threats posed 
by these targets. The need to stay on the leading edge 
of the technological curve is therefore vital to the 
success of CSIS operations. 


Since 1974, lawful access to private communications 
has been part of the Canadian law, enabling law 
enforcement and national security agencies to 
intercept communications in the case of CSIS, with 
the approval of both the Solicitor General and a 
Federal Court judge. The government is reviewing 
this legislation, and consulting widely, to ensure 
that such agencies continue to have access to the 
information Parliament intended and which they need 
to carry out their mandates. It is necessary to update 
the laws that provide for lawful access in order to 
reflect developments in modern communications 
technology. 


CSIS has not changed the way it works since the 
events of September 11, 2001. Security intelligence 
is still collected, analysed and reported to government 


according to essentially the same 
methods and procedures laid down 
in the legislation that created the 
Service as a separate, civilian 
security intelligence organization 
nearly twenty years ago. However, 
the war on terrorism has intensified 
the pressures and demands on 

the Service. 


In response to the changes in 
threat activity, CSIS research and 
analysis are now used in listing 
terrorist entities as provided for 
under the Anti-terrorism Act. CSIS 
intelligence is used in moving 
against terrorist financiers. CSIS 
is now responsible for Front End 
Screening of all refugee claimants 
to Canada, to identify and filter 
potential security and criminal 
cases from the refugee claimant 
stream as early as possible in the 
determination process. Certain 
government departments and 
agencies have increased their 
demand for security screening 
services, which CSIS provides 

to all federal government 
departments and institutions, 
except the RCMP. CSIS has 

also increased its exchange 

of intelligence with security 


intelligence organizations of 
friendly nations, supporting 
Canada’s commitment to 
fighting international terrorism. 


In 2002, the Service formed a 
new Counter Proliferation Branch, 
combining the expertise of both 
the counter-intelligence and 
counter-terrorism fields to address 
a growing threat that extends 
beyond national boundaries to 
include non-state actors. 


The creation of this unit is a 
tangible sign of Canada’s 
participation in the international 
effort to stem the proliferation 
of weapons of mass destruction. 


In December 2001, the federal 
government allocated additional 
funding to the Service over a 
six-year period. While it takes time 
to train needed personnel, these 
funds have helped the Service 
meet the additional demands 
placed upon it over the past year. 


Safeguarding the public against 
the threat of terrorism remains the 
Service’s first priority, with Islamic 
extremism being at the top of 

the list in the Counter Terrorism 
Program. The threat posed by 
weapons of mass destruction, 


Canada’s economic security, cyberthreats to critical 
infrastructure and safequarding the confidential 
information of the Government of Canada from 
foreign governments and others that might threaten 
the security of Canadians also remain operational 
priorities for the Service. The response to these 
competing demands is risk-managed so as to ensure 
that resources are always applied to the highest 
priorities. 


Since its creation in 1984, CSIS has been subject 
to all federal legislation which protects the rights 
and privacy of Canadians. As well as the ministerial 
responsibility exercised by the Solicitor General, who 
answers to Parliament for the direction of CSIS, the 
Service is also subject to two independent review 
mechanisms. The Inspector General of CSIS is 
responsible for monitoring compliance with 
operational policies, reviewing the operational 
activities of CSIS and certifying to the Minister his 
satisfaction with the Director’s annual operational 
report. The Security Intelligence Review Committee 
(SIKC) reviews the Service’s performance of duties 
and functions, and investigates the complaints of 
any person with respect to any act performed by 
the Service, and those individuals denied security 
clearances by the Government of Canada. SIRC 
provides analysis to the Solicitor General on an 
ongoing basis and produces an annual report that 
is tabled in Parliament. 


Since the attacks on New York and Washington, 
the introduction of new laws and increased budgets 
for national security have resulted in unprecedented 
interest in CSIS and other organizations in the 
intelligence community. A number of government 
and parliamentary institutions are examining the 
implications of these new measures. For CSIS, already 
subject to review by SIRC and the Inspector-General, 
and to operational pressures at a time of heightened 
threat levels, coordinating and meeting these 
additional demands are a challenge. 


The pages that follow give a more detailed description 
of the security environment and the response of the 
Canadian Security Intelligence Service. 


Readers seeking further information can visit the CSIS 


Internet Web site at www.csiS-SCrs.gC.Ca. 
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~ vents derived from the actions of Islamic terrorists have put Western 


wa security resources, including those of CSIS, under pressure as the 

__ war on terrorism has moved from Afghanistan into a new and more 

“= troubling phase. The escalation of tensions has increased demands 
from allies and heightened the effort required to meet national 
security requirements. 


Over the past decade, Canada has become increasingly involved in 

the campaign against Islamic extremism, including active participation 
in peacekeeping, in the fight against terrorism, and in supporting UN 
resolutions combatting terrorist financing. At the national level, high- 
profile legal cases seeking the deportation of persons considered 
security threats, the terrorist entity listing process and other measures 
have all demonstrated Canada’s commitment to fighting terrorism. This 
has not gone unnoticed. For example, in November 2002, the media 
reported widely on a statement allegedly made by Osama Bin Laden in 
which he included Canada amongst countries deserving retribution for 
supporting the war on terrorism. This acknowledgement that Canada 

is directly threatened by terrorism is central to such a perspective. 
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The Service is aware of emerging 
terrorist threats and tactics that 
could have severe consequences 
for Canadians. The possibility that 
a weapon of mass destruction — 
chemical, biological, radiological 
or nuclear (CBRN) — could be 
acquired and used by terrorist 
groups must be given serious 
consideration. After the September 
2001 attacks and with intelligence 
gained as a result of the Afghan 
war, new information has come 
to light indicating that Osama Bin 
Laden’s search for CBRN weapons 
was even more assiduous, and in 
some respects had progressed 
further, than previously believed. 
In particular, Al Qaida was found 
to be pursuing a sophisticated 
biological weapons research 
program focussing on such 
agents as anthrax, ricin, and 
botulinum toxin. 


A serious and related issue is 
the possibility that state sponsors 
of terrorism could facilitate 

the acquisition of material for 
weapons of mass destruction or 
directly provide such weapons to 
terrorist groups. The proliferation 
of these types of weapons to 
countries seeking to acquire 
nuclear, biological or chemical 
weaponry, and related delivery 
systems, continues to be a leading 
international concern. Countries 
with no indigenous capability of 
developing and producing their 

| own arsenal have attempted to 

| procure critical components, 
technology and expertise from 
developed countries of the West. 
Canada’s prominence in 
technological fields makes it 
fertile ground for the acquisition 
of proprietary information and 
technology by certain countries. 
Canada participates actively in 
the international cooperation to 
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interdict and counter the threat posed by the 


proliferation of weapons of mass destruction, or to 
prevent the use of such weapons by terrorist groups. 


The situation in the Middle East continues to 
deteriorate. This increases the possibility that violence 
and instability could spread beyond Israel and the 
Palestinian territories. Terrorist groups which had 
previously concentrated and localized their efforts in 
Israel may become more active over a broader area. 


The uneasy security environment in South Asia 
emanates from several areas. First, the troubled 
India-Pakistan relationship remains a major concern. 
Pakistan continues to provide low-key support to 
insurgents across the border in the Indian state of 
Jammu and Kashmir. Any escalation of terrorist 
attacks within India would reinforce the Indian 
government’s resolve to undertake “limited action” 
across the Line of Control in Kashmir. Secondly, 
although recent peace talks are a promising sign, the 
insurgency in Nepal could link with other communist 
movements in the area and destabilize the region. 
Further, the terrorist bomb explosions at two 
nightclubs in Bali, believed to have been the 
responsibility of the Sunni Islamic extremist group 
Jemaah Islamiyah (JI), with Al Qaida’s assistance, 
forced the Indonesian government to accept 
international claims that terrorist organizations 


are present in Indonesia. Finally, violence, bombing 
and kidnapping continue to plague the Philippines. 
Various extremist organizations have been blamed 
by Filipino authorities for recent incidents, and 
cooperation between the groups regarding the 
planning of future attacks appears to be increasing. 
Threats to Canadian interests, such as the bomb 
threat which caused the temporary closure of the 
Canadian embassy in Manila, will remain constant, 
meaning the security situation could deteriorate 
rapidly without notice. 


Africa will continue to require significant assistance 
from the international community, both with respect 
to humanitarian/developmental aid and peacekeeping 
actions. A food shortage in southern and eastern 


Africa is expected to peak in early 
20035, threatening more than 30 
million persons with starvation. 

This situation will be exacerbated 

by the escalating HIV/AIDS 
pandemic, which undermines all 
efforts at sustainable economic 
development. Ongoing civil strife | 
and instability in several sub- ) 
Saharan states could degenerate | 
into ethnic-based mass killings. | 
Famine and military conflict in the 
continent will continue to displace 
large segments of the population, 
some of whom may seek refuge 
in Canada. 


An increasing number of countries 
within the Caribbean, Central 
America and South America are 
facing significant challenges to 
their economic and/or political 
stability and national security | 
interests. In some Latin American | 
countries, popular discontent has 
led to the creation of organizations 
seeking political change through 
serious violence, criminal activities 
(e.g., drug trafficking and 
kidnapping), and, on occasion, 
cooperation with foreign and 
even extra-regional counterparts. 
In other cases, illegitimate or 
repressive government measures 
are fuelling frustration and 
confrontation. As intra-state 
conflicts rise, the flow of displaced 
persons and political, economic, 
and religious refugees also grows, 
bringing with it socio-economic 
and political issues which can 
develop into security concerns 
whose reach may extend 

to Canada. 


Transnational criminal activity 
affects Canada’s national and 
economic security. Organizations 
involved in crime can detrimentally 
affect the integrity of Canadian 
financial institutions, key sectors 
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of the Canadian economy and 
other public institutions. Migrant 
smuggling is a lucrative activity 

for transnational criminal 
organizations. As legitimate 
mechanisms to enter countries 
come under greater scrutiny, the 
covert avenues utilized to smuggle 
illegal migrants may also become 
a conduit for terrorists and facilitate 
their entry. The Service participates 
in the G8 Lyon Group, the Cross- 
Border Crime Forum and the 
National Coordinating Committee 
on Organized Crime, as well as 
other inter-departmental activities 
supporting broader government 
objectives. 


The reliance of modern countries on critical 
information infrastructures has triggered national 
and international security concerns. The increasing 
dependency upon these infrastructures provides 
possible avenues of exploitation by foreign 
intelligence services, extremists with political, 
ideological or religious motivations, criminals 

or a variety of other individuals and groups. 
Moreover, the use of technologically advanced 
telecommunications by terrorists and intelligence 
services has rendered the threat environment more 
complex and hindered the international security 
community’s lawful capacity to intercept 
communications and gather intelligence. 


“errorism Today 


The initially promising geopolitical developments of the 1990s 

saw the end of superpower rivalry and led to changing power and 
influence structures throughout much of the world. However, ethnic 
and religious conflicts accompanied these changes, producing instability 
and the creation of a climate favourable to terrorism. The nature of 
terrorism today has fundamentally changed from that of even a few years 
ago and continues to evolve. While the world has seen a reduction in the 
number of terrorist incidents during the last decade, the incidents now 
occurring are becoming more deadly and indiscriminate. 


Terrorism in Canada can be divided into four categories: religious 
extremism (with Islamic extremism being the most serious threat at 
present); state-sponsored terrorism (exemplified by the current regime in 
Iran); secessionist violence (for example, Sikh extremism and separatist 
movements in Sri Lanka, Turkey and other countries); and domestic 
extremism (including, but not limited to, certain elements of animal- 
rights, anti-globalization and white supremacist groups). 
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Most terrorist-related activities in 
Canada support actions elsewhere, 
and are linked to homeland 
conflicts. These activities include 
efforts to use Canada as a base 
for fundraising, lobbying through 
front organizations, providing 
support for terrorist operations 
in Canada or abroad, procuring 
weapons and matériel, as well 

as coercing and manipulating 
immigrant communities. A number 
of groups or individuals associated 
with international terrorist 
organizations have a presence 
or are active in Canada. 


Terrorist Threat 


Sunni Islamic extremism remains 
the primary focus of the CSIS 
Counter Terrorism program. 

The September 11, 2001 attacks 
on the United States clearly 
demonstrated the threat that 
Sunni Islamic terrorist networks 
pose. Incidents in 2002, such as 
the bombing of a nightclub in Bali, 
Indonesia, and the targeting of 
American soldiers in Kuwait, 
indicate that the threat has not 
diminished. Sunni Islamic 
extremist groups generally aim 
to establish Islamic states which 
follow their extreme interpretation 
of Islamic law. Consequently, it 
is also the stated goal of many of 
these organizations to eliminate 
Western and secular influences 
in their countries. As a result, 
citizens and symbols of the 
Western world become legitimate 
targets in the minds of some of 
these groups. 
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Al Qaida, headed by Osama Bin Laden, functions as 
an umbrella organization of Sunni Islamic extremist 
groups, and has proven to be the most lethal amongst 
these. This type of terrorism transcends national and 
organizational boundaries and is best described as 
a network. Bin Laden has repeatedly vowed to use 
Al Qaida to strike against US civilian and military 
interests and their allies, including Canada. Al Qaida’s 
global links make its activities unpredictable and 
challenging for the security and intelligence 
community. Adding to this challenge are the 
significant numbers of individuals who have passed 
through Al Qaida training camps and who are now 
dispersed throughout the world representing 

Al Qaida’s potential to undertake terrorist action. 
The investigation of this network is labour-intensive 
and difficult given that it operates in autonomous 
cell-like structures, uses sleeper tactics and generally 
remains very security-conscious. 


Disturbing Trends 


The trend of spectacular and indiscriminate terrorist 
attacks has been widely acknowledged. Intense ethnic 
and religious conflict is at the root of much terrorist 
activity and will likely continue in the future. 


Today’s terrorism is complex and fluid. While 
some terrorist groups operate without a formalized 
structure, others have more rigid organizations. 
Terrorist groups no longer hesitate to forge alliances 
of convenience with other factions or even with rivals, 
in pursuit of their objectives. 


An increasing number of terrorist groups have taken 
advantage of opportunities derived from advances 
in the fields of technology, communication and 

transportation. Wireless communication, the Internet, 
encryption and financial wire transfers are some of 
the means used by terrorist organizations to covertly 


communicate and maintain 
relationships. Western 
technological dependency also 
provides opportunities for 
cyberterrorists to disrupt 
information infrastructures 
and inflict mass damage. 


On December 24, 2001, the Anti- 
terrorism Act was brought into 
force. Amongst other powers, 
this Act provides the government 
with the ability to create a list 
of individuals and groups which 
can be referred to as terrorist 
entities. The process of listing 
begins with intelligence reports 
on an entity disclosing that there 
are reasonable grounds that 

the entity has knowingly carried 
out, attempted to carry out, 
participated in or facilitated a 
terrorist activity; or the entity is 
knowingly acting on behalf of, at 
the direction of or in association 
with an entity involved in a 
terrorist activity. 


CSIS contributes to the listing 
process by preparing Security 
Intelligence Reports which assist 
the Solicitor General in making a 
recommendation to the Governor- 
in-Council to place an entity on 
the list. 


Specifically, under the provisions 
of the Criminal Code, the 
Governor-in-Council may, on the 
recommendation of the Solicitor 
General of Canada, establish a 
list of entities. As of 2002, the 
Government has listed some 

16 entities under the 
Anti-terrorism Act. 
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Cooperation 


CSIS maintains an aggressive 
Counter Terrorism program. 
Under Section 17 of the CSIS Act, 
the Service is authorized to, 

with ministerial approval, enter 
into cooperative agreements and 
relationships. CSIS maintains 
cooperative relationships with 
departments and law enforcement 
agencies at all levels of government 
in Canada, and with more than 
230 foreign agencies in over 

1350 countries. These foreign 
relationships put CSIS in a unique 
position of access to information 
that might otherwise be unavailable 
to Canada’s intelligence community. 
Since the September 11, 2001 
attacks, CSIS has considerably 
increased its exchange of 
information with foreign security 
and intelligence agencies. This 
trend is continuing, particularly 
with the United States, given the 
common interest in maintaining 

a secure and open border. 


In 2002, information obtained from CSIS intelligence 
operations was for the first time used successfully 
during a prosecution under American anti-terrorism 
law in a United States District Court. CSIS provided 
information from electronic intercepts to the United 
States government for use in its prosecution of 
members of a North Carolina Hizballah cell accused 
of being engaged in material support to terrorism. 
These activities included cigarette smuggling, credit 
card fraud, money laundering, and the distribution 
of some of the proceeds of these crimes to Hizballah, 
a designated foreign terrorist organization in the 
United States. In testimony before a US Senate 
committee in November 2002, the US Attorney for the 
Western District of North Carolina, Robert Conrad Jr., 
noted this significant milestone in the cooperative 
efforts between the security intelligence agencies 
of Canada and the United States. In its 2001 report, 
Patterns of Global Terrorism, the US State Department 
noted that “overall anti-terrorism cooperation with 
Canada is excellent, and stands as a model of how 
the US and another nation can work together on 
terrorism issues.” 


The war on terrorism will continue and undergo 

continuous transformation as both sides in this 

conflict adapt to new world realities. While recent 

events have underlined the fact that Canada is not 
immune from acts of terrorism, CSIS will continue 
working with partner agencies toward disrupting 
support of terrorist financing networks in Canada, 

and denying refuge in this country to members of 

terrorist organizations. 


//\/ eapons of Mass Destruction and 
-State-Sponsored Terrorism 


The proliferation of weapons of mass destruction (WMD) and their 

delivery systems poses a significant threat to international peace 
and stability. The spread and potential use of WMD have been issues 
for many years, but the news of 2002 confirmed that proliferation of 
these weapons is now taking centre stage among the world’s 
geopolitical tensions. 


After months of friction, by May 2002, relations between India and 
Pakistan over the disputed Kashmir region deteriorated to the point 
that the world was bracing for the possibility of its first bilateral nuclear 
conflict. In October 2002, a senior North Korean official admitted that 
his country had a uranium enrichment program, violating the 1994 
Agreed Framework with the United States, under which North Korea 
agreed to stop development of atomic weapons. In the months that 
followed, North Korea announced the start-up of its old plutonium 
reactor, withdrawal from the Non-Proliferation Treaty and the expulsion 
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of United Nations nuclear monitors, 
leading to further deterioration 

of relations between the United 
States and North Korea. In relation 
to Iraq’s development of WMD and 
delivery systems, the United Nations, 
in the hope of avoiding war, 
continued to demand and pursue 
Iraq’s compliance with UN 
resolutions. These episodes 
demonstrate how the proliferation 
of chemical, biological, radiological 
and nuclear weapons, commonly 
grouped as weapons of mass 
destruction, has the potential to 
undermine international peace 
and security. 


Many of the same countries 
which are attempting to acquire 
or develop WMD also continue to 
support terrorism as an instrument 
of national policy. There is also 
evidence that some terrorist 
groups are seeking to acquire WMD. 
These threats also undermine 
international peace and security. 


The Government of Canada is 
committed to countering the 
spread of such weapons. Canada 
is a party to various international 
agreements and treaties which 
seek to deter the proliferation of 
WMD, their delivery systems and 
components which can be used to 
produce such weapons or systems. 
As Canada is an internationally 
recognized leader in many high- 
technology sectors (such as the 
nuclear, chemical, pharmaceutical, 
biotechnological, electronics and 
aerospace sectors), it remains a 
frequent target for clandestine 
and illicit procurement activities 
by countries and organizations 

of proliferation concern, most 

of which lack the indigenous 
capability to develop and 

produce WMD. 


Eitan Hess-Ashkenazi, AP 


While the immediate threat of Canada being directly 
targeted for an attack with WMD is low, Canadian 
troops serving in peacekeeping or peace-enforcement 
missions, as well as other Canadian citizens abroad, 
may be at higher risk of attack. As delivery ranges 
increase, some of Canada’s allies are being rendered 
vulnerable to such attacks against their home 
territories. In the longer term, as proliferation 
increases, states potentially hostile to Canadian 
interests could use their capability to strike 
Canada directly. 


The Service's Role 


In response to these threats and the government’s 
security intelligence priorities, the Service has refocused 
its operations to create a more intensive, strategic 
investigative effort against proliferation and ensure 
timely advice is provided to the government on this 
threat to national security. 


The Counter Proliferation Branch fulfills its role within 
the CSIS mandate by collecting information related to 
biological, chemical and nuclear weapons development 
programs undertaken by foreign governments or terrorist 
organizations. Through exchange relationships with 
foreign governments and by working closely with federal 
government departments and agencies, including the 
Department of Foreign Affairs and International Trade, 
the Department of National Defence, the Canada Customs 
and Kevenue Agency, the National Research Council and 
the Canadian Nuclear Safety Commission, the branch is 
able to expand upon and share its knowledge about 
threats and emerging trends in the area. 


The branch also investigates state sponsorship of terrorism. 
Countries such as Iran, Syria and Libya continue to 
provide terrorist organizations with training, arms, money, 
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materials and logistical support. 
In addition, these nations 
monitor, infiltrate and attempt 
to influence expatriate 
communities throughout the 
world, including those within 
Canada, and target dissidents 
who actively speak out against 
their regimes. 


The changing face of terrorism 
has made the potential use of 
chemical, biological, radiolo- 
gical or nuclear weapons in 

a terrorist attack a reality. 

A recent case involving ricin 
in the United Kingdom 
demonstrates how easy it is 

to produce biological agents. 
Instructions are readily available 
on the Internet. Anyone with 
an undergraduate knowledge 
of chemistry has the skill to 
produce it. Since the terrorist 
attacks on September 11, 2001, 
Service investigations into 
the terrorist use of weapons 
of mass destruction have 
been expanded. The Service 
monitors all information 
regarding terrorist interest 

in acquiring such weapons. 


The primary objective of CSIS 
investigations is to forewarn 
government of threats to 
national security. With the 
information it gathers, the 
Service develops assessments 
of potential WMD threats 
within Canada or against 
Canadian interests, which 
are distributed to the broader 
security and intelligence 
community and to other 
federal government departments 
and agencies. In addition, the 
Service works closely with 
other government departments 
and law enforcement agencies 
to counter these threats. 
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“ntelligence Activities 


“ Many observers believed that the end of the Cold War, with the 
concurrent reduction in obvious adversaries, would significantly 
lessen the level of espionage activity directed against Canada, 

but this has not proven to be the case. While the threat is changing, 

traditional espionage and foreign interference continue to take place 
in Canada. Intelligence services of foreign governments continue to 
target information related to Canada’s scientific and technological 
developments, critical economic and information infrastructures, 
military and other classified government information, putting at risk 
Canada’s national security. Adversaries are utilizing new skills, 
specialized knowledge and cutting-edge technology to acquire their 
intelligence, challenging the Service to find new and innovative ways 
to counter these threats. Certain countries also continue to use 
intelligence services to monitor, manipulate and even threaten 
expatriates who reside in Canada, despite strong warnings from the 

Canadian government. Investigating traditional intelligence-gathering 

and foreign-influenced activities is subtle by nature and consequently 
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resource-intensive, and the Service 
continues to dedicate substantial 
resources to countering this threat. 


Economic Security 


Attempting to enhance their 
economic competitiveness and 
improve their standards of living, 
some foreign governments resort 
to economic espionage against 
technologically and industrially 
advanced nations such as Canada. 
Economic espionage can be 
described as illegal, clandestine 
or coercive activity by a foreign 
government in order to gain 
unauthorized access to economic 
intelligence, such as proprietary 
information or technology, for 
economic advantage. Several 
sectors of the Canadian economy 
are considered sensitive and 
likely targets of foreign interest, 
including: aerospace, biotechno- 
logy, chemicals, communications, 
information technology, mining 
and metallurgy, nuclear energy, 
oil and gas, and the environment. 
Certain foreign governments direct 
their departments, state-owned 
corporations and intelligence 
services to engage in economic 
espionage against Canada. Visiting 
foreign students and scientists, 
exchange personnel, delegations, 
business persons and members 
of émigré communities in Canada 
can be used for this purpose. 
The Service’s Liaison Awareness 
Program is intended to raise 
awareness within industry and 
government departments so as 

to limit the loss of economic 
knowledge. 
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The mandate of CSIS relative to economic espionage 
is to investigate clandestine activities by foreign 
governments that are potentially detrimental to 
Canada’s economic, commercial, foreign policy and 
defence interests. The Service seeks to forewarn 
government when the otherwise level playing field of 
free market competition is deliberately tilted against 
Canadian industry. 


Information Operations 


Advances in communications and information technology 
over the past several decades have revolutionized the 
efficiency with which goods and services can be produced 
and delivered. However, growing dependence on computer 
networks has also brought with it new vulnerabilities. 
Canada’s critical infrastructure (transportation; oil and gas; 
water; emergency services; continuity of government 
services; banking and finance; electrical power; and 
telecommunications) is largely operated through the 
use of computer networks, which makes protecting 
these networks increasingly a matter of national security 
concern. Some adversaries might consider a nation’s 
critical information infrastructure as attractive a target as 
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its physical assets. Foreign 
countries, terrorists with 
political, ideological or 
religious beliefs and hackers 
with no cause except a 
determination to create 


mischief all represent potential 


perpetrators of cyberattacks, 
and geography serves as no 
barrier. The Service continues 
to focus on this growing 

risk and works with other 
government departments and 
allied intelligence services to 
advise government on the 
potential threat posed by 
information operations. 


Transnational Criminal 
Activity 


Transnational criminal activity 
is a growing international 
problem. Transnational crime 
involves the globalization of 
organized criminal activity 
such as drug trafficking, 
migrant smuggling, corruption, 
arms dealing and money 
laundering. Technological 
advances have made borders 
irrelevant to telecommunica- 
tions and financial transactions, 
reducing the obstacles to 
organized criminal activities. 
Transnational crime 
organizations threaten law 
and order and attack the very 
fabric of life in a democratic, 
law-abiding society like 
Canada, directly affecting 
people’s sense of security, 
trust, order and community. 
Transnational crime also 
poses a serious threat to 
the economic security of 
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the nation since its basic activities 
serve to undermine the workings 
of a free-market economy. Many 
of the world’s major transnational 
criminal organizations, from all 
parts of the globe, are represented 
in Canada. 


The Service contributes to the 
broader governmental effort in 
fighting the threat posed by 
organized crime by providing 
the Government of Canada with 
strategic intelligence about the 
extent and nature of threats to 
the security of Canada, and 
with the provision of tactical 
information to appropriate law 
enforcement agencies. Liaison 
relationships the Service 
maintains with foreign 
intelligence agencies help CSIS 
in its investigation and analysis 
of this truly worldwide problem. 


he Security Screening program is one of the most visible functions 
undertaken by CSIS and one of its main operational responsibilities. 
The goals of the program are to prevent non-Canadians who pose 
security concerns or risks from entering or receiving permanent 
resident status in the country and to prevent anyone of security 
concern from gaining access to sensitive government assets, 
locations or information. 


The September 11th tragedy in the United States has refocused attention 
on the requirement for good security screening procedures throughout 
the Government of Canada. Part of the increase in CSIS funding announced 
in the December 2001 federal budget has been committed to the 
government and immigration screening programs. 
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Immigration and 
Citizenship Screening 


The provision of security advice 
in immigration and citizenship 
matters is crucial to countering 
imported threats to the security 
of Canada. The screening program 
serves as a first line of defence 
against those who attempt to 
penetrate the country to undermine 
Canadian security. Consequently, 
CSIS attempts to ensure that all 
requests in this area are processed 
expeditiously. 


Working closely with Citizenship 
and Immigration Canada (CIC), 
the Service’s Immigration Screening 
program’s primary task is to provide 
security-related advice to CIC. The 
objective is to prevent persons 
who are inadmissible under 

the Immigration and Refugee 
Protection Act (IRPA) from entering 
or gaining status in Canada. 


In the last year, the most important 
change, from a security screening 
point of view, was the adoption of 
Front End Screening (FES) for all 
refugee claimants to Canada. FES 
is a government initiative to 
ensure that all refugee claimants 
arriving in Canada are checked 
against CSIS records prior to 
Immigration and Refugee Board 
assessment. The initiative was 
implemented to identify and filter 
potential security cases from the 
refugee claimant stream as early 
as possible in the determination 
process. Prior to the introduction 
of this program, CSIS was not 
asked or mandated to screen 
refugee claimants. 


For many years, the Service 
has also had responsibility for 
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conducting security screening of immigrants and 
refugees who apply for permanent resident status 
both from within Canada and outside Canada. 
CSIS provides advice to the Minister of Citizenship 
and Immigration related directly to the security 
inadmissibility criteria contained in the Immigration 
and Refugee Protection Act. 


CSIS also provides CIC with security assessments on 
applicants for Canadian citizenship. CIC forwards all 
applications for citizenship to CSIS for review. The 
Service advises if any security concerns relating to 
a particular application surfaced in the course of its 
checks, and provides CIC with relevant security advice 
if such concerns come to light. In all immigration and 
citizenship applications, the Minister of Citizenship 
and Immigration has the ultimate responsibility of 
determination for the application. 


In 2002, the Service processed about 144,900 
citizenship application requests, with a median 
one day turnaround time. 63,100 requests were 
processed under the Immigration Screening program 
(31,400 from within Canada and 31,700 from outside 
of Canada, including 5,500 from the U.S.). The 
median turnaround time was 39 days for requests 
from within Canada. In addition, over 25,000 requests 


were processed under the new Front End Screening 
procedures for refugee claimants in 2002, with a 
median turnaround time of 37 days. 


Government Screening 


The Government Screening program provides security 
assessments for all government departments and 
institutions, except the RCMP. The Service also has 

a site access program for airports, the Parliamentary 
Precinct and nuclear power stations. These programs 
assist in enhancing security and reducing the potential 
threat from terrorist groups and foreign governments 
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which seek advantage from gaining 


access to classified information or 
other assets and matériel. 


The majority of Government 
Screening resources are devoted 
to federal government departments. 
Under the Government Security 
Policy (GSP), federal employees, 
members of the Armed Forces 

or persons under contract to a 
government department who in 
the performance of their duties 
have access to classified 
government assets or information, 
are required to hold security 
clearances. While the Service 
assists the originating department 
by providing an assessment of an 
individual’s reliability and loyalty 
to Canada, under the GSP, all 
departments have exclusive 
authority to grant or deny 
security clearances. 


In 2002, CSIS processed 62,800 
requests for access to sensitive or 
restricted sites and facilities, plus 
13,800 for special events and 
54,400 security assessments 
under the Government Screening 
program. The average time 
required to process applications 
ranged from 29 days for Level I 
(Confidential) applications to 
158 days for new Level III (Top 
Secret) applications. 


Foreign Screening 


CSIS has reciprocal screening 
agreements with the governments 
of foreign states, foreign agencies 
and international organizations 
under which it provides them with 
security assessments. All persons 
affected by this procedure provide 
their agreement in advance. 
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Requests for foreign screening 
typically fall within two categories: 
database checks and enquiries on 
Canadian residents wishing to take 
up residence in another country; 
or checks and enquiries on former 
and current Canadian residents 
who are being considered 

for classified access in 

another country. 


In 2002, the Service processed 
1,740 requests for security 
assessments in its Foreign 
Screening program. 


Screening of Visitors 
to Canada 


Citizens of more than 140 foreign 
countries require a visa to visit or 
transit Canada and must apply at 
Canadian missions abroad for a 
visa prior to entering Canada. At 
the request of CIC, the Service 
screens those who apply for visas 
to visit, work or study in Canada. 
This screening service is an 
essential first line of defence 
against those who might enter 
Canada legally, but then through 
clandestine or overt means 
threaten the security of the nation. 
In 2002, the Security Screening 
Branch processed over 26,000 
visa requests from visitors wishing 
to come to Canada. 
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New Initiatives 


In the heightened security atmosphere since 9/11, 
various levels of government and the private sector 
have shown a strong interest in using CSIS’s services 
in order to improve their security. Three new 
initiatives have emerged, each having an impact 
on the Service’s workload. 


First, the federal and provincial governments have 
recognized that the flow of critical information 
must be unimpeded during times of emergency. 
Consequently, federal security clearances are being 
made available to certain provincial officials and 
police officers so they will have immediate access 
to classified federal information when required. 


Second, regulatory bodies for certain critical 
infrastructures are taking steps to enhance security. 
Transport Canada, for example, has recently 
announced a site access clearance program for 
Canada’s marine ports. 


Third, several provincial governments are expanding 
their own security programs to include a personnel 
clearance element. Alberta and New Brunswick have 
engaged the Service to provide security assessments 
on some provincial employees in their programs. 

Other provinces have indicated an interest in pursuing 
similar arrangements. 


1) eporting Responsibilities 


~ The primary mandate of CSIS is to collect and analyze information, 
and to report to and advise the government on threats to the security 
of Canada. Working in close cooperation with the other operational 
branches of CSIS, the Research, Analysis and Production Branch (RAP) 
has the primary responsibility for the analysis, production and 
distribution of intelligence reports on security intelligence issues 
of relevance to senior federal decision-makers. 


The Branch serves the role of a value-added intermediary between the 
collection of intelligence and its dissemination to the federal government 
and law enforcement authorities. RAP analysts utilize their knowledge 
of regional, national and global trends to assess the quality of collected 
intelligence and produce insightful security intelligence products. The 
Branch produces several types of reports, based upon a broad range 

of both open-source and classified information, which provide the 
government with assessments of threats posed by individuals and/or 


organizations involved in activities prejudicial to the security of Canada. 
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The Branch is also responsible 
for producing open-source 
material, such as the Commentary, 
Perspectives and Backgrounder 
series, which are posted on the 
CSIS Web site. These products 
use existing open-source 
information on security issues 
and distill it into a concise 
discussion of value to intelligence 
professionals, clients in other 
departments and to the 

general public. 


Government Liaison 


One of the Service’s key 
challenges is to fully understand 
the intelligence requirements of 
other departments and agencies 
of the Government of Canada. 
RAP’s Government Liaison Unit 
supports the Service’s commitment 
to client-focussed service and the 
provision of timely, value-added 
security intelligence advice to 
other parts of government. RAP 
client liaison officers meet with 
security officials and program 
officers in other departments or 
agencies to ensure that individual 
security intelligence requirements 
are met and to maintain an 
ongoing exchange of information 
between the Service and its major 
departmental clients. This unit 
also provides advice to federal 
departments and agencies to assist 
in the preparation of Threat and 
Risk Assessments, as required by 
the Government Security Policy. 


(22) 


ecurity intelligence is by its very nature a risk-management 
exercise. CSIS is constantly assessing the global security 
environment, identifying and prioritizing potential threats and 
allocating resources between the different threats to the security of 


intelligence and is continuously receiving information from its 
partners in the intelligence community throughout the world and 
in Canada, reallocation of priorities and consequent shifting of 
resources is a continual exercise both within and between the 
Service’s operational programs. 


The area of counter-terrorism illustrates the Service’s efforts to manage 
risk and properly allocate resources. Early in the 1990s, terrorism began 
to emerge as the greatest threat to Canadian security. Recognizing the 
shifting threat environment, CSIS immediately moved resources into the 
Counter Terrorism operational program, focusing on Islamic extremism. 
Over the last decade, the resources devoted to counter-terrorism have 
grown with the scope and complexity of the threat. 


| 
Canada. Since CSIS is always monitoring threats and collecting | 
i 
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Similarly, the area of counter- 
proliferation attests to the risk 
posed by the proliferation of 
weapons of mass destruction, a 
growing concern as both state and 
non-state actors seek these deadly 
weapons and the power that 
accompanies them. 


The management of the Service’s 
human resources remains a prime 
consideration. The need to attract 
and retain highly skilled, well- 
trained and motivated staff is 
central to the ability of CSIS 

to carry out its mission. The 
December 2001 Federal budget 
has provided CSIS with the 
financial resources to increase its 
overall establishment to handle 
the Service’s heightened security 
and intelligence requirements. 
Additional resources were 
dedicated to reinforcing various 
support and specialized areas. 
From an operational perspective, 
this also allowed the Service to 
increase the intake of intelligence 
officer recruits. It will take some 
time, however, before these recruits 
are fully trained as they must 
follow a five-year training and 
development program. In the 
meantime, the Service uses its 
risk management techniques and 
allocates resources where they are 
most needed. 


For a number of years, the 
retention of highly-trained staff has 
been an issue for many security 
intelligence agencies around 

the world. A number of factors, 
including the remuneration 
available in the private sector, 
better promotional opportunities 
and opportunity for reward and 
recognition are cited for this 
problem. Since the September 11, 
2001 attacks on the United States, 
the problem has been exacerbated 


by the increased demand for trained security 
intelligence personnel by government agencies 
and private sector companies that either specialize 
or have expanded their interest in security matters. 
Although the initial spurt of departures has slowed 
down, the turnover of employees due to retirements 
and sheer demographics remains a challenge for 
the Service. 


In order to ensure that CSIS does the most it can 
within its budget parameters, modern technology is 
used wherever possible. While human intelligence 
capabilities are irreplaceable, technology can allow 
the Service to better manage the risk and balance its 
resources. The Immigration and Citizenship Screening 
program serves as an example. For several years, the 
Service has been receiving trace requests related to 
citizenship applications through an Electronic Data 
Exchange directly from CIC’s Case Processing Centre 
in Sydney, Nova Scotia. Since November 2001, 
screening requests for immigrants applying to 

CIC from within Canada have been conducted 
electronically between the Service and CIC, greatly 
facilitating the Front End Screening process. 
Electronic exchange systems have been installed at 
selected posts abroad to reduce turnaround times 
on requests related to immigrant applications from 
outside of Canada, which have traditionally taken 
longer to process. All of these technological investments 
have greatly increased the efficiency with which CSIS 
can respond to these screening requests. 


The Service is using technology to enhance its own 
administration as well. The planned introduction of 
electronic recruiting by the Service should enhance 
the efficiency of the recruitment process and reduce 
the time involved in recruiting new staff. 


The current threat environment has dictated an 
increased workload for CSIS in several areas 
including immigration screening, security screening 
for government and research related to determining 
listed terrorist entities and combatting the financing 
of terrorist activities. The Government of Canada has 
recognized these increased responsibilities and the 
increased need for investigative resources by 
providing additional funding, as announced in the 
December 2001 budget. Over the course of a six-year 
allocation, the resulting increase will peak at 35% and 
will total $354 million. Projected expenditures for the 
2002-2005 fiscal year are $256 million, an increase 


of 30% from just two years ago. CSIS increased its 
workforce to 2,290 in 2002-2003 from 2,097 in 
the prior year. 


The charts that follow illustrate the financial and 
human resources that CSIS is putting to work to 
address Canada’s national security threats. Both 
charts illustrate the increased resources provided 
by the Government of Canada to address the 
heightened threat environment starting in the 
2001-2002 fiscal year. 
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Figure 1 - Financial Resources 
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Figure 2 - Human Resources 
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